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M ARVELL®

OVERVIEW

The Marvell® 88E6096, 88E6097, and 88E6097F
devices are each single-chip 8-port 10/100 plus 3 port
Gigabit Ethernet switches. These devices support
‘Best-in-Class’ Quality of Service (QoS) and the high-
est ‘real-world’ performance. They are uniquely suited
for Small-to-Medium Business (SMB) and Access
Switch applications.

These devices contain eight 10BASE-T/100BASE-TX
transceivers (PHYs), and three gigabit SERDES inter-
faces that can be used to connect to external Marvell
10/100/1000 triple speed Ethernet transceivers
(PHYs). The 88E6096/88E6097 devices are designed
to work in all environments. True Plug-and-Play is sup-
ported with Auto-Crossover, Auto-Negotiation, and
Auto-Polarity in the PHYs, along with bridge loop pre-
vention (using Port States).

The 88E6096 is designed for SOHO and SMB switch
applications, while the 88E6097 is for Access/Demar-
cation switch applications. The 88E6097F device is
available for Access applications as well, and includes
fiber enable and controls on all ports.

The devices offer enhanced stacking capabilities that
enable multiple devices and/or systems to act as a sin-
gle unit. These features include the ability to Link
Aggregate ports between boxes in a stack, monitor
any port from any other port in the stack, and create
port-based VLANs using any port(s) within the stack.

The devices contain eleven independent 802.3 media
access controllers (MACs), a high-speed, non-block-
ing four traffic class QoS switch fabric that uses the
unique, patented Marvell Dynamic Queue Limit archi-
tecture. The QoS architecture switches packets into
one of four traffic class queues based upon Port, IEEE
802.1p, IPv4 Type of Service (TOS) or Differentiated
Services (Diff-Serv), IPv6 Traffic Class, 802.1Q VLAN
ID, DA MAC address or SA MAC address. The
devices also contain a high-performance address
lookup engine with support for up to 8K active nodes,
and a 1 Mbit frame buffer memory. Back-pressure and
Pause frame-based flow control schemes are included
to support zero packet loss under temporary traffic
congestion. The MAC units in the devices comply fully
with the applicable sections of IEEE 802.3.

The ninth and tenth ports’ optional (G)MII (or MIl) inter-
face supports a direct connection to Management or
Router CPUs with integrated MACs. The tenth port
also supports an RGMII interface that operates as a
1000 Mbps, full-duplex port. For the 88E6096/
88E6097 devices, Port 9 is only MII-PHY or MII-MAC
mode capable, while Port 10 can be configured in
either GMII, MII-PHY or MII-MAC mode. In the

88E6097F, Port 9 supports an additional GMII mode.
These interfaces, along with BPDU handling for IEEE
802.1D Spanning Tree Protocol, 802.1w Rapid Span-
ning Tree, 802.1s Multiple VLAN Spanning Tree, pro-
grammable per-port VLAN configurations, 802.1Q and
Port States, support fully managed switches and truly
isolated WAN vs. LAN firewall applications. The
devices support 4,096 802.1Q VLAN IDs which can be
enabled on a per port basis. Three levels of 802.1Q
security is supported with error frame trapping and log-
ging.

The devices support multiple address databases (up
to 4096), which allows packet routing without modifica-
tion of the MAC address. This allows the same MAC
address to exist multiple times in the MAC Address
database with multiple port mappings, to completely
isolate the WAN from the LAN database.

The PHY and SERDES units in the devices are
designed with the Marvell® cutting-edge mixed-signal
processing technology for digital implementation of
adaptive equalization and clock data recovery. Special
power management techniques are used to facilitate
low power dissipation and high port count integration.
Both the PHY and MAC units in the devices comply
fully with the applicable sections of IEEE 802.3, IEEE
802.3u, and |IEEE 802.3x standards.

The devices’ many operating modes can be config-
ured using SMI (serial management interface - MDC/
MDIO) and/or a low cost serial EEPROM, and/or by
special Remote Management ethernet frames. A stan-
dalone QoS mode is also supported.

Up to 32 88E6096/88E6097 devices can be cascaded.
One or more devices can be used to create larger
switches, e.g 24 FE + 2 GE or 48 FE + 4 GE. The
devices are designed for cost-sensitive low to high
port count switch systems that require Quality of Ser-
vice, Trunking, Stacking, and/or Spanning Tree.

APPLICATIONS
e 8 FE + 2 1000BASE-X using a single 88E6096 or
88E6097 device

* 24 FE + 2 GE SMB or Access switch using three
88E6096 or three 88E6097 devices

* 48 FE + 4 GE SMB or Access switch using six
88E6096 or six 88E6097 devices with a single
88E6185, 98DX106, or 98DX107

¢ SOHO/SMB router with eight FE and two GE
ports

*  Fiber to the Curb cascade applications
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HIGHLIGHTED FEATURES

‘Best-in-Class’ per port TCP/IP Ingress Rate Lim-
iting along with independent Storm Prevention

5 Ingress Rate Limiting buckets per port, support-
ing Rate-based and Priority-based rate limiting
(88E6097 only)

Non-Rate Limited frames based on SA or DA
Layer 2 Policy Control List (PCL) enables drop,
trap, or mirroring based on SA, DA, VID, Ether-
type, VBAS, PPPoE, UDP, and DHCP Option 82
(88E6097 only)

Remote Management capabilities allow device
configuration and readback via Ethernet frames
Per port, programmable MAC address limiting
Quality of Service support with four traffic classes
QoS determined by Port, IEEE 802.1p tagged
frames, IPv4’s Type of Service (TOS) & Differenti-
ated Services (DS), IPv6’s Traffic Class 802.1Q
VID, Destination MAC address, or Source MAC
address

Frame priority overrides based on SA, DA, or VID
Queue priority overrides based on SA, DA, VID,
ARP, or Snoop

Strict, Weighted, or mixed mode QoS selectable
per port

Globally Programmable QoS weighting via a 128-
entry table (88E6097 only)

802.1Q VLAN support for the full 4,096 VLAN IDs
Supports multiple provider ports within a single
chip via a programmable Ethertype per port
Enhanced 802.1s Per VLAN Spanning Tree sup-
porting up to 64 spanning tree instances

Support for protected port across multiple devices

FEATURES

Marvell® Header for increased Routing perfor-
mance

Shared 1 Mbit on-chip memory-based switch fab-
ric with true non-blocking switching performance
High performance lookup engine with support for
up to 8K MAC address entries with automatic
learning and aging

Supports the Marvell Distributed Switching Archi-
tecture (DSA) for STP, up to 32 cascaded
devices, and CPU-directed packet processing

MAC SA based 802.1X authentication

Port Trunking and Port Monitoring/Mirroring
across chips

Egress tagging/untagging selectable per port or
by 802.1Q VLAN ID

Port based VLANs supported in any combination
across multiple chips

Port States & BPDU handling for Spanning Tree
28 32-bit and 2 64-bit RMON Counters per port
Ports 8, 9 & 10 are independent triple speed
SERDES transceivers to interface with Marvell
Alaska® gigabit copper PHYs and can optionally
be configured as fiber ports (1000BASE-X) with
direct connection to lasers

Ports 9 and 10 can support GMII Mode (full-
duplex), MII-MAC Mode (Forward) or MII-PHY
Mode (Reverse—full-duplex) interface options for
management and firewall applications (Port 9 is
Mil only in the 88E6096/88E6097 devices)

Port 10 supports an additional RGMII interface
that operates at 1000 Mbps, full-duplex only
Integrated with eight independent Auto-Crossover
Fast Ethernet transceivers fully compliant with the
applicable sections of IEEE802.3 and
IEEE802.3u

Flexible LED support for Link, Speed, Duplex
Mode, Collision, and Tx/Rx Activities

Supports a low-cost 25 MHz XTAL clock source
Supports 4-Wire 93C56/93C66 or 2-Wire 24C01/
24C02/24C04 EEPROMs

Single chip integration of an 11 port 8-FE + 3-GE
QoS switch and memory in a 20 x 20 mm 176-pin
TQFP package (88E6096/88E6097 device), or 24
X 24 mm 216 LQFP (88E6097F device)

Pin compatible to the previous generation
88E6092 and 88E6095 devices

88E6097 and 88E6097F devices available in
Commercial and Industrial grade

Low power dissipation Payg = 1.5W
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Table 1: 88E6096/88E6097/88E6097F Device Differences
88E6096 88E6097 88E6097F
SOHO/SMB Access Access
Description Switches Switches Switches
FE PHY and GE SERDES 8+3 8+3 8+3
FE Fiber Support 0 0 8
o # GMII/MII (Shared w/SERDES) 1/2 1/2 2/2
é RGMII 1 1 1
E Max Frame Size 1632 bytes 1632 bytes 1632 bytes
Packet Buffer Memory 1 Mbit 1 Mbit 1 Mbit
# MAC Addresses 8K 8K 8K
Queues per Port 4 4 4
802.1p, Port, TOS/DS, IPv6, TC, MAC Yes Yes Yes
‘g Priority Overrides (DA/SA/VID/ARP/Snoop) Yes Yes Yes
° Mixed Mode QoS per port Yes Yes Yes
Programmable Weighting No Yes Yes
Port -based and 802.1Q VLANs Yes Yes Yes
= Maximum number of Shared 802.1Q VLANs 4096 4096 4096
j Maximum number of Independent 802.1Q VLANs 4096 4096 4096
> Double Tagging (Q in Q) Yes Yes Yes
Supports Multiple Provider Ports Yes Yes Yes
Stacking Support Yes Yes Yes
= Cross -chip Trunking (#Trunks/#Ports) Yes (16/8) Yes (16/8) Yes (16/8)
:9 Cross-chip Port Based VLANs Yes Yes Yes
§ Cross-chip Flow Control Yes Yes Yes
G Cross-chip Protected Port Yes Yes Yes
Distributed Switching Architecture (DSA) Tag Support Yes Yes Yes
- Remote Management Yes Yes Yes
S Ethertype DSA Yes Yes Yes
g Layer 2 Policy Control Lists (PCL) No Yes Yes
> 802.1D/w/s Spanning Tree Yes Yes Yes
g Port Mirroring Yes Yes Yes
= IPv4 IGMP & IPv6 MLD Snooping Yes Yes Yes
Ingress Rate Limiting Resources 2/port 5/port 5/port
Priority-based Ingress Rate Limiting No Yes Yes
- Egress Rate Shaping Yes Yes Yes
g 802.1X Port and MAC-based Authentication Yes Yes Yes
o Hardware MAC Address Limiting per port Yes Yes Yes
Industrial Grade No Yes Yes
Package | 176-pin LQFP | 176-pin LQFP | 216-pin LQFP
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Signal Description

Section 1. Signal Description

Figure 1: 88E6096/88E6097 Device 176 TQFP EPAD Package Pinout
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Figure 2: 88E6097F Device 216 LQFP EPAD Package Pinout
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Signal Description
Pin Description

1.1 Pin Description

Table 2: Pin Type Definitions

Pin Type Definition

H Input with hysteresis

I/0 Input and output

I Input only

(0] Output only

PU Internal pull-up

PD Internal pull-down

D Open drain output

Z Tri-state output

mA DC sink capability

Analog Analog pin
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Table 3: Network 10/100 PHY Interface (Ports 0 to 7)
88E6096/  88E6097F Pin Name Type Description
88E6097
43 44 P7_RXP Typically Receiver input — Positive. P[7:0]_RXP connects
34 35 P6_RXP Input directly to the receiver magnetics. If the port is con-
32 33 P5_RXP figured for 100BASE-FX mode (available in the
23 24 P4_RXP 88E6097F device only) RXP connects directly to the
21 22 P3_RXP fiber-optic receiver’s positive output. For lowest
12 13 P2_RXP power, all unused port RXP pins should be tied to
10 1 P1_RXP VSS. These pins can become outputs if Auto MDI/
1 2 PO_RXP MDIX Crossover is enabled.
42 43 P7_RXN Typically Receiver input — Negative. P[7:0]_RXN connects
35 36 P6_RXN Input directly to the receiver magnetics. If the port is con-
31 32 P5_RXN figured for 100BASE-FX mode (available in the
24 25 P4 RXN 88E6097F device only) RXN connects directly to the
20 21 P3_RXN fiber-optic receiver’s negative output. For lowest
13 14 P2_RXN power, all unused port RXN pins should be tied to
9 10 P1_RXN VSS. These pins can become outputs if Auto MDI/
2 3 PO_RXN MDIX Crossover is enabled.
40 41 P7_TXP Typically Transmitter output — Positive. P[7:0]_TXP connects
37 38 P6_TXP Output directly to the transmitter magnetics. If the port is
29 30 P5_TXP configured for 100BASE-FX mode (available in the
26 27 P4_TXP 88E6097F device only) TXP connects directly to the
18 19 P3_TXP fiber-optic transmitter’s positive input. For lowest
15 16 P2_TXP power, all unused port TXP pins should be tied to
7 8 P1_TXP VSS. These pins can become inputs if Auto MDI/
4 5 PO_TXP MDIX Crossover is enabled.
39 40 P7_TXN Typically Transmitter output — Negative. P[7:0]_TXN connects
38 39 P6_TXN Output directly to the transmitter magnetics. If the port is
28 29 P5_TXN configured for 100BASE-FX mode (available in the
27 28 P4_TXN 88E6097F device only) TXN connects directly to the
17 18 P3_TXN fiber-optic transmitter’s negative input. For lowest
16 17 P2_TXN power, all unused port TXN pins should be tied to
6 7 P1_TXN VSS. These pins can become inputs if Auto MDI/
5 6 PO_TXN MDIX Crossover is enabled.
50 P7_SDET Input Signal Detect input (88E6097F device only). If port O
49 P6_SDET to 7 are configured for 100BASE-FX mode Px_SDET
48 P5_SDET indicates whether a signal is detected by the fiber-
47 P4 SDET optic transceiver. A positive level indicates that a sig-
210 P3_SDET nal is detected.
209 P2_SDET
208 P1_SDET If port 0 to 7 are configured for 10/100BASE-T mode
207 PO_SDET Px_SDET is not used but it can not be left floating
since these pins do not contain internal resistors.
Px_SDET can be tied to VSS or VDDO either directly
or through a 4.7kQ resistor.
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Signal Description
Pin Description

Table 4: PHY Configuration (Ports 0 to 7)

88E6096/ | 88EG6097F

88E6097

Pin Name

Type

Description

158
159
160
161
162
163
164
165

P7_CONFIG
P6_CONFIG
P5_CONFIG
P4_CONFIG
P3_CONFIG
P2_CONFIG
P1_CONFIG
PO_CONFIG

Input

Port 7 to 0 Configuration (88E6097F device only).
The Px_CONFIG pin is used to set the default con-
figuration for Port 7 to 0 by connecting these pins to
other device pins as follows:

VSS = Auto-Negotiation enabled
PO_LED1 = Forced 10BASE-T half-duplex
PO_LED2 = Forced 10BASE-T full-duplex
P1_LEDO = Forced 100BASE-TX half-duplex
P1_LED1 = Forced 100BASE-TX full-duplex
P1_LED2 = Forced 100BASE-FX half-duplex
VDDO = Forced 100BASE-FX full-duplex

Ports 7 to 0 default configuration is Auto-Negotia-
tion enabled in the 88E6097F device. Any port’s
default configuration can be modified by accessing
the PHY registers by a CPU or a serial EEPROM.
Fiber mode vs. copper mode cannot be configured
in this way, however. Fiber vs. copper must be
selected at Reset by using these pins.

Px_CONFIG pins are configured after reset and
contain internal pull-down resistors so they can be
left floating.

NOTE: For the 88E6096/88E6097, the port’s default
configuration is Auto-Negotiation enabled.

140

173

CONFIG_A

Input

Global Configuration A. This global configuration
pin is used to set the default LED mode and Far
End Fault Indication (FEFI) mode by connecting
these pins to other device pins as follows:

VSS = LED Mode 0, FEFI disabled
PO_LEDO = LED Mode 0, FEFI enabled
PO_LED1 = LED Mode 1, FEFI disabled
PO_LED2 = LED Mode 1, FEFI enabled
P1_LEDO =LED Mode 2, FEFI disabled
P1_LED1 =LED Mode 2, FEFI enabled
P1_LED2 = LED Mode 3, FEFI disabled
VDDO = LED Mode 3, FEFI enabled

The CONFIG_A pin is configured after reset and
does contain an internal pull-up resistor so it can be
left floating.
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Table 4: PHY Configuration (Ports 0 to 7) (Continued)

88E6096/ B88E6097F @ Pin Name Type Description
88E6097
141 174 CONFIG_B Input Global Configuration B. This global configuration

pin is used to set the default mode for Auto Cross-
over, the PHY driver type and Energy Detect by
connecting these pins to other device pins as fol-
lows:

VSS = No Crossover, Class A drivers,
Energy Detect disabled
PO_LEDO = No Crossover, Class A drivers,
Energy Detect enabled
PO_LED1 = No Crossover, Class B drivers,
Energy Detect disabled
PO_LED2 = No Crossover, Class B drivers,
Energy Detect enabled
P1_LEDO = Auto Crossover, Class A drivers,
Energy Detect disabled
P1_LED1 = Auto Crossover, Class A drivers,
Energy Detect enabled
P1_LED2 = Auto Crossover, Class B drivers,
Energy Detect disabled
VDDO = Auto Crossover, Class B drivers,
Energy Detect enabled

The CONFIG_B pin is configured after reset and
does contain an internal pull-up resistor so it can be

left floating.
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Signal Description
Pin Description

Table 5: Port Status LEDs (Ports 0 to 7)
88E6096/ 88E6097F @ Pin Name Type Description
88E6097
173 206 P7_LED2 Output Parallel LED outputs—one for each port. This active
169 202 P6_LED2 low LED pin directly drives an led in parallel led
165 198 P5 LED2 mode. it can be configured to display many options.
161 194 P4_LED2
157 190 P3_LED2 P[7:0]_LED2 are driven active low whenever
153 186 P2_LED2 RESETn is active low.
149 182 P1_LED2
144 177 PO_LED2
172 205 P7_LED1 Output Parallel LED outputs — one for each port. This active
167 200 P6_LED1 low LED pin directly drives an LED in Parallel LED
164 197 P5_LED1 mode. It can be configured to display many options.
160 193 P4 _LED1
156 189 P3_LED1 P[7:0]_LED1 are driven active low whenever
152 185 P2_LED1 RESETNn is active low.
148 181 P1_LED1
143 176 PO_LED1
171 204 P7_LEDO Output Parallel LED outputs — one for each port. This active
166 199 P6_LEDO low LED pin directly drives an LED in Parallel LED
163 196 P5_LEDO mode. It can be configured to display many options.
159 192 P4_LEDO
155 188 P3_LEDO P[7:0]_LEDQO are driven active low whenever
150 183 P2_LEDO RESETNn is active low.
147 180 P1_LEDO
142 175 PO_LEDO

52 LEDSER Output 88E6097F device only; LEDSER outputs serial sta-
tus bits that can be shifted into a shift register to be
displayed via LEDs. LEDSER is output synchro-
nously with LEDCLK.

51 LEDENA Output 88E6097F device only; LEDENA asserts High
whenever LEDSER has valid status that is to be
stored into the shift register. LEDENA is output syn-
chronously with LEDCLK.

53 LEDCLK Output 88E6097F device only; LEDCLK is the reference
clock for the serial LED signals.
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Table 6: SERDES/1000BASE-X Interface (Ports 8 to 10)

88E6096/ 88E6097F @ Pin Name Type Description

88E6097

59 69 P10_RXP Input Receiver input — Positive. P[10:8]_RXP connects

53 63 P9_RXP directly to the fiber-optic receiver’s positive output

47 57 P8_RXP or to another device’s TXP (Transmitter output—
positive) pins.

58 68 P10_RXN Input Receiver input — Negative. P[10:8]_RXN connects

52 62 P9 _RXN directly to the fiber-optic receiver’s negative output

46 56 P8_RXN or to another device’s TXN (Transmitter output—
negative) pins.

63 73 P10_TXP Output Transmitter output — Positive. P[10:8]_TXP con-

57 67 P9 TXP nects directly to the fiber-optic transmitter’s positive

51 61 P8 _TXP input or to another device’s RXP (Receiver input—
positive) pins.

62 72 P10_TXN Output Transmitter output — Negative. P[10:8]_TXN con-

56 66 P9_TXN nects directly to the fiber-optic transmitter’s nega-

50 60 P8_TXN tive input or to another device’s RXN (Receiver
input — Negative) pins.

93 117 P8_SDET Input Signal Detect input. If Port 8 is configured for

1000BASE-X mode (see Px_MODE below)
Px_SDET is an input that is used to indicate
whether a signal is detected by the fiber-optic trans-
ceiver. A positive level indicates that a signal is
detected.

If Port 8 is configured for SERDES mode P8_SDET
is not used but it can be left floating since this pin
contains an internal pull-down resistor.
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Signal Description
Pin Description

Table 6: SERDES/1000BASE-X Interface (Ports 8 to 10) (Continued)

88E6096/ 88E6097F
88E6097

Pin Name

Type

Description

92 116

P8_LED
/P8_MODE

Typically
Output

LED Output and Mode. If Port 8 is configured for
1000BASE-X mode Px_LED indicates whether a
‘Link’ signal is detected by the Px_SDET input. A
low output level indicates that a positive input signal
is detected by Px_SDET and the port’s PCS has
determined link. Px_LED indicates ‘Activity’ by
blinking high when the port receives or transmits a
frame.

Px_LED are multi-function pins used to configure
the device during a hardware reset. When reset is
asserted, Px_LED become inputs and the Port’s
configuration is latched at the rising edge of
RESETN as follows:
Low = Port is configured for cross-chip SERDES
mode, AutoNeg is off
High = Port is configured for 1000BASE-X mode
AutoNeg is on

NOTE: MGMII mode overrides the port’s configura-
tion made by this pin. MGMII mode is
selected when the PHY Polling Unit (PPU)
detects an external PHY is connected to this
port. See “P10_GTXCLK/MGMII” pin
description in Table 10, “GMII/MII Transmit
Interface (Port 10),” on page 39 for MGMII
mode details.

Px_LED is internally pulled low via a resistor so the
pin can be left floating when unused or to select
cross-chip SERDES mode. Connecting an external
LED and its resistor to VDDO will configure the port
for 1000BASE-X mode.
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Table 7:

88E6096/
88E6097

GMII/MII Receive Interface (Port 9 is Mil only - 88E6096/88E6097 devices only)

88E6097F

Pin Name

Type

Description

81

96

P9 _RXCLK

Input

Receive Clock. RXCLK is a reference for RXDV,
RX_ER and RXDI[7:0]. The speed of RXCLK is
expected to be 125 MHz, 25 MHz or 2.5 MHz
depending upon the speed of the port.

P9_RXCLK is internally pulled high so the pin can
be left unconnected if not used.

87
86
84
83

114
113
112
1M
102
101
99
98

P9_RXD[7]
P9_RXDI6]
P9_RXDI[5]
P9_RXD[4]
P9 _RXDI[3]
P9 _RXD[2]
P9_RXD[1]
P9_RXDI0]

Input

P9_RXDI[7:0]—88E6097F device Only.
P9_RXDI[3:0]—88E6096/88E6097 devices Only.
Receive Data RXD[7:0] receives the data octet or
nibble to be sent into the switch. RXD[7:0] must be
synchronous to RXCLK. In 1000BASE mode,
RXDI[7:0] is used. In 100BASE and 10BASE
modes, RXD[3:0] is used and RXD[7:4] is ignored.

P9_RXDI7:0] are internally pulled low via resistor
so the pins can be left unconnected when they are
not used.

82

97

P9_RXDV

Input

Receive Data Valid. Receive Data Valid is used to
indicate when RXDI[7:0] (or RXD[3:0] where appro-
priate) contains frame information. RXDV must be
synchronous to RXCLK.

P9_RXDV is internally pulled low via resistor so the
pin can be left unconnected when it is not used.

88

103

P9_RXER

Input

Receive Data Error. Receive Data Error is used to
indicate when an external device (like a PHY)
detects an error. When this signal is high, the
receive MAC will discard the frame and it will be
counted as a frame with a CRC error. RXER must
be synchronous to RXCLK.

P9_RXER is internally pulled low via resistor so the
pin can be left unconnected when it is not used.
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Signal Description
Pin Description

Table 7: GMII/MII Receive Interface (Port 9 is Mil only - 88E6096/88E6097 devices only) (Continued)

88E6096/ 88E6097F
88E6097

Pin Name

Type

Description

89 109

P9_CRS
/P9_LED

Input
or Output

Carrier Sense. Carrier sense is used to indicate car-
rier has been detected on the line. CRS is not syn-
chronous to RXCLK. CRS is used for half-duplex
modes only and is ignored when the port is in full-
duplex.

When Port 9 is configured for 1000BASE-X opera-
tion (see P9_MODE[2:0]) Px_LED indicates
whether a ‘Link’ signal is detected by the Px_SDET
input. A low output level indicates that a positive
input signal is detected by Px_SDET and the port’s
PCS has determined link. Px_LED indicates ‘Activ-
ity’ by blinking high when the port receives or trans-
mits a frame.

CRS is internally pulled low via resistor so the pin
can be left unconnected when it is not used. The
direction of this pin is determined by the value of the
P9 _MODE[2:0] pins at the rising edge of RESETn
(during RESETNn this pin is an input).

90 110

P9 _COL
/P9_SDET

Input

Collision. Collision is used to indicate both transmit
and receive are occurring at the same time in half-
duplex mode. The Collision signal is not synchro-
nous to RXCLK. The Collision signal is used for
half-duplex modes only and is ignored when the
port is in full-duplex.

When Port 9 is configured for 1000BASE-X opera-
tion (see P9_MODE[2:0]) Px_SDET is an input
used to indicate whether a signal is detected by the
fiber-optic transceiver. A positive level indicates that
a signal is detected.

P9_COL is internally pulled low via resistor so the
pin can be left unconnected when it is not used.
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Table 8: GMII/MII Transmit Interface (Port 9)

88E6096/ 88E6097F
88E6097

Pin Name

Type

Description

93

P9_GTXCLK

Output

Transmit Clock; 88E6097F device only; GTXCLK is
a reference for TXEN and TXD[7:0] when the port is
in GMII mode. The speed of GTXCLK is 125 MHz
and is normally only driven when the speed of the
port is 1000BASE. GTXCLK can be configured to
output a 25 MHz or 2.5 MHz clock so it can be used
as a clock source for P9_TXCLK and P9_RXCLK
when no other clock sources are available (see
P9_MODE[2:0]).

P9_GTXCLK is tri-stated during RESETn and it is
internally pulled high so the pin can be left uncon-
nected if not used.

79 94

P9_TXCLK

Input

Transmit Clock. TXCLK is a reference for TXEN
and TXD[3:0] when the port is in MIl mode. The
speed of TXCLK is 25 MHz or 2.5 MHz depending
the speed of the port.

P9_TXCLK is tri-stated during RESETn and it is
internally pulled high so the pin can be left uncon-
nected if not used.
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Signal Description

Pin Description

Table 8:

GMII/MII Transmit Interface (Port 9) (Continued)

88E6096/
88E6097

88E6097F

Pin Name

Type

Description

73

74

75

76

82
83
84
85

87

88

89

90

P9_TXD[7]
P9_TXDI6]
P9_TXDI[5]
P9_TXD[4]

P9_TXD[3]
ISW_24P

P9_TXD[2]
/P9_MODE[2]

P9_TXD[1]
/P9_MODE[1]

P9_TXDI0]
/P9_MODE[0]

Typically
Output

P9_TXDI[7:0)/P9_MODE[2:0]—88E6097F device
Only
P9_TXDI[3:0]/P9_MODE[2:0]—88E6096/88E6097
devices Only
Transmit Data. TXD[7:0] outputs the data octet to
be transmitted from the switch. TXD[7:0] is synchro-
nous to GTXCLK in 1000BASE mode. In 100BASE
and 10BASE modes TXDI[3:0] is synchronous to
TXCLK and TXD[7:4] is ignored.
P9_TXDI7:0] are multi-function pins used to config-
ure the device during a hardware reset. When reset
is asserted, these pins become inputs and the con-
figuration information below is latched at the rising
edge of RESETn:

TXD[2:0] = P9_MODEJ[2:0]

TXD[3] = SW_24P
P9_MODE[2:0] sets Port 9's Mode of operation as
follows:

000 = GMII with P9_GTXCLK = 125 MHz
(1000BASE)'

001 = MIl with P9_GTXCLK = 0 MHz (MIl MAC
Mode)

010 = MIl (PHY Mode) - Port 9 MIl PHY mode
must source 25 MHz or 2.5 MHz clock from
P10_GTXCLK or external clock

011 = Mll (PHY Mode)- Port 9 MIl PHY mode
must source 25 MHz or 2.5 MHz clock from
P10_GTXCLK or external clock

100 = Cross-chip SERDES port with all GMII/MII
pins tri-stated - This mode configures the
SERDES for 1000BASE-X operation, with
Auto-Negotiation disabled. This mode is
recommended for use when cascading mul-
tiple switch devices and is not recom-
mended when connecting to PHY devices.

101 = 1000BASE-X with all GMII/MII pins tri-
stated (except for P9_LED)

110 = SGMII or MGMII with all GMII/MII pins tri-
stated. See “P10_GTXCLK/MGMII” pin
description in Table 10, “GMII/MII Transmit
Interface (Port 10),” on page 39 for MGMII
mode details.

111 = Port 9 is disabled (with all GMII/MII pins tri-
stated)
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Table 8:

GMII/MII Transmit Interface (Port 9) (Continued)

88E6096/
88E6097

88E6097F

Pin Name

Type

Description

(Cont. from
table above)

(Cont. from
table above)

(Cont. from
table above)

Typically
Output

SW_24P configures the device for cascading mode:

. Cross-chip SERDES on all Ports 8, 9, and 10
interfaces,

*  Separate PortBased VLAN between Port 8
and Port 9

*  Separate VLAN of Port 10 for CPU

¢ Enabled configuration of Learn2All - see
Learn2All section

P9_TXD[7:0] are internally pulled low via resistor so

the pins can be left unconnected when they are not

used. Use a 4.7 kohm resistor to VDDO for a con-

figuration high.

77

91

P9 TXEN
/P9_HALFDPX

Typically
Output

Transmit Enable. Transmit enable is used to indi-
cate when TXDI[7:0] (or TDX[3:0] where appropri-
ate) contains frame information. TXEN is
synchronous to GTXCLK in 1000BASE mode and
its synchronous to TXCLK in 100BASE and
10BASE modes.

P9_TXEN is a multi-function pin used to configure
the device during a hardware reset. When reset is
asserted, this pin become an input and the configu-
ration information below is latched at the rising
edge of RESETn:

0 = Sets Port 9 in full-duplex operation

1 = Sets Port 9 in half-duplex operation only if

P9_MODE[2:0] = 01X

P9_TXEN is internally pulled low via resistor so the
pin can be left unconnected to select full-duplex on
Port 9 or when it is not used.

1. P9_MODE[2:0] = 000 is not supported in the 88E6096/88E6097 devices
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Signal Description
Pin Description

Table 9:

88E6096/
88E6097

GMII/MII Receive Interface (Port 10)

88E6097F

Pin Name

Type

Description

114

138

P10_RXCLK

Input

Receive Clock. RXCLK is a reference for RXDV,
RX_ER and RXD[7:0]. The speed of RXCLK is
expected to be 125 MHz, 25 MHz or 2.5 MHz
depending upon the speed of the port.

P10_RXCLK is tri-stated during RESETn and it is
internally pulled high so the pin can be left uncon-
nected if not used.

NOTE: This pin can also be used as the RGMII
Receive Clock pin as documented in
Table 11.

125
124
123
122
120
119
118
17

150
149
148
147
144
143
142
141

P10_RXD[7]
P10_RXD[6]
P10_RXD[5]
P10_RXD[4]
P10_RXD[3]
P10_RXD[2]
P10_RXD[1]
P10_RXD[0]

Input

Receive Data. RXDJ[7:0] receives the data octet or
nibble to be sent into the switch. RXD[7:0] must be
synchronous with RXCLK. In 1000BASE mode,
RXD[7:0] is used. In 100BASE and 10BASE modes,
RXD[3:0] is used and RXD[7:4] is ignored.

P10_RXDI[7:0] are internally pulled low via resistor
so the pins can be left unconnected when they are
not used.

NOTE: P10_RXDI[3:0] can also be used as the
RGMII Receive Data pins as documented in
Table 11.

116

140

P10_RXDV

Input

Receive Data Valid. Receive Data Valid is used to
indicate when RXD[7:0] (or RXD[3:0] where appro-
priate) contains frame information. RXDV must be
synchronous to RXCLK.

P10_RXDV is internally pulled low via resistor so
the pin can be left unconnected when it is not used.

NOTE: This pin can also be used as the RGMII
Receive Control pin as documented in
Table 11.

126

151

P10_RXER

Input

Receive Data Error. Receive Data Error is used to
indicate when an external device (like a PHY)
detects an error. When this signal is high the
receive MAC will discard the frame and it will be
counted as a frame with a CRC error. RXER must
be synchronous to RXCLK.

P10_RXER is internally pulled low via resistor so
the pin can be left unconnected when it is not used.
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Table 9: GMII/MII Receive Interface (Port 10) (Continued)

88E6096/ | 88E6097F
88E6097

Pin Name

Type

Description

127 152

P10_CRS
/P10_LED

Input
or Output

Carrier Sense. Carrier sense is used to indicate that
carrier has been detected on the line. CRS is not
synchronous to RXCLK. CRS is used for half-
duplex modes only and is ignored when the port is
in full-duplex.

When Port 10 is configured for 1000BASE-X opera-
tion (see P9/P10_MODE[2:0]) Px_LED indicates
whether a ‘Link’ signal is detected by the Px_SDET
input. A low output level indicates that a positive
input signal is detected by Px_SDET and the port’s
PCS determines link. Px_LED indicates ‘Activity’ by
blinking high when the port receives or transmits a
frame.

P10_CRS is internally pulled low via resistor so the
pin can be left unconnected when it is not used. The
direction of this pin is determined by the value of the
P10_MODEJ2:0] pins at the rising edge of RESETn
(during RESETNn this pin is an input).

128 153

P10_COL
/P10_SDET

Input

Collision. Collision is used to indicate both transmit
and receive are occurring at the same time in half-
duplex mode. The Collision signal is not synchro-
nous to RXCLK. The Collision signal is used for
half-duplex modes only and is ignored when the
port is in full-duplex.

When Port 10 is configured for 1000BASE-X opera-
tion (see P10_MODE[2:0]) Px_SDET is an input
used to indicate whether a signal is detected by the
fiber-optic transceiver. A positive level indicates that
a signal is detected.

P10_COL is internally pulled low via resistor so the
pin can be left unconnected when it is not used.
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Signal Description
Pin Description

Table 10:  GMII/MII Transmit Interface (Port 10)

88E6096/ 88EG6097F
88E6097

Pin Name

Type

Description

111 135

P10_GTXCLK
/MGMII

Output

Transmit Clock. GTXCLK is a reference for TXEN
and TXDI[7:0] when the port is in GMII mode. The
speed of GTXCLK is 125 MHz and is normally
only driven when the speed of the port is
1000BASE. GTXCLK can be configured to output
a 25 MHz or 2.5 MHz clock so it can be used as a
clock source for P10_TXCLK and P10_RXCLK
when no other clock sources are available (see
P10_MODE[2:0]).

P10_GTXCLK is a multi-function pin used to con-
figure the device during a hardware reset. When
reset is asserted, this pin becomes an input and
the configuration information below is latched at
the rising edge of RESETn:

0 = All SERDES ports run in SGMII mode

1 = All SERDES ports run in MGMII mode -
MGMII mode is recommended when connecting
to Marvell® PHY devices that support auto-media
detect when connecting to SERDES ports. MGMII
mode uses out of band communication for link,
speed, and flow control status, and works specifi-
cally with Marvell PHYs that support MGMII.

P10_GTXCLK is tri-stated during RESETn and it
is internally pulled high so the pin can be left
unconnected if not used.

NOTE: This pin can also be used as the RGMII
Transmit Clock pin as documented in
Table 12.

112 136

P10_TXCLK

Input

Transmit Clock. TXCLK is a reference for TXEN
and TXDI[3:0] when the port is in Mll mode. The
speed of TXCLK is 25 MHz or 2.5 MHz depending
upon the speed of the port.

P10_TXCLK is tri-stated during RESETn and it is
internally pulled high so the pin can be left uncon-
nected if not used.
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Table 10:

GMII/MII Transmit Interface (Port 10) (Continued)

88E6096/
88E6097

88E6097F

Pin Name

Type

Description

101

102

103

104

106

107

108

109

125

126

127

128

130

131

132

133

P10_TXDI[7]
/ADDR[4]

P10_TXDI6]
/ADDR{[3]

P10_TXDI[5]
/ADDR[2]

P10_TXD[4]
/ADDR[1]

P10_TXDI[3]
/ADDR[0]

P10_TXD[2]
/P10_MODE[2]

P10_TXD[1]
/P10_MODE[1]

P10_TXDI0]
/P10_MODE0]

Typically
Output

P10_TXD[7:0)/P10_MODE[2:0]/ADDR[4:0]
Transmit Data. TXD[7:0] outputs the data octet to
be transmitted from the switch. TXD[7:0] is syn-
chronous to GTXCLK in 1000BASE mode. In
100BASE and 10BASE modes, TXDI[3:0] is syn-
chronous to TXCLK and TXD[7:4] is ignored.

P10_TXD[7:0] are multi-function pins used to con-
figure the device during a hardware reset. When
reset is asserted, these pins become inputs and
the configuration information is latched at the ris-
ing edge of RESETn:

TXD[2:0] = P10_MODE[2:0]

TXD[7:3] = ADDR[4:0]

P10_MODE[2:0] sets Port 10’s mode of operation
as follows:

000 = GMII with P10_GTXCLK = 125 MHz
(1000BASE)

001 = RGMII = P10_TXC = 125 MHz (See
Table 11 and Table 12 for RGMII pin
descriptions.

010 = MIl with P10_GTXCLK = 25 MHz
(100BASE PHY Mode)

011 = MIl with P10_GTXCLK = 2.5 MHz
(10BASE PHY Mode)

100 = Cross-chip SERDES port with all GMII/
MII pins tri-stated

101 = 1000BASE-X with all GMII/MII pins tri-
stated (except for P10_LED)

110 = SGMII or MGMII with all GMII/MII pins tri-
stated - See “P10_GTXCLK/MGMII” pin
description in Table 10, “GMII/MII Trans-
mit Interface (Port 10),” on page 39 for
MGMII mode details.

111 = Port 10 is disabled (with all GMII/MII pins
tri-stated)

ADDRJ[4:0] sets the device’s SMI address. If
ADDRJ4:0] are all 0’s the device is configured in
single device addressing mode.

P10_TXDI[7:0] are internally pulled low via resistor
so the pins can be left unconnected when they
are not used. Use a 4.7 kQ2 resistor to VDDO for a
configuration high.

NOTE: P10_TXDI[3:0] can also be used as the
RGMII Transmit Data pins as documented
in Table 12.
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Signal Description
Pin Description

Table 10:  GMII/MII Transmit Interface (Port 10) (Continued)

88E6096/ #88E6097F @ Pin Name Type Description
88E6097
110 134 P10_TXEN/ Typically Transmit Enable. Transmit enable is used to indi-

P10_HALFDPX  Output

cate when TXDI[7:0] (or TXD[3:0] where appropri-
ate) contains frame information. TXEN is
synchronous to GTXCLK in 1000BASE mode and
its synchronous to TXCLK in 100BASE and
10BASE modes.

P10_TXEN is a multi-function pin used to config-
ure the device during a hardware reset. When
reset is asserted, this pin becomes an input and
the configuration information is latched at the ris-
ing edge of RESETn:

0 = Sets Port 10 in full-duplex operation

1 = Sets Port 10 in half-duplex operation

only if P10_MODE[2:0] = 01X

P10_TXEN is internally pulled low via resistor so
the pin can be left unconnected to select full-
duplex on Port 10 or when it is not used.

NOTE: This pin can also be used as the RGMII
Transmit Control pin as documented in
Table 12.
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Port 10’s RGMII receive interface supports 1000BASE-T, full-duplex mode of operation only. Port 10’s RGMII
receive interface uses the same pins as Port 10’'s GMII receive interface.

Table 11: RGMII Receive Interface (Port 10 Only)

88E6097

88E6096/ 88EG6097F | Pin Name

Type

Description

114

138

P10_RXC

Input

RGMII Receive Clock. In RGMII mode, P10_RXC
provides a 125 MHz reference clock.

P10_RXC is internally pulled high so the pin can be
left unconnected if not used.

NOTE: This pin can also be used as the GMII/MII
Receive Clock pin as documented in
Table 9.

120

119

118

17

144

143

142

141

P10_RD[3]
P10_RD[2]
P10_RD[1]

P10_RDI0]

Input

RGMII Receive Data. P10_RD[3:0] run at double
data rate with bits [3:0] presented on the rising
edge of P10_RXC, and bits [7:4] presented on the
falling edge of P10_RXC.

P10_RDI3:0] are internally pulled low via resistor
so the pins can be left unconnected when they are
not used.

NOTE: These pins can also be used as the GMII/
MIl Receive Data pins as documented in
Table 9.

116

140

P10_RX_CTL

Input

RGMII Receive Control. In RGMII mode,
P10_RX_CTL is presented on the rising edge of
P10_RXC, and a logical derivative of P10_RX_DV
and P10_RX_ER are presented on the falling edge
of P10_RXC.

P10_RX_CTL is internally pulled low via resistor so
the pin can be left unconnected when it is not used.

NOTE: This pin can also be used as the GMII/MII
Receive Data Valid pin as documented in
Table 9.
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Signal Description
Pin Description

Port 10’s RGMII transmit interface supports 1000BASE-T, full-duplex mode of operation only. Port 10’s RGMII
transmit interface uses the same pins as Port 10’s GMII transmit interface.

Table 12:

88E6096/
88E6097

RGMII Transmit Interface (Port 10 Only)

88E6097F

Pin Name

Type

Description

111

135

P10_TXC

Output

RGMII Transmit Clock. P10_TXC provides a 125
MHz reference clock.

P10_TXC is tri-stated during RESETn and it is
internally pulled high so the pin can be left uncon-
nected if not used.

NOTE: This pin can also be used as the GMII/MII
Transmit Clock pin as documented in
Table 10.

106

107

108

109

130

131

132

133

P10_TDI[3]
P10_TD[2]
P10_TD[1]

P10_TD[0]

Typically
Output

RGMII Transmit Data. P10_TDI[3:0] run at double
data rate with bits [3:0] presented on the rising
edge of P10_TXC, and bits [7:4] presented on the
falling edge of P10_TXC.

NOTE: These pins can also be used as the GMII/
MII Transmit Data pins as documented in
Table 10.

110

134

P10_TX_CTL

Typically
Output

RGMII Transmit Control. In RGMII mode,
P10_TX_CTL is presented on the rising edge of
P10_TXC, and a logical derivative of P10_TX_EN
and P10_TX_ER are presented on the falling edge
of P10_TXC.

NOTE: This pin can also be used as the GMII/MII
Transmit Enable pin as documented in
Table 10.
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Table 13: Regulator & Reference

88E6096/ @ 88EG6097F
88E6097

Pin Name

Type

Description

174 212

IREF

Analog

Current reference. A 2kQ2 1% resistor is placed
between the IREF and VSS. This resistor is used
to set an internal bias reference current.

67 77

CONTROL_12

Analog

Voltage control to external 1.2V regulator. This sig-
nal controls an external PNP transistor to generate
the 1.2V power supply (from the 2.5V power rail)
for the VDD_CORE pins.

This pin is connected to the base of the PNP tran-
sistor, while the PNP transistor’s collector will be
connected to 1.2V and the emitter is connected to
2.5V

65 75

CONTROL_15

Analog

Voltage control to external 1.5V regulator. This sig-
nal controls an external PNP transistor to generate
the 1.5V power supply (from the 2.5V power rail).

This pin is connected to the base of the PNP tran-
sistor, while the PNP transistor’s collector will be
connected to 1.5V and the emitter is connected to
2.5V

If this pin is not used, it must be left unconnected.

66 76

FEEDBACK_15

Analog

Voltage feedback for 1.5V regulator. This signal
must be connected to the output of the external
PNP transistor that is connected to the
CONTROL_15 pin, if the CONTROL_15 pin is
used.

If the CONTROL_15 pin is not used, this pin must
be left unconnected.
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Signal Description

Pin Description

Table 14:

88E6096/
88E6097

System

88E6097F

Pin Name

Type

Description

70

80

XTAL_IN

Input

25 MHz system reference clock input provided from
the board. The clock source can come from an
external crystal or an external oscillator. This is the
only clock required. Refer to Section 16.7.2 for
XTAL_IN timing requirements.

69

79

XTAL_OUT

Output

System reference clock output provided to the
board. This output can only be used to drive an
external crystal. It cannot be used to drive external
logic. If an external oscillator is used this pin should
be left unconnected.

97

121

INTn

Open
Drain
Output

INTn is an active low, open drain pin that is
asserted to indicate an unmasked interrupt event
occurred. A single external pull-up resistor is
required somewhere on this interrupt net for it to go
high when it is inactive.

The INTn pin will go active low if SW_MODE][1:0]
(Table 17) is not 0b10 (stand alone mode) and if the
EEPROM data has executed a Halt OpCode.

96

120

RESETn

Input

Hardware reset. Active low. The device is config-
ured during reset. When RESETn is low, all config-
uration pins become inputs and the value seen on
these pins is latched on the rising edge of RESETn
or some time after. Refer to Section 16.7.1 for
Reset and Configuration Timing details.
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Table 15: Register Access Interface

88E6096/ 88EG6097F
88E6097

Pin Name

Type

Description

94 118

MDC_PHY
/LRN2ALL

Typically
Output

Management Data Clock, Master. MDC_PHY is the
reference clock output for the serial management
interface (SMI) that connects to an external SMI
slave device, typically external PHYs.

The Master SMI is used to access the registers in
the external PHYs and it is available to the CPU to
use (Global 2, offsets 0x18 and 0x19).

MDC_PHY is a multi-function pin used to configure
the device during a hardware reset. When reset is
asserted, MDC_PHY becomes an input and config-
uration information is latched into the device. If the
SW_24P configuration pin (Table 8) is low at the
rising edge of RESETNn, this pin must be high.
If the SW_24P configuration pin (Table 8) is high at
the rising edge of RESETn the ATU’s LRN2ALL bit
is configures as follows:
Low = Do not send learning update frames to
Distributed Switching Architecture (DSA)
Tag ports
High = Send learning update frames to DSA Tag
ports

MDC_PHY is internally pulled high via a resistor so
it can be left floating when unused.

NOTE: On previous pin compatible devices, this pin
functioned as a PPU_EN configuration pin.
While this pin still performs this function, it
is now recommended that the PPU always
remain enabled and then access the PHY
registers using the SMI PHY Command and
Data registers (Global 2, offsets 0x18 and
0x19). The PPUState bits (Global 1, offset
0x00) and the PPUER bit (Global 1, offset
0x04) exist in this device but are marked as
Reserved, or they are modified, as these
bits are not expected to be used as they
were in the previous devices. The PPUEN
and PPUState bits will physically be
changed in future devices to match this
documentation.
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Signal Description

Pin Description

Table 15:

Register Access Interface (Continued)

88E6096/
88E6097

88EG6097F

Pin Name

Type

Description

95

119

MDIO_PHY

I/0

Management Data I/O, Master. MDIO_PHY is used
to transfer management data in and out of the
device synchronously to MDC_PHY. This pin
requires an external pull-up resistor in the range of
4.7 kQ to 10 kQ.

The device uses Device Addresses 0x08, 0x09,
and OxO0A to access the external PHYs for ports 8,
9, and 10 respectively. The CPU can read or write
any register on any device connected to this
MDC_PHY/MDIO_PHY interface - see the SMI
PHY Command and Data registers (Global 2, off-
sets 0x18 and 0x19)

MDIO_PHY is internally pulled high via a resistor so
it can be left floating when unused.

99

123

MDC_CPU

Input

Management Data Clock, Slave. MDC_CPU is the
reference clock input for the serial management
interface (SMI) that connects to an external SMI
master, typically a CPU. A continuous clock stream
is not expected. The maximum frequency sup-
ported is 8.3 MHz.

The CPU’s SMI interface is used to access the reg-
isters in the switch and it is available in all combina-
tions of SW_MODE[1:0] (Table 17).

MDC_CPU is internally pulled high via a resistor so
it can be left floating when unused.

98

122

MDIO_CPU

I/0

Management Data 1/O, Slave. MDIO_CPU is used
to transfer management data in and out of the
device synchronously to MDC_CPU. This pin
requires an external pull-up resistor in the range of
4.7 kQ to 10 kQ.

The device uses one or all of the 32 possible SMI
port addresses (two modes are supported). The
address(es) that are used are selectable using the
P10_TXD[4:0/ADDR[4:0] pins.

MDIO_CPU is internally pulled high via a resistor
so it can be left floating when unused.
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Table 16: Serial EEPROM Interface

88E6096/ 88E6097F @Pin Name Type Description

88E6097

138 171 EE_CS Typically Serial EEPROM chip select. EE_CS is the serial
/EE_4WIRE Output EEPROM chip select referenced to EE_CLK. Itis

used to enable the external EEPROM (if present),
and to delineate each data transfer.

EE_CS is a multi-function pin used to configure
the device during a hardware reset. When reset is
asserted, EE_CS becomes an input and the
desired EEPROM type configuration is latched at
the rising edge of RESETn as follows:
Low = Supports 2-Wire EEPROMSs (For 1K bit
24C01A, 2K bit 24C02, & 4K bit 24C04
High = Supports 4-Wire EEPROMs (For 2K bit
93C56 & 4K bit 93C66

The external EEPROM must be configured in the
x16 organization using 8-bit addresses.

EE_CS is internally pulled high via a resistor so
the pin can be left floating when unused or to
select support for 4-Wire EEPROMSs. Use a 4.7kQ)
resistor to VSS for a configuration low to support
2-Wire EEPROMs.

6 Warning

When 2-Wire EEPROM mode is selected, a 2-Wire EEPROM device must be connected to the device or
the device will not reset properly.
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Signal Description
Pin Description

Table 16: Serial EEPROM Interface (Continued)

88E6096/ 88E6097F @ Pin Name Type Description
88E6097
137 170 EE_CLK Typically Serial EEPROM clock. EE_CLK is the serial

/FD_FLOW_DIS = Output

EEPROM clock reference output by the device. It
is used to shift the external serial EEPROM (if
installed) to the next data bit so the default values
of the internal registers can be overridden.

EE_CLK is a multi-function pin used to configure
the device during a hardware reset. When reset is
asserted, EE_CLK becomes an input and it
becomes the full-duplex Flow Control disable as
follows:
Low = Enable advertisement of full-duplex flow
control on all PHYs
High = Disable full-duplex flow control on all full-
duplex ports

Full-duplex flow control requires support from the
end station. It is supported on any full-duplex port
that has Auto-Negotiation enabled, advertises that
it supports Pause (i.e., FD_FLOW_DIS = Low at
reset), and sees that the end station also supports
Pause (from data returned during Auto-Negotia-
tion).

EE_CLK is internally pulled high via a resistor so
the pin can be left unconnected for a configuration
high. Use a 4.7 kQ resistor to VSS for a configura-
tion low.
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Table 16: Serial EEPROM Interface (Continued)

88E6096/
88E6097

88E6097F

Pin Name

Type

Description

136

169

EE_DIN

Typically

/HD_FLOW DIS | Input

Output
During
EEPROM
Loading

Serial EEPROM data into the EEPROM device.
EE_DIN is serial EEPROM data referenced to
EE_CLK used to transmit the EEPROM command
and address to the external serial EEPROM (if
present).

After the serial EEPROM data is loaded EE_DIN
becomes half-duplex Flow Control disable as fol-
lows:
Low = Enable “forced collision” flow control on
all half-duplex ports
High = Disable flow control on all half-duplex
ports

Half-duplex flow control is active on all half-duplex
ports whenever this pin is low. HD_FLOW_DIS is
latched after reset.

EE_DIN is internally pulled high via a resistor so it
can be left floating to disable half-duplex flow con-
trol or when the pin is unused. Use a 4.7 kQ resis-
tor to VSS for a configuration low.

133

166

EE_DOUT

Input

Serial EEPROM data out from the EEPROM
device. EE_DOUT is serial EEPROM data refer-
enced to EE_CLK used to receive the EEPROM
configuration data from the external serial
EEPROM (if present).

EE_DOUT is internally pulled high via a resistor so
it can be left floating when the pin is unused.
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Signal Description
Pin Description

Table 17:  Switch Configuration Interface
88E6096/ 88E6097F @ Pin Name Type Description
88E6097
131 156 SW_MODE[1] Input Switch Mode. These pins are used to configure the
132 157 SW_MODE[0] device after reset. Switch Mode pins work as fol-

lows:

1 0 Description

0 0 CPU attached mode — ports come up dis-
abled'

0 1 Reserved

1 0 Test mode — ports come up enabled —

ignore EEPROM
1 1 EEPROM attached mode - EEPROM
defined port states?

The EEPROM attached mode (when both
SW_MODE pins = high) can be used with a CPU
and the CPU attached mode can be used with an
EEPROM. In these modes, the INTn pin will go
active low after the EEPROM is done initializing the
internal registers.

SW_MODE([1:0] are not latched on the rising edge
of RESETn and they must remain static for proper
device operation. They are internally pulled high via
resistors so the pins can be left unconnected to
enable the EEPROM attached mode.

1. The ports come up disabled in the CPU mode so the CPU can perform bridge loop detection on link up.
2. In EEPROM attached mode, the ports come up enabled unless the Port Control register is overwritten by the EEPROM data (see
Section 14 for EEPROM programming format details).
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M ARVELL®

Table 18: Power & Ground

88E6096/ 88E6097F PIN NAME Type Description

88E6097

91 115 VDDO_PHY Power Power to the MDC_PHY and MDIO_PHY outputs (pin
numbers: 91-95 in the 88E6096/88E6097 devices;
115-119 in the 88E6097F device). VDDO_PHY can
be connected to 3.3V to support 3.3V
1/0 or 2.5V for 2.5V /0.

72 86 VDDO_P9 Power Power to Port 9's GMII/MII outputs (pin numbers: 71—

80 95 90 in the 88E6096/88E6097 devices; 81-114 in the

104 88E6097F device). VDDO_P9 can be connected to

106 3.3V to support 3.3V I/O or 2.5V for 2.5V 1/0.

105 129 VDDO_P10 Power Power to Port 10’s GMII/MII outputs (pin numbers:
113 137 96—128 in the 88E6096/88E6097 devices; 120—153 in
121 145 the 88E6097F device). VDDO_P10 can be connected

146 to 3.3V to support 3.3V I/O or 2.5V for 2.5V /0.

135 168 VDDO_ Power Power to the serial EEPROM outputs (pin numbers:

EEPROM 129-139 in the 88E6096/88E6097 devices; 154-172 in

the 88E6097F device). VDDO_EEPROM can be con-
nected to 3.3V to support 3.3V /O or 2.5V for 2.5V |/
0.

145 178 VDDO_LED Power Power to LED outputs (pin numbers: 140-173 in the

154 187 88E6096/88E6097 devices; 173-206 in the 88E6097F

162 195 device) VDDO_LED can be connected to 3.3V to sup-

170 203 port 3.3V 1/O or 2.5V for 2.5V 1/0.

54 VDDO_SLED Power Power to serial LED outputs (pin numbers: 51-54 in
the 88E6097Fdevice). VDDO_SLED can be con-
nected to 3.3V to support 3.3V I/O or 2.5V for 2.5V |/
O.

68 78 VDD_PLL Power 2.5V Power to the internal PLL blocks inside the
device.

48 58 P8_VDDAH Power 2.5V Power to analog core used to power the SER-

54 64 P9 _VDDAH DES interface for Port 8, Port 9 and Port 10.

60 70 P10_VDDAH If the port's SERDES is not used, Px_VDDAH can be
tied to VSS to save power.
If Port 9 or Port 10 is configured as a digital interface,
P9_VDDAH and/or P10_VDDAH must be connected
to 2.5V, respectively.
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Signal Description
Pin Description

Table 18: Power & Ground (Continued)
88E6096/ | 88E6097F PIN NAME Type Description
88E6097
49 59 P8 VTT Power 1.2V or 1.5V Power to analog core used to power
55 65 P9 VTT each SERDES transmitter. Refer to Table 187 or
61 71 P10_VTT Table 188 - “Transmitter DC Characteristics” for SER-
DES output drive levels and how they are affected by
Px_VTT.
Use 1.2V power for chip-to-chip connections.
Use 1.5V power for 1000BASE-X or backplane appli-
cations.
For lowest power, P8_VTT, P9_VTT and/or P10_VTT
may be left floating, respectively.
11 1 VDDAH Power 2.5V Power to the analog core used to power each
22 12 10/100 PHY interface.
33 23
44 34
176 46
211
216
3 4 VDDAL Power 1.2V Power to analog core used to power each 10/
8 9 100 PHY interface.
14 15
19 20
25 26
30 31
36 37
41 42
45 45 VDD_CORE Power 1.2V Power to digital core
64 55
71 74
78 81
85 92
100 100
115 105
134 124
139 139
146 167
151 172
158 179
168 184
191
201
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Table 18: Power & Ground (Continued)

88E6096/ 88EG6097F PIN NAME Type Description
88E6097
EPAD EPAD VSS Ground Ground to device. The 88E6096/88E6097 devices are
contained in the 176 TQFP package, while the
88E6097F device is contained in a 216 LQFP pack-
age. Both the 176 TQFP and 216 LQFP packages
have an exposed die pad (E-PAD) at their base. The
EPAD must be soldered to VSS as it is the only VSS
connection on the device.
The location and dimensions of the EPAD can be
found in Figure 104 and Table 215 for the 176 TQFP,
and Figure 105 and Table 216 for the 216 LQFP,
respectively.
129 107 NC No Connect. Do not connect these pins to anything.
130 108
175 154
155
213
214
215
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Signal Description

1.2 88E6096 and 88E6097 Device Pin Assignment List

Table 19: Package Pin List—Alphabetical by Signal Name

Pin Number Pin Name Pin Number Pin Name
140 CONFIG_A 10 P1_RXP
141 CONFIG_B 6 P1_TXN
67 CONTROL_12 7 P1_TXP
65 CONTROL_15 150 P2_LEDO
137 EE_CLK/FD_FLOW_DIS 152 P2_LED1
138 EE_CS/EE_4WIRE 153 P2_LED2
136 EE_DIN/HD_FLOW_DIS 13 P2_RXN
133 EE_DOUT 12 P2_RXP
66 FEEDBACK_15 16 P2_TXN
97 INTh 15 P2_TXP
174 IREF 155 P3_LEDO
99 MDC_CPU 156 P3_LED1
94 MDC_PHY/LRN2ALL 157 P3_LED2
98 MDIO_CPU 20 P3_RXN
95 MDIO_PHY 21 P3_RXP
129 NC 17 P3_TXN
130 NC 18 P3_TXP
175 NC 159 P4_LEDO
142 PO_LEDO 160 P4_LED1
143 PO_LED1 161 P4_LED2
144 PO_LED2 24 P4_RXN
2 PO_RXN 23 P4_RXP
1 PO_RXP 27 P4 _TXN
5 PO_TXN 26 P4_TXP
4 PO_TXP 163 P5_LEDO
147 P1_LEDO 164 P5_LED1
148 P1_LED1 165 P5_LED2
149 P1_LED2 31 P5_RXN
9 P1_RXN 32 P5_RXP
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Pin Number Pin Name Pin Number Pin Name

28 P5_TXN 87 P9_RXDI[3]

29 P5_TXP 82 P9_RXDV

166 P6_LEDO 88 P9_RXER

167 P6_LED1 52 P9_RXN

169 P6_LED2 53 P9_RXP

35 P6_RXN 79 P9_TXCLK

34 P6_RXP 76 P9 _TXD[0]/P9_MODE[0]
38 P6_TXN 75 P9_TXD[1)/P9_MODE[1]
37 P6_TXP 74 P9_TXD[2)/P9_MODE[2]
171 P7_LEDO 73 P9_TXD[3])/SW_24P
172 P7_LED1 77 P9_TXEN/P9_HALFDPX
173 P7_LED2 56 P9_TXN

42 P7_RXN 57 P9 _TXP

43 P7_RXP 54 P9_VDDAH

39 P7_TXN 55 PO_VTT

40 P7_TXP 128 P10_COL/P10_SDET

92 P8_LED/P8_MODE 127 P10_CRS/P10_LED

46 P8_RXN 111 P10_GTXCLK/MGMII/P10_TXC
47 P8_RXP 114 P10_RXCLK/P10_RXC
93 P8_SDET 17 P10_RXD[0}/P10_RD[0]
50 P8_TXN 118 P10_RXD[1J/P10_RD[1]
51 P8_TXP 119 P10_RXD[2]/P10_RD[2]
48 P8 VDDAH 120 P10_RXD[3]/P10_RD[3]
49 P8 _VTT 122 P10_RXD[4]

90 P9_COL/P9_SDET 123 P10_RXD[5]

89 P9 CRS/P9_LED 124 P10_RXD[6]

81 P9_RXCLK 125 P10_RXD[7]

83 P9_RXDI0] 116 P10_RXDV/P10_RX_CTL
84 P9_RXD[1] 126 P10_RXER

86 P9 RXD[2] 58 P10_RXN
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Signal Description

Pin Number Pin Name Pin Number Pin Name
59 P10_RXP 151 VDD_CORE
112 P10_TXCLK 158 VDD_CORE
109 P10_TXD[0}/P10_MODE[0)/ 168 VDD_CORE
P10_TDI[0]
68 VDD_PLL
108 P10_TXD[1]}/P10_MODE[1)/
P10_TD[1] 1 VDDAH
107 P10_TXD[2]/P10_MODE[2)/ 22 VDDAH
P10_TD[2]
33 VDDAH
106 P10_TXD[3)/ADDR[0]/P10_TDI[3]
44 VDDAH
104 P10_TXD[4)/ADDR[1]
176 VDDAH
103 P10_TXD[5]/ADDR[2]
3 VDDAL
102 P10_TXD[6]/ADDR[3]
8 VDDAL
101 P10_TXD[7]/ADDR[4]
14 VDDAL
110 P10_TXEN/P10_HALFDPX/
P10_TX_CTL 19 VDDAL
62 P10_TXN 25 VDDAL
63 P10_TXP 30 VDDAL
60 P10_VDDAH 36 VDDAL
61 P10_VTT 41 VDDAL
96 RESETn 135 VDDO_EEPROM
132 SW_MODEI0] 145 VDDO_LED
131 SW_MODE[1] 154 VDDO_LED
45 VDD_CORE 162 VDDO_LED
64 VDD_CORE 170 VDDO_LED
71 VDD_CORE 72 VDDO_P9
78 VDD_CORE 80 VDDO_P9
85 VDD_CORE 105 VDDO_P10
100 VDD_CORE 113 VDDO_P10
115 VDD_CORE 121 VDDO_P10
134 VDD_CORE 91 VDDO_PHY
139 VDD_CORE EPAD VSS
146 VDD_CORE 70 XTAL_IN
69 XTAL_OUT
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Link Street® 88E6096/88E6097/88E6097F
8 FE + 3 GE Stackable Ethernet Switch with QoS and 802.1Q

1.3 88E6097F Device Pin Assignment List

Table 20: Package Pin List—Alphabetical by Signal Name

Pin Number | Pin Name Pin Number | Pin Name
173 CONFIG_A 175 PO_LEDO
174 CONFIG_B 176 PO_LED1

77 CONTROL_12 177 PO_LED2

75 CONTROL_15 3 PO_RXN
170 EE_CLK/FD_FLOW_DIS 2 PO_RXP

171 EE_CS/EE_4WIRE 207 PO_SDET
169 EE_DIN/HD_FLOW_DIS 6 PO_TXN

166 EE_DOUT 5 PO_TXP

76 FEEDBACK_15 164 P1_CONFIG
121 INTh 180 P1_LEDO
212 IREE 181 P1_LED1
53 LEDCLK 182 P1_LED2
51 LEDENA 10 P1_RXN
52 LEDSER 11 P1_RXP
123 MDC_CPU 208 P1_SDET
118 MDC_PHY/LRN2ALL 7 P1_TXN

122 MDIO_CPU 8 P1_TXP
119 MDIO_PHY 163 P2_CONFIG
107 NC 183 P2_LEDO
108 NC 185 P2_LED1
154 NC 186 P2_LED2
155 NC 14 P2_RXN
213 NC 13 P2_RXP
214 NC 209 P2_SDET
215 NC 17 P2_TXN

165 PO_CONFIG 16 P2_TXP
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Pin Number | Pin Name Pin Number | Pin Name

162 P3_CONFIG 199 P6_LEDO

188 P3_LEDO 200 P6_LED1

189 P3_LED1 202 P6_LED2

190 P3_LED2 36 P6_RXN

21 P3_RXN 35 P6_RXP

22 P3_RXP 49 P6_SDET

210 P3_SDET 39 P6_TXN

18 P3_TXN 38 P6_TXP

19 P3_TXP 158 P7_CONFIG

161 P4_CONFIG 204 P7_LEDO

192 P4 _LEDO 205 P7_LED1

193 P4_LED1 206 P7_LED2

194 P4_LED2 43 P7_RXN

25 P4_RXN 44 P7_RXP

24 P4_RXP 50 P7_SDET

47 P4_SDET 40 P7_TXN

28 P4_TXN 41 P7_TXP

27 P4_TXP 116 P8_LED/P8_MODE
160 P5_CONFIG 56 P8 _RXN

196 P5_LEDO 57 P8 _RXP

197 P5_LED1 117 P8_SDET

198 P5_LED2 60 P8_TXN

32 P5_RXN 61 P8_TXP

33 P5_RXP 58 P8_VDDAH

48 P5_SDET 59 P8 _VTT

29 P5 TXN 110 P9 _COL/P9_SDET
30 P5_TXP 109 P9 CRS/P9_LED
159 P6_CONFIG 93 P9_GTXCLK
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Pin Number | Pin Name Pin Number | Pin Name
96 P9_RXCLK 152 P10_CRS/P10_LED
98 P9_RXD[0] 135 P10_GTXCLK/MGMII/P10_TXC
99 P9 _RXD[1] 138 P10_RXCLK/P10_RXC
101 P9_RXDI[2] 141 P10_RXD[0]/P10_RDI[0]
102 P9_RXDI[3] 142 P10_RXD[1]/P10_RD[1]
111 P9_RXD[4] 143 P10_RXD[2]/P10_RDI[2]
112 P9_RXD[5] 144 P10_RXD[3]/P10_RDI[3]
113 P9_RXDI[6] 147 P10_RXD[4]
114 P9_RXDI[7] 148 P10_RXD[5]
97 P9 _RXDV 149 P10_RXDI[6]
103 P9_RXER 150 P10_RXD[7]
62 P9_RXN 140 P10_RXDV/P10_RX_CTL
63 P9_RXP 151 P10_RXER
94 P9 _TXCLK 68 P10_RXN
90 P9_TXD[0]/P9_MODE]0] 69 P10_RXP
89 P9_TXD[1}/P9_MODE[1] 136 P10_TXCLK
88 P9_TXD[2]/P9_MODE[2] 133 P10_TXD[0]/P10_MODE[0Y/
P10_TDI[0]
87 P9_TXD[3)/SW_24P
132 P10_TXD[1)/P10_MODE[1}/
85 P9_TXDI[4] P10_TD[1]
84 P9_TXDI5] 131 P10_TXD[2/P10_MODE[2)/
P10_TD[2]
83 P9_TXDI6]
130 P10_TXD[3)/ADDR[0]/P10_TD[3]
82 P9_TXD[7]
128 P10_TXD[4//ADDR[1]
91 P9 TXEN/P9_HALFDPX
127 P10_TXD[5//ADDR[2]
66 P9_TXN
126 P10_TXD[6)/ADDR][3]
67 P9_TXP
125 P10_TXD[7)/ADDR[4]
64 P9 VDDAH
134 P10_TXEN/P10_HALFDPX/
65 PO_VTT P10_TX_CTL
153 P10_COL/P10_SDET 72 P10 TXN
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Pin Number | Pin Name Pin Number | Pin Name
73 P10_TXP 216 VDDAH

70 P10_VDDAH 4 VDDAL

71 P10_VTT 9 VDDAL

120 RESETn 15 VDDAL

157 SW_MODEJ0] 20 VDDAL

156 SW_MODE[1] 26 VDDAL

45 VDD_CORE 31 VDDAL

55 VDD_CORE 37 VDDAL

74 VDD_CORE 42 VDDAL

81 VDD_CORE 168 VDDO_EEPROM
92 VDD_CORE 178 VDDO_LED
100 VDD_CORE 187 VDDO_LED
105 VDD_CORE 195 VDDO_LED
124 VDD_CORE 203 VDDO_LED
139 VDD_CORE 86 VDDO_P9
167 VDD_CORE 95 VDDO_P9
172 VDD_CORE 104 VDDO_P9
179 VDD_CORE 106 VDDO_P9
184 VDD_CORE 129 VDDO_P10
191 VDD_CORE 137 VDDO_P10
201 VDD_CORE 145 VDDO_P10
78 VDD_PLL 146 VDDO_P10
1 VDDAH 115 VDDO_PHY
12 VDDAH 54 VDDO_SLED
23 VDDAH EPAD VSS

34 VDDAH 80 XTAL_IN

46 VDDAH 79 XTAL_OUT
21 VDDAH
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Link Street® 88E6096/88E6097/88E6097F
8 FE + 3 GE Stackable Ethernet Switch with QoS and 802.1Q

Section 2. Application Examples

2.1 Examples using the 88E6097 Device

Figure 3: 16 FE + 2 GE Ports

Optional
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Application Examples
Examples using the 88E6097 Device

Figure 4: 24 FE + 2 GE with 88E6097 X 3
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Figure 5: 48 FE + 4 GE wit 88E6097 X 6 + 88E6185
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2.2 Device Physical Interfaces

The devices contain a number of interfaces that support both copper and fiber media. Table 21 lists the interfaces
supported on each port of the 88E6096 and 88E6097 devices. Table 22 lists the interfaces supported on each port

of the 88E6097F device. Refer to the diagrams further in this section for connection details.

Table 21: 88E6096/88E6097 Device Interfaces
Port| 10BASE-T |{1000BASE-T (w/{1000BASE-X| MAC or PHY MAC or PHY RGMII2
100BASE-T'| external PHY) SERDES Mode MIl Only |Mode GMII/MII
0-7 X
8 X X X
9 X X X X
10 X X X X X
1. Ports 8, 9, and 10 require an external PHY for these modes of operation.
2. 1000BASE-X, full-duplex only.
Table 22: 88E6097F Device Interfaces
Port| 10BASE-T |[1000BASE-T (w/|1000BASE-X| 100BASE-FX MAC or PHY RGMII2
100BASE-T'| external PHY) SERDES Mode GMII/MII
0-7 X X
8 X X X
9 X X X X
10 X X X X X

1. Ports 8, 9, and 10 require an external PHY for these modes of operation.

2. 1000BASE-X, full-duplex only.

2.2.1 10/100 PHY Interface

Ports 0 to 7 on the devices support a 10/100 PHY interface. In the 88E6096/88E6097 devices this interface sup-
ports 10BASE-T and 100BASE-TX copper IEEE standards. Ports 0 to 7 on the 88E6097F device support a
100BASE-FX fiber option as well. The MAC inside the switch works the same way regardless of the external inter-
face being used. Each PHY’s Link, Speed, Duplex and Flow Control information is directly communicated to the
MAC it is attached to so the MAC tracks, or follows, the mode the PHY links up in. A detailed description of the
PHY is covered in Section 11, and the PHY registers are covered in Section 15.

2.2.2 SERDES or (G)MIl Interface

Ports 8 to 10 in the devices are SERDES interfaces. The SERDES interfaces can be used for these options

Connection to Marvell® triple speed 10/100/1000 copper PHYs
Connection to 1000BASE-X fiber modules
Cross-chip connection to other Marvell switch devices (another 88E6097 device)

The tenth and eleventh ports (Port 9 and Port 10), on the devices also support optional short-distance, industry-
standard digital interfaces, referred to generically as the port’s (G)MII or digital interface. Many interface modes
and timings are supported so that a large number of external device types can be used. The 88E6096/ 88E6097
devices support an Mll interface on Port 9 and an (G)MII/RGMII interface on Port 10, while the 88E6097F device
supports a (G)MIl interface on Port 9 and a (G)MII/RGMII interface on Port 10. Refer to Section 2.2.3, “Digital
Interface Options,” on page 69 for details.
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2.2.21 Triple Speed PHY SERDES Interface Option

Port 8, 9 and 10’s SERDES can be configured to use a triple speed PHY interface to an external PHY. In this
mode, the SERDES use the SGMII protocol. The in-band Link, Speed and Duplex signals in the SGMII protocol
are ignored. The external PHY’s Link, Speed, Duplex and Flow Control information must be transferred to the
port's MAC so the MAC is in the correct mode. This can be done in software (if the port's PHYDetect bit is zero -
Port offset 0x00) or it is done automatically by the PHY Polling Unit (PPU - Section 2.2.4).

The triple speed PHY interface can support Marvell PHYs with Auto-Media Detect™ for auto switching between
copper and fiber. This can be supported in software or automatically in hardware by the PHY Polling Unit (PPU)
after setting the port's MGMII bit to a one (in the port’s Port Status Register - offset 0x00). If the port's MGMII bit is
not set to a one, the PPU will support copper only and will not support Auto-Media Detect.

Port 8 is set to Triple Speed PHY mode if its Px_LED/Px_MODE pin is low at the rising edge of RESETn and if the
port's PHYDetect bit is a 1 (in the port’s Port Status Register - offset 0x00). PHYDetect will be set to a 1 on Port 8
if the PPU finds a PHY at SMI address 0x08.

Ports 9 and 10 are set to Triple Speed PHY mode if their Px_TXD[2:0]/Px_MODE[2:0] pins are set to 0x6 at the
rising edge of RESETn. The automatic transfer of PHY status to its MAC requires that the port’'s PHYDetect bit be
a 1 (in the port’s Port Status Register - offset 0x00). PHYDetect will be set to a 1 on Port 9 if the PPU finds a PHY
at SMI address 0x09. It will be set to a 1 on Port 10 if the PPU finds a PHY at SMI address 0x0A.

2.2.2.2 |EEE 1000BASE-X SERDES Interface Option
Port 8, 9 and 10’s SERDES can be configured in 1000BASE-X.

Port 8 is set to 1000BASE-X mode if its Px_LED/Px_MODE pin is high at the rising edge of RESETn. Connecting
an LED to VDDO through a resistor to this pin will enable 1000BASE-X on the port. After RESETn the Px_LED/
Px_MODE pin will become the Link/Activity LED for the port (off = no link, on = link, blink = activity).

Ports 9 and 10 are set to 1000BASE-X mode if their Px_TXD[2:0]/Px_MODE[2:0] pins are set to 0x5 at the rising
edge of RESETNn. In this mode, the Px_CRS/Px_LED pin become the Link/Activity LED for the port (off = no link,
on = link, blink = activity) after RESETn.

The port enters 1000BASE-X mode, if configured, even if an external PHY is detected at the port's SMI address.

1000BASE-X mode uses a PCS to auto-negotiate with a link partner to determine if Flow Control should be sup-
ported or not (auto-negotiation can be disabled). Link will be automatically established if the port's Px_SDET is
detected high and the port’s PCS determines Sync is OK (sets the port’s SyncOK to a 1). Link will automatically go
down if either Px_SDET or SyncOK go to zero. Speed is always 1000 Mbps and Duplex is always full-duplex on
1000BASE-X ports. An interrupt can be generated on the ports when link changes state (see Global 2, offset 0x00
and 0x01).

2.2.2.3 Cross-chip Interface Option

Port 8, 9, and 10’'s SERDES can be configured in cross-chip mode. This mode is used to connect two or more
Marvell® switch devices together to create a larger switch. 1000BASE-X protocol is used on the line and the port’s
Speed is locked to 1000 Mbps and its Duplex is fixed at full-duplex.

Port 8 is set to cross-chip mode if its Px_LED/Px_MODE pin is low at the rising edge of RESETn and if the port’s
PHYDetect bit is a 0 (in the port’s Port Status Register - offset 0x00). PHYDetect will be set to a 0 on port 8 if the
PPU cannot find a PHY at SMI address 0x08.

Port 9 and Port 10 are set to cross-chip mode if their Px_TXD[2:0]/Px_MODE[2:0] pins are set to Ox4 at the rising
edge of reset.
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| §|| Note

Ports that are configured in cross-chip mode are initialized with their Link down (unless the SW_24P
configuration option is being used - Section 2.2.5). This gives software time to initialize the switch’s
configuration before software allows packets to flow by forcing the port’s link up (using the port’s
ForcedLink bit in the port's PCS Control register - offset 0x01).

2.2.2.4 Port Status Registers

Each switch port of the devices has a status register that reports information about that port's MAC, SERDES or
(G)MIl interface. These registers can be used to check the current port configuration. See Table 71, Port Status
Register, for more information.
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2.2.3 Digital Interface Options

The (G)MII digital interface supports many different modes defined in the following sections. The mode to use is
configured once at reset by external pull-up resistors connected to the P9_MODE[2:0] and P10_MODE[2:0] pins.
If Port 9 or Port 10 is not connected to any device, the port should be disabled. If Port 9 or Port 10’s (G)MII digital
pins are unused but the port's SERDES interface is used, the P9_MODE[2:0] or P10_MODE[2:0] pins must be set
accordingly. See Table 8 and Table 10 for more information.

For the 88E6096/88E6097 devices, Port 9 supports MIl MAC and MIl PHY Mode.

For the 88E6096/88E6097 and 88E6097F devices, Port 10 supports Ml MAC mode, MIl PHY mode, and (G)MII/
RGMII mode options.

For the 88E6097F device, Port 9 supports MIl MAC mode, MIl PHY mode and (G)MIl mode options.

| §|| Note

(G)MIl PHY mode and (G)MIl MAC mode are discussed in the following sections. Electrically, there is no differ-
ence since the GMII Interface uses source synchronous clocks. Each concept is discussed separately since the
port supports being connected to an external PHY (GMII MAC mode - where the port looks like a MAC supporting
10/100/1000 Mbps) or to an external MAC (GMIlI PHY mode where the port looks like a PHY supporting 1000
Mbps only).

ﬁ Warning

A port's SERDES must be powered up to generate the GTX_CLK output for MIl PHY modes of operation.
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2.2.3.1 MIl MAC Mode

The MII MAC Mode, sometimes called ‘Forward MII’, configures Port 9 or Port 10’s MAC inside the devices to act
as a MAC so it can be directly connected to an external Mll-based PHY. In this mode, the devices receive the
interface clocks (Px_TXCLK and Px_RXCLK) from the PHY and will work at any frequency from DC to 50 MHz (50
MHz supports 200 Mbps in each direction). The two clocks can be asynchronous with each other. Both full- and
half-duplex modes are supported and need to be selected to match the mode of the link partner’'s MAC. The Mil
MAC mode is compliant with IEEE 802.3 clause 22. (Note: The Ml requires only four data bits in each direction so
only the lower four data bits are used). P9_MODE or P10_MODE should be set correctly at reset (see Table 8 and
Table 10) to select this configuration and the PHY’s SMI address must be set to 0x09 for Port 9 or 0x0A for Port 10

for auto-negotiation to operate correctly.

Figure 8: MII MAC Interface Pins

88E6096/
88E6097/
88E6097F
RXCLK |« RX_CLK
RXD[3:0] |t RXD[3:0]
RXDV | RX_DV
RXER |« RX_ER
CRS |«a CRS
COL |8 coL
Port 9 PHY
or10 .
Acting D_ewce
with MII
as a MAC
Interface
TXCLK |t TX_CLK
TXD[3:0] | TXD[3:0]
TXEN = TX_EN
r’ TX_ER
Doc. No. MV-S103922-00 Rev. B CONFIDENTIAL Copyright © 2007 Marvell

Page 70 Document Classification: Proprietary Information

July 2, 2007, Advance

gdoov9li56zstOyhfd9rcggkm7Ik57st5fomm-hc2sskox * S.A.S. Electronic Co. * UNDER NDA# 12132895



MARVELL CONFIDENTIAL - UNAUTHORIZED DISTRIBUTION OR USE STRICTLY PROHIBITED

Application Examples
Device Physical Interfaces

2.2.3.2 MIll PHY Mode

The MIl PHY Mode, sometimes called ‘Reverse MII’, configures Port 9 or Port 10’s MAC inside the devices to act
as a PHY so that it can be directly connected to an external MAC. In this mode, the devices drive the interface
clocks (RXCLK and TXCLK for both MACs) from its GTXCLK pin so the appropriate GTXCLK frequency must be
selected. For the 88E6096/88E6097 devices, the GTX_CLK pin is only available on Port 10. The GTX_CLK pin is
available on both Port 9 and Port 10 of the 88E6097F device. GTX_CLK is used as a generic asynchronous clock
source, but it is recommended that there are not more than four loads on GTX_CLK. For connection to more than
four loads (that is, connection for use with Port 9), buffer Port 10s GTX_CLK, or use a generic oscillator. Only full-
duplex modes are supported (since CRS and COL are not driven by the devices outputs) and must match the
mode of the link partner’s MAC. The MIl PHY mode is compliant with IEEE 802.3 clause 22 in full-duplex mode
(Note: The MII requires only four data bits in each direction so only the lower four data bits on the devices are
used). At reset, P9_MODE and P10_MODE should be set for the appropriate speed —see Table 8 and Table 10.
In this mode, there is no external PHY for Port 9 or Port 10, and so Port 9 or Port 10 is skipped by the PPU. In
Reverse MII mode initially, the link status is down requiring the system software to force the port’s link up to enable
the port.

Figure 9: MIl PHY Interface Pins

88E6096/
88E6097/
88E6097F
RXCLK |-t | TX_CLK
RXD[3:0] | TXD[3:0]
RXDV |« TX_EN
RXER |« TX_ER
ggf CPU
Port 9 or Device
Port 10 with
Acting MIl MAC
as a PHY
TXCLK |=at | RX_CLK
TXDI[3:0] P RXD[3:0]
TXEN p( RX_DV
| CRS
GTXCLK 25,\;’;5‘5 »| coL
p| RX_ER
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2.2.3.3 GMIlI MAC Mode

The GMII MAC Mode, sometimes called ‘Forward GMII’, configures Port 10’s MAC (also Port 9's MAC for the
88E6097F device) inside the devices to act as a gigabit MAC (GMAC) so that it can be directly connected to an
external GMIl-based Gigabit PHY. In this mode, the devices receive the interface clocks (TXCLK and RXCLK)
from the PHY but generates GTXCLK for the PHY. 10 Mbps, 100 Mbps or 1000 Mbps is supported in this configu-
ration. Full- and half-duplex modes are supported at 10 Mbps or 100 Mbps. Full-duplex is supported at 1000
Mbps. The speed and mode in the external PHY’s auto-negotiation must be restricted from advertising the
1000BASE, half-duplex case as the GMAC inside the devices do not support that mode. This is done automati-
cally by the PHY Polling Unit (PPU) inside the devices. GMII MAC mode is compliant with IEEE 802.3 clause 28.
P9_MODE and P10_MODE should be set to GMII mode at reset (see Table 8 and Table 10) for this configuration
and the PHY’s SMI address must be set to 0x09 for Port 9 or Ox0OA for Port 10 for auto-negotiation to operate cor-
rectly.

A triple speed interface is supported in GMII MAC mode (i.e., 10, 100 and 1000). When the PHY completes auto-
negotiation and brings the link up the auto-negotiated speed, duplex and flow control information must be moved
from the PHY to the MAC so the MAC matches the PHY’s settings. This is done automatically by the PPU if the
port’'s PHYDetect bit is set to a one (Port offset 0x00). The interface pins will track the speed that the MAC is set
to.

Figure 10: GMII MAC Interface Pins

88E6096/
88E6097/
88E6097F
RXCLK |« RX_CLK
RXD[7:0] |« RXDI[7:0]
RXDV |« RX_DV
RXER |« RX_ER
CRS | CRS
COL |- coL
Port 10 PHY
acting Device
as a with GMII
GMAC Interface
TXCLK |« TX_CLK
GTXCLK | GTX_CLK
TXD[7:0] p| TXD[7:0]
TXEN p-| TX_EN
_,_—> TX_ER
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2.2.3.4 GMIl PHY Mode

The GMII PHY Mode, sometimes called ‘Reverse GMII’, configures Port 10’s MAC (also Port 9's MAC for the
88E6097F device) inside the devices to act as a gigabit PHY so that it can be directly connected to an external
GMAC. In this mode, the devices drive the transmit interface clock (GTXCLK) and accept the receive interface
clock (RXCLK). Only gigabit full-duplex mode is supported and must match the mode of the link partner's GMAC.
GMII PHY mode is compliant with IEEE 802.3 clause 28 in gigabit full-duplex. P9_MODE and P10_MODE should
be set to GMII mode at reset (see Table 8 and Table 10). In this mode, there is no external PHY for Port 9 or Port
10, so Port 9 or Port 10 are skipped by the PHY Polling Unit (PPU). Initially, the link status is configured down
requiring the system software to force the port’s link up to enable the port (in the PCS Control Register).

This configuration is identical to the GMII MAC Mode described above except that a CPU is connected instead of
a PHY. The lack of an external PHY device restricts the interface to a gigabit speed only with the link initially being
down. This allows the CPU time to initialize itself before it enables the switch port connected to it by forcing link up
in the switch port’'s MAC (in the port’s PCS Control Register - offset 0x01).

Figure 11: GMII PHY Interface Pins

88E6096/
88E6097/
88EG6097F
RXCLK |t GTX_CLK
RXD[7:0] |t TXD[7:0]
RXDV |« TX_EN
RXER |«¢ TX_ER
CRS CPU
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Port 10 Device
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a PHY GMII MAC
GTXCLK | RX_CLK
TXD[7:0] | RXD[7:0]
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2.2.3.5 RGMIl Mode

The RGMII Mode configures Port 10’s MAC to act as a Reduced Gigabit Media Independent Interface (RGMII) so
that it can be directly connected to an external RGMII-based Gigabit MAC inside a CPU. When the RGMII mode is
selected, transmit control (P10_TX_CTL) is presented on both clock edges of P10_TXC. Receive control

(P10_RX_CTL) is presented on both clock edges of P10_RXC.

The lack of an external PHY device restricts the interface to a gigabit speed only with the link initially being down.
This allows the CPU time to initialize itself before it enables the switch port connected to it by forcing link up in the
switch port's MAC (in the port's PCS Control register - offset 0x01).

Figure 12: RGMII Interface Pins
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2.2.4 PHY Polling Unit (PPU)

The devices contain a PHY Polling Unit (PPU) to transfer Link, Speed, Duplex and Pause information from an
external PHY to its associated MAC (the internal PHY's use a direct approach such that this information is trans-
ferred even if the Port's PHYDetect bit is zero - Port offset 0x00). The PPU can perform this job only if the SMI
address of the external PHY matches the physical port number it is connected to in the switch (i.e., the PHY con-
nected to Port 8 uses SMI address 0x08, the PHY connected to Port 9 uses SMI address 0x09, and the PHY con-
nected to Port 10 uses SMI address 0x0A, etc.).

If the PPU is disabled on a port (i.e., the port's PHYDetect bit is zero), software must perform the job of setting the
switch MAC’s mode to the mode of the PHY (for the external PHYs) by forcing the MAC’s link, speed, duplex and
pause settings (in the port's PCS Control Register - offset 0x01) based upon what it sees in the PHY’s registers.
Link up must be the last mode register set and link down must be the first mode register cleared (i.e., the port’s
speed, duplex and pause modes must only be changed while the port’s link is down).

| §|| Note

Even though the PPU has full access to the external and internal PHY’s registers, software can access all
of the PHY registers at any time by using the SMI Command and Data registers (Global 2, offsets 0x18
and 0x19). On previous pin compatible devices, the PPU could be disabled by a PPUER bit (Global 1,
offset 0x04) and the PPU’s state could be read in the PPUState bits (Global 1, offset 0x00). These bits
exist and function the same in this device, but they are documented differently or as Reserved bits as this
is no longer the recommended way to access the PHY registers (use the SMI Command and Data
registers instead - Global 2, offsets 0x18 and 0x19). The PPUEn and PPUState bits will physically be
changed in future devices to match this documentation.
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2.2.5 24 Port Switch Configuration

The P9_TXDI[3]/SW_24P configuration pin can be used to pre-configure Port 8 and Port 9 for a three-chip 24 port
switch configuration without the need of a CPU or EEPROMSs. This mode is intended for unmanaged designs only
and should not be used if the design is different from Figure 4.

If SW_24P is pulled high at the rising edge of RESETn Ports 8 and 9 are effected in the following way:

They are configured as Distributed Switching Architecture (DSA) Tag ports

They are forced to an cross-chip interface (C_MODE = 0x4 - Table 72)

Link is forced up, Duplex is forced to full-duplex and speed is forced to gigabit

They are restricted from sending frames to each other (i.e., their VLANTable is set to 0x4FF on both ports)

The MDC_PHY/LRN2ALL configuration pin performs LRN2ALL configuration.
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Switch Core Functional Description

Section 3. Switch Core Functional Description

The device has been designed for many different applications. For flexibility, and to facilitate learning how to use
the switch, all switch ports have been designed with identical capabilities as far as the switch core is concerned”.
At the same time, the physical port speed options and connections to the outside world are different depending
upon the port number (see Section 2).

This section focuses on the central switch core functions that are identical for all the ports. While the identical port
capabilities make the device flexible, it may be confusing which features should be used in a given mode and/or
application. To help understand how best to use the features of the device based upon application, the Switch
Core Functional Description is separated into the following parts:

¢  Basic Switch Functions — those functions that are common to all Frame Modes (Section 4).

* Normal Network Frame Mode — for IEEE standard untagged and tagged frames or for ‘customer’ ports on
switches with at least one ‘provider’ port (Section 5).

*  Provider Frame Mode — for IEEE standard ‘provider’ ports (Section 6).

¢ Distributed Switch Architecture (DSA) Frame Mode — for multiple chip switch fabric extensions or for connec-
tions to a switch management CPU and/or Router CPU (Section 7).

Each switch port can be in one of the three basic modes of operation:

* Normal
*  Provider
e DSA

Where two DSA options are supported:

e Classic
e Ether type

The port modes of operation are configured using the port's FrameMode register (Port offset 0x04).

| §|| Notes

« For purpose of discussion, the word "device" refers to the 88E6096 device, the 88E6097 device, and
the 88E6097F device, unless stated otherwise.

+ Device specific features that refer to the 88E6097 device also refer to the 88E60967F device.

1. There is one exception: Remote Management (Section 10) is not supported on all ports for security reasons.
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Section 4. Basic Switch Functions

The following basic switch operations occur on all ports regardless of the port's FrameMode (Port offset 0x04).

4.1 Physical Switch Data Flow

The device accepts Ethernet frames and either discards them or transmits them out of one or more of the switch’s
ports. The decision on what to do with each frame is just one of the many tasks handled inside the switch.

Figure 13 shows the data path inside the switch along with the major functional blocks that process the frame as it
travels through the device. Each of these blocks along with their register-controllable options and policy is
described in the following sections.

This section focuses on the frame processing and policies that take place in the switch core (from MAC receive to
MAC transmit) of a single port.

Figure 13: Switch Data Flow

Output Queues

TX 802.3
FE MAC

Ingress
Policy

Egress
Policy

10/100 PHY |—> Port 0

RX 802.3
Port 0 »| 10/100 PHY |—>| FE MAG

Ports 1 -6 Ports 1 -6

Port 7 »| 10/100 PHY
Queue Output Queues

SRR -2 H
o ] -

Port8 ] seroes |+ Tame® [ i [+ T ] e e e | seeoes | ports
o RREERE
- - H

Output 'Queues

TX 802.3
FE MAC

RX 802.3
FE MAC

Egress
Policy

Ingress
Policy

10/100 PHY |—> Port 7

RX 802.3
GMAC

TX 802.3
GMAC

Ingress
Policy

Output Queues
SERDES or Egress SERDES or
Port9 »| SERDES or Eﬁjﬂ Fgrese |—> Port9

Digital Pins
Output Queue
Port 10 —»{ 3255

»

RX 802.3
GMAC

TX 802.3
GMAC

Egress
Policy

Ingress

Digital Pins Policy Digital Pins

SERDES or |_> Port 10

4.2 Physical Interface

Each port contains a physical interface of some sort to receive and transmit frames to and from the port's MAC.
Some ports support many different physical interface options while others support only one. If a port supports
many interface options only one option can be used at a time. The physical interface options that each port sup-
ports are covered in Section 2.

| §|| Note

Device features are discussed with references to the registers that control the features. The registers in
the switch device are organized into three groups called Port, Global 1 and Global 2 with an additional
group used to access the PHY's called PHY. Each of these groups support up to 32 16-bit registers and
each port has its own set of 32 Port registers. A specific register out of the 32 in a group can be referred
to by the term ‘offset’. For example, the Port Control register is referenced as Port offset 0x04 as it appears
in the Port device address space at register address 0x04. See Section 13 for details on the registers.
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4.3 Media Access Controllers (MAC)

The device contains eight independent 10/100 MACs and three gigabit MACs (triple speed GMACs). These MACs
perform all of the functions in the 802.3 protocol including frame formatting, frame stripping, CRC checking,
CSMA/CD enforcement, and collision handling. All MACs (including the GMACs) support 10/100 Mbps operation
in either full-duplex or half-duplex mode. Each GMAC supports 1 Gbps operation in full-duplex mode only (Ports 8,
9 and 10). For the rest of this section ‘MAC’ generically refers to the 10/100 MACs on Ports 0 to 7 or to the GMACs
on Ports 8 to 10.

The MAC receive block checks incoming packets and discards those with CRC errors, those with alignment
errors, short packets (less than 64 bytes), or long packets (more than 1522 bytes)1. Each MAC constantly moni-
tors it’s receive lines waiting for preamble bytes followed by the Start of Frame Delimiter (SFD). The first six bytes
after the SFD are used as the packet’s Destination Address (DA)2 and the next six bytes after that are used as the
packet’'s Source Address (SA). These two addresses are fundamental to the operation of the switch (see Section
4.4 for more information). The next two to sixty bytes are examined and may be used for QoS (Quality of Service)
or policy decisions made by the switch (see Section 5 for more information). The last four bytes of the packet con-
tain the packet’'s Frame Check Sequence (FCS). The FCS must meet the IEEE 802.3 CRC-32 requirements for
the packet or it will be discarded.

Before a packet can be sent out, the transmit block must check if the line is available for transmission. The trans-
mit line is available all the time when the port is in full-duplex mode, but the line could be busy receiving a packet
if the port is in half-duplex mode. If the line is busy, the transmitter waits by deferring its transmission. When the
line is available the transmitter ensures that a minimum interpacket gap of at least 96 bits occurs prior to transmit-
ting a 56-bit preamble and an 8-bit Start of Frame Delimiter (SFD) ahead the frame. Actual transmission of the
frame begins immediately after the SFD.

For half-duplex mode, the device also monitors the collision signal while it is transmitting. If a collision is detected
(i.e., both transmitter and receiver of a PHY are active at the same time) the MAC transmits a JAM pattern and
then delays the re-transmission for a random time period determined by the IEEE 802.3 backoff algorithm. In full-
duplex mode, the collision signal and backoff algorithm are ignored.

4.3.1 Backoff

In half-duplex mode, the device’s MACs implement the truncated binary exponential backoff algorithm defined in
the IEEE 802.3 standard. This algorithm starts with a randomly-selected small backoff time and follows by gener-
ating progressively longer random backoff times. The random times prevent two or more MACs from always
attempting re-transmission at the same time. The progressively longer backoff times give a wider random range at
the expense of a longer delay, giving congested links a better chance of finding a winning transmitter. Each MAC
in the device resets the progressively longer backoff time after 16 consecutive retransmit trials when the Discar-
dExcessive bit is cleared to a zero (Global 1 offset 0x04). Each MAC then restarts the backoff algorithm with the
shortest random backoff time and continues to retry and retransmit the frame. A packet that successively collides
is re-transmitted until transmission is successful. This algorithm prevents packet loss in highly-congested environ-
ments. The MACs in the switch are configured to meet the IEEE 802.3 specification and discard a frame after 16
consecutive collisions instead of restarting the backoff algorithm when the DiscardExcessive bit is set to a one
(Global 1 offset 0x04).

1. A maximum frame size of 1632 bytes is supported by setting the MaxFrameSize bit in the Global Control register (Global 1, offset
0x04).

2. The first six bytes of a frame are processed as the frame’s DA unless the Marvell® Header mode is enabled on the port (Port offset
0x04). If the Marvell Header mode is enabled the first two bytes are processed as the Marvell Header and the next six bytes are pro-
cessed as the frame’s DA.
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4.3.2 Half-duplex Flow Control

Half-duplex flow control is used to throttle the throughput rate of an end station to avoid dropping packets during
network congestion. It is enabled on all half-duplex ports via the EE_DIN/HD_FLOW_DIS pin (see Table 16). Flow
control can be enabled or disabled on any particular port by forcing the port's Flow Control mode (FCValue and
ForcedFC in the PCS Control Register, Port offset 0x01). The device uses a mixed carrier assertion and collision
based scheme to perform half-duplex flow control. When the free buffer space is almost empty, the MAC issues
carrier and/or collision which prevents further incoming packets. Only the ports that are involved in the congestion
are flow controlled. If the half-duplex flow control mode is not set and there is no packet buffer space available, the
incoming packet is discarded.

Half-duplex flow control is not an IEEE defined feature. The IEEE defined full-duplex flow control is described in
the next section.

4.3.3 Full-duplex Flow Control

IEEE 802.3 flow control mechanism requires two link partners to auto-negotiate and advertise their flow control
capabilities. If both link partners are flow control capable, then flow control will be enabled in both link partners
MACs. The PHYs are used to advertise the capability but the flow control itself is a function of the MAC. The IEEE
flow control also requires full-duplex operation.

The purpose of full-duplex flow control is the same as in half-duplex — avoid dropping packets during congestion.
If the full-duplex flow control mode is not set and if there is no packet buffer space available, the incoming packet
is discarded.

Full-duplex flow control is enabled on all full-duplex ports via the EE_CLK/FD_FLOW_DIS pin (see Table 16), if
Auto-Negotiation is enabled on the port, and if the link partner ‘advertises’ that it supports Pause during Auto-
Negotiation. Basically, full-duplex flow control is automatically enabled on a port if:

* The port’s PHY is advertising it supports flow control.
and

*  The port's PHY sees that its link partner is also advertising it supports flow control too (once link is estab-
lished).

The EE_CLK/FD_FLOW_DIS pin (at the rising edge of RESETn) determines the initial flow control advertisement
bit setting in the PHYs of this device. The inverted value of this pin is moved to external PHYs by the PPU (Section
2). Internal PHYs will have their flow control advertisement bit initialized (to the inverted value of this pin) even if
the PPU is disabled.

When flow control is enabled using the EE_CLK/FD_FLOW_DIS or EE_DIN/HD_FLOW_DIS device pins, it is
enabled for all ports of the same type (i.e., on all half-duplex ports or on all full-duplex ports that have a flow-con-
trollable link partner). It may be required to have flow control enabled on only one or two ports and disable flow
control on all other ports. In this case, flow control should be disabled via FD_FLOW_DIS and HD_FLOW_DIS
device pins, which will disable flow control on all the ports. The ports chosen to have flow control enabled can then
be configured to advertise flow control. This can be done by writing to the internal or external PHY's flow control
advertisement bit (by using the SMI PHY Command and Data registers — Global 2 offsets 0x18 and 0x19). The
PPU must be enabled on the port (the port's PHYDetect bit equal to one - Port offset 0x00) to allow the MAC to
determine the flow control results of auto-negotiation with the link partner.

In full-duplex mode, the device’s MACs support flow control as defined in the IEEE 802.3 standard. This flow con-
trol mechanism enables stopping and restarting packet transmission at the remote node. The basic mechanism
for performing full-duplex flow control is via a Pause frame. The format of the Pause frame is shown in Table 23.
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Table 23: Format of Pause

Destination Source Type Op Code Pause Padding FCS
Address Address (2Bytes) (2 Bytes) Time (42 Bytes) | (4 Bytes)
(6 Bytes) (6 Bytes) (2 Bytes)

01-80-C2-00-00-01 See text 88-08 00-01 See text All zeros Computed

Full-duplex flow control works as follows. When a port’s free buffer space is almost empty the device sends out a
Pause frame with the maximum pause time to stop the remote node from sending more frames into the switch.
Only the ports that are involved in the congestion are Paused. When congestion on the port is relieved, the device
sends out a Pause frame with pause time equal to zero, indicating that the remote node may resume transmis-
sion.

The device also responds to the Pause command in the MAC receiving block. When the Pause frame is detected,
the port responds within one slot time to stop transmission of new data for the amount of time defined in the pause
time field of the received Pause frame.

The Source Address of a received Pause frame is not learned’ since it may not represent the Source Address of
the transmitting port. This is generally the case if the link partner is an unmanaged switch. The Source Address of
transmitted Pause frames can be configured (see switch MAC address register, Global 2 offset 0x0D). A single
fixed Source Address can be used for all ports, or a unique Source Address per port can be selected by the
changing the value of the DiffAddr bit in the switch MAC Address register.

The MACs discard all IEEE 802.3 Pause frames received. This is always the case, even if full-duplex flow control
is disabled or if the port is in half-duplex mode.

4.3.4 Forcing Flow Control in the MAC

Section 4.3.3 describes the IEEE defined flow control mechanism, which requires auto-negotiation with a link part-
ner. Some ports may not have a PHY attached, or there may be a PHY attached without auto-negotiation. In this

case, flow control can be enabled or disabled by forcing the port’s Flow Control mode (FCValue and ForcedFC in
bit in the port’'s PCS Control Register, Port offset 0x01). Forcing flow control in this way will instruct the port's MAC
to transmit Pause frames when needed and act on received Pause frames. It does not change the advertisement
bits in the port's PHYZ.

If the port has a PHY connected (either internal or external) with auto-negotiation enabled, it is best to not force
flow control (by using FCValue and ForcedFC) if the port is in full-duplex mode. Instead set the PHY’s auto-nego-
tiation flow control advertisement bit to allow flow control to occur automatically if the port’s link partner agrees.

4.3.5 Jamming Control - Egress Limit

Perfect flow control, i.e. no packet loss, (full- or half-duplex) can cause network problems. A potential problem can
occur between two switch boxes that simultaneously Pause each other off at exactly the same time such that nei-
ther can drain their full buffers. This very rare, but possible, situation can cause a dead-lock on the link between
the two switch boxes. It is easily solved by limiting the number of back-to-back Pause refreshes a port can trans-
mit and thus the maximum time the link partner can be stalled, allowing the dead-lock to clear. The Port’s LimitOut
register (Port offset 0x02) controls the number of maximum Pause times that a port can stall its link partner. The

1. See Automatic Address Learning in Section 4.4.3.
2. In this case the port’s link partner may not be supporting Pause frames because it does not see from the PHY that this port is adver-
tising it wants to support Pause.
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range of the LimitOut register is large enough to ensure zero packet loss under normal, or even extreme, network
congestion situations while at the same time ensuring a dead-lock situation does not occur.

| §|| Note

1 maximum Pause time is 65,536 slot times where 1 slot time is 512 bit times. A bit time is 100 ns fora 10
Mbps port, 10 ns for a 100 Mbps port and 1ns for a Gigabit port. Therefore, 1 maximum Pause time is
33.55 mSec at Gigabit, 335.5 mSec at 100 Mbps and 3.355 secs at 10 Mbps.

4.3.6 Jamming Control - Ingress Limit

When flow control is enabled on a port, it can be stalled by its link partner such that the port can never transmit any
frames. This could be a result of the problem described above (Section 4.3.5) or it could be a DoS attack (Denial
of Service). The port’s Limitln register (Port offset 0x03) can be used to limit how long a port’s egress queue can
be jammed. Once the programmed limit is reached, flow control will be forced off on the port and an interrupt gen-
erated to the CPU (if enabled — Global 2 offset 0x00 and 0x01). Software can determine which port reached the
limit by examining the ports flow control forcing bits. Flow control will be forced off on any port whose limit was
reached (ForcedFC will = 1 and FCValue will = 0 in Port offset 0x01). Software can re-enable flow control on the
port changing the value of these bits (by clearing the port's ForcedFC bit to zero).

If the port is in full-duplex mode the automatic disabling of flow control on the port will allow frames to egress the
port once the last Pause time has expired. But if the port is in half-duplex mode, constant collisions from the link
partner can still prevent frames to egress the jammed port. For this reason, the Jam Limit interrupt will be acti-
vated on half-duplex ports even if flow control is disabled on these ports. Software can take action to either enable
DiscardExcessive (see Section 4.3.1 or Global 1 offset 0x04) or to Disable or Block the port (see Port States in
Port offset 0x04). In either case, the goal is to free up the jammed buffers for other ports to use (see Section 5.6).

4.3.7 Forcing Link, Speed, and Duplex in the MAC

Link, Speed and Duplex can be forced on a port's MAC by using the port’s ForcedLink, ForcedDpx, and ForceSpd
registers (Port offset 0x01). Extreme caution must be used when forcing one of these modes on a port's MAC. For
example: Do not change the MAC’s Speed or Duplex unless the port’s Link is down.

These bits change the port's MAC mode only! It does not change the mode of the PHY for ports where a PHY is
connected. These bits are intended to be used for the following situations only:

¢  When the PHY Polling Unit (PPU) is disabled on the port (PHYDetect equal to zero in Port offset 0x00) and
software needs to copy the PHY’s Link, Speed and Duplex values to the port’'s MAC (this is not required for
internal PHYs as this information is communicated between the PHY and MAC even if the PPU is disabled on
the port).

*  When no PHY is connected to the port. This includes ports that connect to a CPU (typically using a digital
interface like MIl or GMII) and ports connected to another switch device (typically using a SERDES interface).
SERDES ports connected to a fiber module will get their Link from the port's SDET pin and its Speed and
Duplex is set to 1000BASE full-duplex (assuming the Px_MODE has been set correctly — see the C_Mode
bits, Port offset 0x00).

Ports without PHY's attached will have their Link down until software forces the port’s Link up. The Speed and
Duplex of these ports should not be forced as the hardware strapping on the Px_MODE pins will set the Speed
and Duplex on these links.
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4.3.8 MAC Based RMON/Statistics Counters

The MAC Based Statistics Counter logic maintains a set of 28, 32-bit counters and two 64-bit counters per port,
that enable the user to monitor network performance remotely and to support RMON groups 1, 2, 3, and 9. These
counters provide a set of Ethernet statistics for frames received on ingress and transmitted on egress. Switch Pol-
icy Statistics counters are also supported. See Section 4.3.9.

The counters are designed to support:

e RFC 2819 — RMON MIB (this RFC obsoletes 1757 which obsoletes 1271)

* RFC 2665 — Ethernet-like MIB (this RFC obsoletes 1643, 1623 and 1398)

* RFC 2233 — MIB Il (this RFC obsoletes 1573 & 1213 with obsoletes 1229 & 1158)
¢ RFC 1493 - Bridge MIB (this RFC obsoletes 1286)

The complete description of each of the counters is contained in Table 24 and Table 25.

All CPU register interfaces are slow compared with the speed of Gigabit or even Fast Ethernet frames. For this
reason all the RMON counter data associated with a port can be placed into an Ethernet frame and transmitted to
the CPU (or other device). Two options are supported, a MIB Dump and a MIB Dump and Clear. See Remote
Management described in Section 10.

Alternately, the device supports a snapshot function to capture instantly and hold static any port's MAC Statistics
counters (see the Stats Operations register, Global 1 offset 0x1D, for more information). The capture function

maintains a higher level of accuracy between the various counters in a port and also allows multiple counter val-
ues to be added together to get the required MIB. After capture, the CPU can take its time to read out the values
of the counter or counters that it needs without concern for the values changing during the register read process.

The CPU interface supports the following operations on the Stat Counters:

*  Clear all counters for all ports

¢ Clear all counters for a single port

e Capture all counters for a single port

* Read a captured counter (a Capture must be executed before a Read to the capture zone can be done)
¢ Read a counter directly (best used when reading only one counter on a port)

See the Stats Operation Register (Global 1 offset 0x1D) for more details.

Note

The Set 4 counters can be configured to be ingress only, egress only, or both.
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Table 24: Ingress Statistics Counters

Name Offset Description
Address

Set 1

InGoodOctetsLo 0x00 The lower 32-bits of the 64-bit InGoodOctets counter. The sum of
lengths of all good Ethernet frames received, that is frames that are not
bad frames.

InGoodOctetsHi 0x01 The upper 32-bits of the 64-bit InGoodOctets counter. See description
above.

InBadOctets 0x02 The sum of lengths of all bad Ethernet frames received.

Set 2

InUnicast 0x04 The number of good frames received that have a Unicast destination

MAC address.

InBroadcasts 0x06 The number of good frames received that have a Broadcast destination
MAC address.

InMulticasts 0x07 The number of good frames received that have a Multicast destination
MAC address.

Note: This does not include frames counted in InPause nor does it
include frames counted in InBroadcasts.

InPause 0x16 The number of good frames received that have a Pause destination
MAC address.

Set 3

InUndersize 0x18 Total frames received with a length of less than 64 octets but with a valid
FCS.

InFragments 0x19 Total frames received with a length of less than 64 octets and an invalid
FCS.

InOversize 0x1A Total frames received with a length of more than MaxSize octets but
with a valid FCS.

IndJabber 0x1B Total frames received with a length of more than MaxSize octets but
with an invalid FCS.

INRXErr 0x1C Total frames received with an RxErr signal from the PHY.

INFCSErr 0x1D Total frames received with a CRC error not counted in InFragments,
Indabber or InRxErr.

Set 4 These counters can be Ingress Only, Egress Only, or
both

640ctets 0x08 Total frames received (and/or transmitted) with a length of exactly 64
octets, including those with errors.

65t01270ctets 0x09 Total frames received (and/or transmitted) with a length of between 65
and 127 octets inclusive, including those with errors.
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Table 24: Ingress Statistics Counters (Continued)

Name Offset Description
Address

128t02550ctets 0x0A Total frames received (and/or transmitted) with a length of between 128
and 255 octets inclusive, including those with errors.

256t05110ctets 0x0B Total frames received (and/or transmitted) with a length of between 256
and 511 octets inclusive, including those with errors.

512t010230ctets 0x0C Total frames received (and/or transmitted) with a length of between 512
and 1023 octets inclusive, including those with errors.

1024toMaxOctets 0x0D Total frames received (and/or transmitted) with a length of between
1024 and MaxSize' octets inclusive, including those with errors.

1. MaxSize is 1522 for non-tagged frames and for tagged frames if MaxFrameSize = 0 or MaxSize = 1632 if MaxFrameSize = 1 (Glo-

bal 1 offset 0x04).
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Table 25: Egress Statistics Counters

Name Offset Description
Address

Set 5

OutOctetsLo 0x0E The lower 32-bits of the 64-bit OutOctets counter. The sum of lengths
of all Ethernet frames sent from this MAC.

OutOctetsHi 0xOF The upper 32-bits of the 64-bit OutOctets counter. See description
above.

Set 6

OutUnicast 0x10 The number of frames sent that have a Unicast destination MAC
address.

OutBroadcasts 0x13 The number of good frames sent that have a Broadcast destination
MAC address.

OutMulticasts 0x12 The number of good frames sent that have a Multicast destination
MAC address.

Note: This does not include frames counted in OutPause nor does it
include frames counted in OutBroadcasts.

OutPause 0x15 The number of Flow Control frames sent.

Set 7

Deferred 0x05 The total number of successfully transmitted frames that experienced
no collisions but are delayed because the medium was busy during
the first attempt. This counter is applicable in half-duplex only.

Collisions Ox1E The number of collision events seen by the MAC not including those
counted in Single, Multiple, Excessive, or Late. This counter is
applicable in half-duplex only.

Single 0x14 The total number of successfully transmitted frames that experienced
exactly one collision. This counter is applicable in half-duplex only.

Multiple 0x17 The total number of successfully transmitted frames that experienced
more than one collision. This counter is applicable in half-duplex
only.

Excessive 0x11 The number frames dropped in the transmit MAC because the frame
experienced 16 consecutive collisions. This counter is applicable in
half-duplex only and only of DiscardExcessive is a one (in Switch
Global Control - global offset 0x04).

Late 0x1F The number of times a collision is detected later than 512 bits-times
into the transmission of a frame. This counter is applicable in half-
duplex only.

OutFCSErr 0x03 The number of frames transmitted with an invalid FCS. Whenever a
frame is modified during transmission (e.g., to add or remove a tag)
the frame’s original FCS is inspected before a new FCS is added to a
modified frame. If the original FCS is invalid, the new FCS is made
invalid too and this counter is incremented.
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Table 25: Egress Statistics Counters (Continued)

Name Offset Description
Address
Set 4 These counters can be Ingress Only, Egress Only,
or both
640ctets 0x08 Total frames transmitted (and/or received) with a length of exactly 64

octets, including those with errors.

65t01270Octets 0x09 Total frames transmitted (and/or received) with a length of between
65 and 127 octets inclusive, including those with errors.

128t02550ctets O0x0A Total frames transmitted (and/or received) with a length of between
128 and 255 octets inclusive, including those with errors.

256t05110ctets 0x0B Total frames transmitted (and/or received) with a length of between
256 and 511 octets inclusive, including those with errors.

512t010230ctets 0x0C Total frames transmitted (and/or received) with a length of between
512 and 1023 octets inclusive, including those with errors.

1024toMaxOctets 0x0D Total frames transmitted (and/or received) with a length of between
1024 and MaxSize' octets inclusive, including those with errors.

1. MaxSize is 1522 for non-tagged frames and for tagged frames if MaxFrameSize = 0 or MaxSize = 1632 if MaxFrameSize = 1 (Glo-
bal 1 offset 0x04).

4.3.9 Policy Based RMON/Statistics Counters

The device maintains a set of policy counters (one 32-bit and two 16-bit) per port that enable the user to monitor
network performance by seeing where good frames have been dropped by the switch (bad frames that are
dropped are counted in the MAC based counters — Section 4.3.8). Some frames are dropped due to switch policy
and others are due to excessive congestion in the switch.

The policy counters are:

. InDiscards - A 32-bit counter (16 bits in InDiscardsLo, Port offset 0x10, and 16 bits in InDiscardsHi, Port offset
0x11) that counts the number of good, non-filtered frames that normally would have been forwarded, but
could not be due to a lack of buffer space.

* InFiltered - A 16-bit counter (Port offset 0x12) that counts the number of good frames that were filtered due to
ingress switch policy rules. These rules include frames that are dropped due to Layer 2 Policy Control Lists
(PCLs, Port offset 0xOE), 802.1X MAC authentication (SA Filtering - Port offset 0x04), MAC Address Learn
Limiting (Port offset 0x0C), 802.1Q Security checks (802.1QMode Port offset 0x08), DiscardTagged & Discar-
dUntagged (Port offset 0x08), PortState other than Disabled (Port offset 0x04), and DA mappings back to the
source port (normal switch filtering).

e  OuftFiltered - A 16-bit counter (Port offset 0x13) that counts the number of good frames that were filtered due
to egress switch policy rules. These rules include frames that passed the ingress port’s policy but are
dropped due to the egress policy of this port including 802.1Q Security checks (802.1QMode Port offset
0x08) if NoEgrPolicy is zero (Global 2, offset 0x1D) and PortState other than Disabled (Port offset 0x4).

These counters stop counting when the port’s PortState is set to Disabled (Port offset 0x04) and they are all
cleared when a Flush All Counters for this port or a Flush All Counter for All Ports command is issued to the MAC
based counters (see the Stats Operation Register, Global 1 offset 0x1D, for more details).

All CPU register interfaces are slow compared with the speed of Gigabit or even Fast Ethernet frames. For this
reason, all the RMON counter data associated with a port can be placed into an Ethernet frame and transmitted to
the CPU (or other device). Two options are supported, a MIB Dump and a MIB Dump and Clear. See Remote
Management described in Section 10.
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4.4 Basic Switch Operation

The switch portion of the device receives good packets from the MACs, processes them, and forwards them to the
appropriate MACs for transmission. The primary task of the switch is to process frames and this activity involves
the following blocks shown in Figure 13.

* Ingress Policy (Section 5.1)

*  Queue Controller (Section 5.6)

¢ Output Queues (Section 5.6.5.2)
* Egress Policy (Section 5.8)

These blocks modify the normal or default packet flow through the switch.

The normal packet flow and processing through a switch involves learning how to switch packets to the correct
MACs, and only to the correct ones. The switch learns what port an end station is connected to by remembering
each packet’s Source Address’ along with the port number on which the packet arrived. Once a MAC address/
port number mapping is learned, all future packets directed to that end station’s MAC address (as defined in a
frame’s Destination Address field) are directed to the learned port number only. If a packet is directed to a new,
currently unlearned, MAC address, the packet will be transmitted out of all the portsZ, except for the one on which
it arrived®. This ensures that the packet is received by the correct end station (if it exists) and when the end station
responds back its address is learned by the switch for the next series of packets.

All switches learn only a very small subset of the set of possible MAC addresses owing to the limits of physical
memory. Switches learn only the currently ‘active’ MAC addresses. Sometimes end stations are moved from one
port to another so that a new MAC address/port number association must be learned and the old one replaced. All
of these issues are handled by what is called ‘Aging’ and ‘Station Move Handling’. Basically, a MAC address/port
number association is allowed to be ‘active’ for only a limited amount of time. This time limit is typically set to five
minutes.

The following sections describe how the device performs its basic switch functions.

441 Lookup Engine

The device’s Lookup Engine or Address Translation Unit (ATU) uses the DA and SA fields from each frame
received from each port. It performs all address searching, address learning, and address aging functions for all
ports at ‘wire speed’ rates (i.e., a DA and an SA lookup/learn function can be performed for all ports in less time
than it takes to receive a 64 byte frame on any port).

The address database uses a hashing technique for quick storage and retrieval. Hashing a 48-bit address into
fewer bits results in some MAC addresses having the same hash address. This is called a hash collision and is
solved in the device by using four bins per hash location allowing for storage of up to four MAC addresses at each
hash location. This allows the address database to be smaller while still holding the same number of active, ran-
dom value MAC addresses.

The address database is stored in embedded SRAM and has a size of 8192 entries with a default aging time of
about 300 seconds or 5 minutes. The age time can be modified in 15 second increments from 0 seconds (aging
disabled) to 3825 seconds (almost 64 minutes). These options are set in the ATU Control register (Global 1 offset
0x0A).

1. The SA on switch management frames (Section 8.2) are not learned. This includes the IEEE Pause frame.
2. VLANS modify this operation — see Section 5.2 and Section 5.2.2.
3. The device can be configured to transmit frames out the port they came in on — see Section 5.3.1.
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4.4.2 Address Searching or Translation

The address search engine is used to search the address database to get the output port number(s), called the
Destination Port Vector (DPV), for each frame’s destination address so that it can switch the frame instead of
rooding1 it. It arbitrates destination address lookup requests from the ports and grants one lookup at a time. The
address is hashed and then data is read from the SRAM table, looking for a MAC address match. Four addresses
can be stored at each hash location. If a match is found, the Address Translation Unit (ATU) returns the Destina-
tion Port Vector (DPV) to the Ingress Policy block where it may be modified? before the packet is queued to the
output ports. If the found entry contains a Trunk ID, the Trunk ID is converted to a DPV using the Trunk Mapping
Table (Global 2, offset 0x08). If no MAC address match is found the Ingress Policy block uses a unique default
DPV for each ingress port®, which typically floods the frame. If the destination address in the frame is a multicast
address or broadcast address, the address is searched* in the same way as a unicast address and the frame is
processed identically. This feature is used for multicast filtering. Multiple separate address databases are sup-
ported in the device. The database that is searched is controlled by the port’s default Forwarding Information
Database (FID in the Port Based VLAN Map register, Port offset 0x06, and the Port Control 1 register, Port offset
0x05) or the one assigned to the frame by the VTU (Section 9.2.1) based on the VID assigned to the frame during
ingress (Section 5.2.2). MAC addresses that are not members of the port’s or frame’s FID cannot be found.

4.4.3 Automatic Address Learning

The address learning engine is used to learn the source address of ingressing frames. Up to 8192 MAC address/
port number mappings can be stored in the address database (see Section 4.4.1 for more information). When the
source address from an input frame can not be found in the address database, the ATU enters the self-learning
mode and places the new MAC address/port number mapping into the database and refreshes its Age time®. If the
MAC address is found to be already in the database, the port information and Age associated with the entry is
updated and/or refreshed. The port number/Trunk ID is updated in case the end station moved and the port num-
ber or Trunk ID needs to be corrected. The entry’s Age is refreshed since the MAC address is still ‘active’. This
prevents the MAC address/port number mapping from being removed as being ‘inactive’ prematurely.

When an address is added into the database it is hashed and stored in the first empty bin found at the hashed
location. If all four address bins are full, a least recently used algorithm is used for looking at each entry’s Age time
(its EntryState field®). If all four address bins have the same Age time, then the first ‘non-static’ bin is used (see
Section 9.1.1 for more information about locked or static addresses). If all four bins are ‘static’ the address is not
learned and an ATUFull interrupt is generated (see the Switch Global Status register, Global 1 offset 0x00). The
port information stored with the new MAC address is the port’s Port Association Vector (PAV, Port offset 0x0B) if
the source port is not a Trunk port (Trunk Port bit Port offset 0x05) or it is the port's Trunk ID (Port offset 0x05) if
the source port is a Trunk port.

Multiple separate address databases are supported in the device (see Section 4.4.8). The port’'s Forwarding Infor-
mation Database (FID in the Port Based VLAN Map register, Port offset 0x06, and the Port Control 1 register, Port
offset 0x05) determines into which address database the MAC address is added if 802.1Q is disabled on the port.
If 802.1Q is enabled on the port the FID associated with the frame’s VID (VLAN ID field of Tagged frames, see
Section 9.2.1) determines the address database into which the MAC address is stored. The same MAC address
can be learned multiple times with different port mappings if different FID values are used.

1. Flooding refers to the action of sending frames out all the ports of the switch except for the port the fame came in on.

2. The DPV returned from the ATU may be modified by the VLANTable data, VTU results, the Trunk Mask Table, and/or other filters.

3. The default DPV for each port is the list of ports that can egress multicast frames, if the frame is multicast or the list of ports that can
egress unicast frames, if the frame is unicast (Egress Floods in Port Control register, Port offset 0x04). Broadcast frames are con-
sidered multicast frames unless Flood BC is set to a one (Global 2, offset 0x05).

4. Multicast addresses cannot be auto learned. Multicast addresses must be loaded manually with a CPU or EEPROM.

5. The Age time on a MAC Address entry is refreshed by setting its EntryState field to 0x7- see Table 42.

6. The EntryState field is described in Section 9.1.1.
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Learning can be disabled on any individual port by clearing the port’s PAV to all zeros (see Port Association Vec-
tor, Port offset 0xOB) or by setting the port’s Learn Disable bit to a one (in Port Based VLAN Map register, Port off-
set 0x06). Learning is also disabled on any port that has a PortState of Disabled or Blocking/Listening (see the
Port Control register, Port offset 0x04).

Learning is never performed on switch management frames. This includes Pause frames (Section 4.3.3), BPDU,
LAC and other management frames as long as they are determined to be MGMT frames (see Management
frames - Section 8.2), and Distributed Switching Architecture (DSA) Tag frames (Section 7) with the exception of
the Forward type of DSA Tag frames.

4.4.4 Hardware Address Learn Limiting

Automatic address learning can be limited by hardware independently per port in the range from 1 to 255
addresses. This feature is enabled by setting the LearnLimit register (Port offset 0x0C) to the desired limit. Once
enabled, the port’s learn counter (LearnCtr Port offset 0xOC) keeps track of the number of MAC addresses learned
by incrementing once each time a new MAC address is learned on the port (i.e., an address that was not already
present in the address database). When the learn counter reaches the Learn Limit value the Limit Reached bit is
set to a one (Port offset 0xOC) and one of two events will occur with subsequent frames that enter this port:

1. Frames containing a Source Address (SA) in the address database that is associated with the port the frame

entered will be allowed to enter the port1. This is true for all MAC addressed in the address database, includ-
ing those already in the database prior to the Learn Limit being enabled, and those added by the CPU either
as static or aging.

2. Frames containing an SA that is not in the address database or one that is in the address database, but is not
associated with the port the frame entered, will be discarded. If the frame contains a new SA an ATU Miss
Interrupt will be generated (see Section 9.1.6) if the port’s Over Limit Int En bit is set to a one (Port offset
0x0C).

The learn counter will decrement by one? whenever an address associated with this port ages out of the address
database (see Section 4.4.5). In this case the port’s Limit Reached bit will be cleared indicating the counter is
below the limit. Now if a frame with a new Source Address enters the port, the frame will be accepted and its SA
will be learned because the limit counter is less than the Learn Limit.

Only automatic operations affect the port’s learn counter (LearnCtr). CPU ATU operations such Load and Purge
(see Section 9.1.3) do not effect the port’s learn counter. The only exceptions to this are the ATU Flush All entries
and the ATU Flush All Non-Static entries commands. Since both of these operations clear out all non-static
entries, all port’s learn counters are reinitialized to zero.

A port’s LearnCtr will be reinitialized to zero whenever the port’s Learn Limit is set to zero (i.e., whenever the port’s
learn limit function is disabled).

To get accurate results, it is best to enable the learn limit function before frames are allowed to flow into the port
(i.e., when the port is in the Disabled or Blocking Port State, Port offset 0x04). If the port’s learn limit needs to be
changed to a larger number after frames are allowed to flow, the LearnLimit can be increased at any time. But if
the port’s learn limit needs to be changed to a smaller number after frames are allowed to flow the following proce-
dure must be followed:

1. Disable learning on the port. Either clear the port's PAV (Port offset 0xOB) or set the port’s LearnDisable bit
(Port offset 0x06).

2. Clear out all addresses associated with this port in the address database. Either issue an ATU Flush All Non-
Static or do an ATU Move Non-Static to port OxF (Global 1 offset 0x0B).

1. The entry’s Age will be refreshed as well if it is not static (see Section 4.4.5)
2. The decrement is clipped at zero to cover the case where addresses were already present in the address database, associated with
this port, prior to the Learn Limit being enabled.
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3. Clear the port’s LearnLimit to zero to reinitialize the port’s LearnCtr (this is not needed if the ATU Flush All
Non-Static operation was used above).

4. Set the port’s LearnLimit to the new value.

5. Re-enable learning on the port by reversing what was done in step 1 above.

| §|| Notes

» Hardware Address Learn Limiting requires that Learn2All (Global 1 offset 0xOA) must be set to a one
and that Locked Port is cleared to zero on the port (Port offset 0x0OB) and that the port is not a member
of a Trunk (Trunk Port is cleared to zero in Port offset 0x05).

» If either the source port and/or the destination port of a station move' has hardware Address Learn
Limiting enabled, the station move will not take place. This a is self correcting situation as the station
move will take place as soon as the MAC address of the station move ages out (Section 4.4.5) as it
will if the station actually moved.

4.4.5 Automatic Address Aging

The address aging process is used to ensure that if a node is disconnected from the network segment, or if it
becomes inactive, its entry is removed in a timely manner from the address database. Aging makes room for new
active addresses. An address is removed from the database after a programmable amount of time from the last
time it appeared in an ingressing frame’s Source Address. This programmable time is determined by the Age Time
bits in the ATU Control register (Global 1 offset 0x0A).

The device runs the address aging process continuously (unless disabled by setting the AgeTime field to zeros).
Aging is accomplished by a periodic sweeping of the address database. The speed of these sweeps determines
the aging time. On each aging sweep of the database, the ATU reads each valid entry and updates its age time by
decrementing its EntryState field2 (as long as the entry is not static — see Section 9.1.1). When the EntryState field
reaches zero, the entry is considered invalid and purged from the database. The EntryState field will not decre-
ment past Ox1 (i.e., it will not be automatically purged) if the port’s HoldAt1 bit is set (Port offset 0x0B). HoldAt1 is
intended to be used with CPU directed Address Learning (Section 4.4.6).

A new or just refreshed unicast MAC address has an EntryState value of 0x7 (see Section 4.4.3). A purged or
invalid entry has an EntryState value of 0x0. The values from 0x6 to Ox1 indicate the Age time on the unicast MAC
address with 0x1 being the oldest. This scheme results in seven age states on an entry allowing the Address
Learning’s least recently used replacement process (Section 4.4.3) to be more precise. An address is purged from
the database within 1/7th of the programmed AgeTime value making the address’s lifetime interval in the database
more accurate as well.

4.4.6 CPU Directed Address Learning and Purging

Sometimes it is required to prevent automatic learning from occurring on a port and have a CPU direct the learn-
ing instead. The device supports CPU directed learning on a per port basis by setting the port's LockedPort bit to
a one (in the Port Association Vector register — Port offset 0xOB). When a port is ‘Locked’ all frames received with
an SA not found in the address database cause an SA Miss ATU Violation as long as learning is enabled on the
port (i.e., the port's PAV, offset 0xOB, is non-zero). The SA Miss ATU Violation can be set to generate a hardware
interrupt—see the ATUProblIntEn bit of the Switch Global Control register (Global 1 offset 0x04). One ATU Viola-
tion per port is held in the ATU. Once a violation is captured all subsequent violations are ignored until the first one
is serviced by the CPU.

1. A station move occurs when the Source Address (SA) on a frame is found in the address database but the database’s port informa-
tion on that address does not match the port where the frame came from.
2. The EntryState field is described in Section 9.1.1.
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The CPU can retrieve the source MAC address and the source port information of the SA Miss Violation by issuing
an ATU Get/Clear Violation Data ATUOp (Section 9.1.6). The CPU then decides if the address should be placed
into the address database or not. If it should be, the CPU issues a Load ATUOp (Section 9.1.3).

If the CPU loads the new address as ‘non-static’, the entry stays in the address database until it ages out. Its age
time is determined by the loaded EntryState value', as addresses on Locked ports do not have their age time
refreshed, unless the port’s RefreshLocked bit is set to a one (Port offset 0x0B). In this case, addresses already
present in the address database will be automatically refreshed (i.e., get their EntryState set to 0x7) as long as the
association on the address is not changing (i.e., as long as it is not a station move). Learn2All message frames
are generated on these automatic refreshes if the Learn2All bit is set to a one (Global 1 offset 0x0A).

The CPU receives no new interrupts from non-static addresses until they age out or are purged out by the CPU,
unless the ATUAgelntEn bit is set to a one (Global 2 offset 0x5) and/or unless the port’s IntOnAgeOut bit is set to
a one (Port offset 0x0B). If the global ATUAgelnt is enabled the CPU will receive an ATU Miss Violation if the
EntryState found in the address database on the ingressing frame’s SA is less than 0x4 (and the port’'s RefreshLo-
cked bit is cleared to zero). If the port’s IntOnAgeOut (interrupt on age out) is enabled, the CPU will receive an
Age Out Violation whenever any address associated with the port2 is at an EntryState of Ox1 when aging starts to
process the entry. The entry will then either be aged out of the address database, or its EntryState value will be
held a Ox1 if the port’'s HoldAt1 bit is set (Port offset 0xOB). The Hold at 1 feature requires that the CPU to purge
the entry from the address database so the CPU can control when and where addresses are removed.

If the CPU loads the new address as ‘static’, the entry stays in the address database until the CPU purges it. In
this case, the CPU receives no new interrupts from this address as long as the address is never used as an SA on
a port other than the original source port. If the MAC address is used on a different source port, the CPU can
receive an ATU Member Violation interrupt if the IgnoreWrongData bit (see the Port Association Vector register,
Port offset 0x0OB) is cleared on the port where the frame just entered the switch. This interrupt may indicate that a
station move just occurred or that an end station is masquerading by using another station’s address.

4.4.7 802.1X Source MAC Address Checking

The device supports 802.1X source MAC address authentication using CPU Directed Address Learning (Section
4.4.6) along with the DropOnLock Ingress policy (Section 5.1.2). CPU Directed Address Learning is required for
802.1X3 so that the requesting MAC address can be authorized by the authorization server. The DropOnLock pol-
icy causes all frames from unauthorized MAC addresses to be discarded.

A side effect of authorization is that a CPU might become saturated from constant SA Miss Violations from a
source that it has denied. This is prevented in the device by masking denied MAC addresses. An address can be
masked by loading it into the address database with a Destination Port Vector (DPV) of all zeros*. The address
appears in the database so it no longer causes a ‘Miss’ Violation. Any port trying to send a frame to this unautho-
rized address is discarded (since its DPV is all zeros) and any 802.1X port trying to use this unauthorized address
has its frames discarded too (since the port's SA bit is not set in the ATU entry). But now the CPU will get SA
Member Violation interrupts every time the unauthorized address is attempted to be used as an SA. These inter-
rupts can be masked too by setting the IgnoreWrongData bit (Port Association Vector — Port offset 0x0B) on the
802.1X ports.

The CPU can mask unauthorized MAC addresses by loading them into the address database as static or non-
static entries. If they are loaded non-static, the interrupts are masked until the entry ages out of the database or
until the CPU purges the entry (do not enable the port’s RefreshLocked feature, Port offset 0x0B, in this case as

The Age Time (Global 1, offset 0x0A) determines the age time as well. See Section 4.4.5.

The association may be direct from the entry’s DPV or indirect from the entry’s Trunk ID mapped through the Trunk Mapping Table

(Global 2 offset 0x08).

3. An 802.1X port needs to have its LockedPort bit set to one and its SAFiltering bits set to 0x1 (see the Port Association Vector, Port
offset 0xOB, and the Port Control register, Port offset 0x04).

. The all zero DPV cannot be used to mask these interrupts if the enhanced 802.1X Drop to CPU mode is being used to trap semi-

authorized frames to the CPU (Section 5.1.2.2).

N =

I
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the refresh will ‘authorize’ the MAC address by updating the entry’s DPV). This approach minimizes the number of
interrupts the CPU needs to service while keeping the address database fluid. If the unauthorized address is
loaded as static, the interrupts are masked until the CPU purges the entry. This requires the CPU to remember
addresses it has loaded because at some time the CPU should purge these addresses to make room for new
ones. The use of too many static addresses can also cause an ATU Full Violation, so it is best to mask addresses
using the non-static approach. The DropOnLock feature prevents the reception of frames from all unauthorized
MAC addresses regardless of whether the unauthorized address is currently being masked in the address data-
base or not. The masking feature is intended to minimize the number of SA Miss Violation interrupts the CPU
needs to service for addresses that it already has denied.

If a port is saturating a CPU by constantly using a new SA, the masking of unauthorized addresses is not applica-
ble. Instead all SA Miss Violations can be masked on a port by disabling learning on the port (i.e., by setting the
port’'s Port Association Vector bits to all zero (Port offset 0xOB). This configures the ingress port in a form of a
Secure Port (Section 5.1.3) and will work as long as no new SA needs to be authorized on this port.

4.4.8 Multiple Address Database Support (FID)

The device supports up to 4,096 separate and independent address databases in the Address Translation Unit
(ATU). Multiple address database are used to isolate MAC addresses by VLAN so the same MAC address can
appear multiple times in the address database with different port mappings. The device uses a Forwarding Infor-
mation Database (FID) mechanism as defined in 802.1Q to isolate the address databases from each other.
Although the address database is isolated by FID value it is not divided up in equal segments by FID value. Each
database number can hold none to all of the possible 8192 MAC addresses or any number in between. Any num-
ber of FID values can be used (from 1 to 4,096). Each forwarding information database (FID) uses only the MAC
address entries it needs and leaves all the remaining ATU entries for all the other databases.

Each frame, as it ingresses a port, is assigned a FID. The frame’s FID value, along with the frame’s DA and SA, is
sent to the Address Translation Unit (ATU) when the frame’s MAC addresses are searched and/or learned. The
frame’s FID is determined in priority order by:

»  The FID associated with the frame’s VID" in the VLAN Translation Unit (VTU, Section 9.2.1). This requires
the frame’s VID to be valid in the VTU. All frames are assigned a VID, even untagged frames. This is true if
802.1Q is enabled on the port or not.

* The FID associated with the ingressing port (FID[11:4] in Port Control 1 register, Port offset 0x05 and FID[3:0]
in Port Based VLAN Map register, Port offset 0x06).

If multiple address databases are not needed leave all the FID values at their reset value of 0x000 in all their
occurrences in the registers (in the ports, ATU and VTU).

A frame’s FID is generally determined by the frames VID (via the VTU, Section 9.2.1). Multiple VID’s can be
mapped to the same FID allowing for shared VLAN address databases.

1. The frame’s VID can be overridden. See Section 5.2.2.7.

Copyright © 2007 Marvell CONFIDENTIAL Doc. No. MV-S103922-00, Rev. B

July 2, 2007, Advance Document Classification: Proprietary Information Page 93

gdoov9li56zstOyhfd9rcggkm7Ik57st5fomm-hc2sskox * S.A.S. Electronic Co. * UNDER NDA# 12132895



MARVELL CONFIDENTIAL - UNAUTHORIZED DISTRIBUTION OR USE STRICTLY PROHIBITED

® Link Street® 88E6096/88E6097/88E6097F
I;% 8 FE + 3 GE Stackable Ethernet Switch with QoS and 802.1Q

Section 5. Normal Network Ports

The discussions that follow assume the port is in Normal Network mode, unless specified otherwise (i.e., Frame-
Mode = 0x0 at Port offset 0x04).

5.1 Ingress Policy

The Ingress Policy block is used to modify the normal packet flow through the switch, generally by limiting where
they are allowed to go using industry standard mechanisms. All ports have identical capabilities.

* Non-management frame types can be blocked from entering the switch to support Spanning Tree Protocol
(Section 5.1.1 for classic 802.1D and Section 5.2.3 for 802.1s).

* The frame’s source MAC address can be authenticated and the frame potentially discarded or mapped to the
CPU for 802.1X support (Section 4.4.7 and Section 5.1.2).

¢ Layer 2 Policy actions (mirror, trap or discard) can be performed based on the frame’s DA, SA, VID, Ether
type, and/or if the frame is a UDP broadcast and/or a DHCP Option 82 (88E6097 only — Section 5.1.3).

¢ Port based VLANs and/or 802.1Q VLANSs are used to prevent a frame from going out of certain ports, and
switch management Port States, 802.1s (per VLAN spanning tree) or 802.1Q are used to prevent the frame
from entering the switch at all (Section 5.2).

e Al IEEE 802.1Q Tagged frames can be discarded (Section 5.2.2.4) or all Untagged frames can be discarded
(Section 5.2.2.3).

* Port based Ingress Rate Limiting (PIRL) is supported with five (88E6097 only) or two independent counters/
resources per port (Section 5.5).

*  Any Layer 2 Policy mirror (88E6097 only — Section 5.1.3) and any Ingress Monitor Source mirror (Section 8)1
can be statistically sampled using PIRL by mirroring only 1 of every ‘n’ frames (88E6097 only — Section 5.5).

5.1.1 Port States Filtering for 802.1D Spanning Tree

The device supports four 802.1D Port States per port shown in Table 26 (802.1s per VLAN Port States are also
supported - see Section 5.2.3). The 802.1D Port States are used by the Queue Controller (see Section 5.6) in the
device to adjust buffer allocation. They are used by the Ingress Policy blocks to control which frame types are
allowed to enter and leave the switch so that Spanning Tree or bridge loop detection software can be supported.
The PortState bits in the Port Control register (Port offset 0x04) determine each port’s Port State (assuming 802.1s
per VLAN Port States are not being used) and the bits can be modified at any time without causing any errors on
transmitted frames.

Table 26 lists the Port States and describes them. Two of the Port States require the detection of management
(MGMT) frames. MGMT frames are defined in Section 8.2. Their primary purpose is to support the Spanning Tree
Protocol (see Section 8.2) so these frames have the ability to tunnel through blocked ports. SA learning is not per-
formed on MGMT frames. MGMT frames also ignore VLAN rules on ingress and egress (802.1Q and Port Based),
IGMP snooping and Rate Limiting (if MGMT frames are selected for non-rate limiting in PIRL — Section 5.5). This
means they always go to the port indicated by the Destination Port Vector (DPV) assigned to the frame’s DA in the
address database or to the device’s CPUDest port (Global 1 offset 0x1A) depending upon what MGMT detection
mode was used (Section 8.2). MGMT frames are typically used for 802.1D Spanning Tree Bridge Protocol Data
Units (BPDUs), but any multicast or any unicast address can be used supporting new or proprietary protocols.

1. ARP Mirrors (Section 5.3.3) cannot be statically sampled.
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Table 26: Port State Options

Port State Description

Disabled Frames are not allowed to enter (ingress) or leave (egress) a Disabled port. Learning
does not take place on Disabled ports.

Blocking/Listening Only MGMT frames are allowed to enter (ingress) or leave (egress) a Blocked port. All
other frame types are discarded. Learning is disabled on Blocked ports.

Learning Only MGMT frames are allowed to enter (ingress) or leave (egress) a Learning port. All
other frame types are discarded but learning takes place on all good non-MGMT frames
that are not discarded owing to being filtered".

Forwarding Normal operation. All frames are allowed to enter (ingress) and leave (egress) a
Forwarding port. Learning takes place on all good non-MGMT frames that are not
discarded owing to being filtered .

1. Frames can be filtered for many reasons including Layer 2 Policy (Section 5.1.3), Port States (Section 5.1.1 and Section 5.2.3),
802.1X MAC Authentication (Section 5.1.2.1), 802.1Q Violations (Section 5.2.2), reverse 802.1X MAC Authentication (Section
5.1.2.3) or its Tagging did not match what was expected (Section 5.2.2.3 and Section 5.2.2.4).

The default Port State for all the ports in the switch can be either Disabled or Forwarding depending upon the
value of the SW_MODE pins (Table 17). The ports come up in the Forwarding Port State unless the SW_MODE is
configured for CPU attached mode. This allows the CPU to fully boot before it brings up the ports and starts
accepting frames including running bridge loop or spanning tree detection or routing software.

| §|| Notes

+ Theinternal and external PHYs will reset in the powered down state whenever the SW_MODE pins
are configured for CPU attached mode. Software must power up the PHYs before they will link by
clearing the PHY’s PwrDwn bit to zero (PHY offset 0x00). Software only needs to power up the PHY's
once after booting. This ensures that the PHY’s link partners do not see link until the CPU has had
time to boot and get ready to accept MGMT frames from its link partner.

» Managed switches must always use the CPU attached mode setting of the SW_MODE pins. But
even these designs may require a jumper or test point on the PCB such that the switch can be made
to reset to the EEPROM attached mode setting of the SW_MODE pins. This can help initial PCB
debug and/or manufacturing test of the switch portion of the design as the switch will power up for-
warding frames everywhere without any software, but this is a debug mode only and must not be
used in production designs where a CPU is attached.

5.1.2 Source Address Filtering

The device supports Source Address (SA) filtering for 802.1X MAC Authentication, Trapping frames to the CPU
for further inspection prior to fully authenticating the SA if desired, or Reverse 802.1X MAC Authentication to help
prevent Denial of Service (DoS) attacks. This is accomplished by loading specific addressed into the address
databases along with per port mode bits.

5.1.21 802.1X MAC Address Authentication (Drop on Lock)

All non-MGMT' (non-management) frames received on a port with an unauthorized Source MAC Address are dis-
carded if the port’s SA Filtering bits are set to Ox1, Drop on Lock mode (Port offset 0x04). In this mode, only
frames with an authorized SA (or MGMT frames) are allowed into the switch to be processed further. An SA is

1. See Section 8.2 on how to detect a MGMT frame.
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considered authorized if it is present in the address database and its contents are associated to the source port
where the frame entered the switch'. The policy of how these addresses are entered into that address database is
controlled by the ATU (Section 9.1). It is recommended that CPU Directed Address Learning (Section 4.4.6) be
used on ports supporting MAC based 802.1X authentication (i.e., ports in DropOnLock mode). Before the CPU
authenticates an address it may want to inspect the contents of some frames. This can be done using Source
MAC Frame Trapping (Section 5.1.2.2). Excessive interrupts from denied Source Addresses can be masked in
this mode (see Section 4.4.7).

5.1.2.2 Source MAC Frame Trapping (Drop to CPU)

Source MAC Frame Trapping works with 802.1X MAC Address Authentication (Section 5.1.2.1) and it is enabled
on a port if the port’'s SA Filtering bits are set to 0x3, Drop to CPU mode (Port offset 0x04). The purpose of this
mode is to get the CPU more data before it authenticates the Source MAC. In standard 802.1X the CPU has to
authenticate the SA based on the SA only. This mode allows the trapping of frames from the requesting SA to the
CPU for further inspection. Now the CPU can look at the contents of entire frames to help make the authentication
decision.

Drop to CPU mode works identically to the Drop on Lock mode (Section 5.1.2.1) with one difference. It adds the
concept of a semi-authorized MAC address where frames with a semi-authorized SA are mapped to the CPU’s
port (based on the value of CPUDest, Global 1, offset 0x1A). This means that all non-MGMT? (non-management)
frames received on a port with an unauthorized Source MAC Address are discarded. In this mode, only frames
with an authorized or semi-authorized SA (or MGMT frames) are allowed into the switch to be processed further.
An SA is considered authorized if it is present in the address database and its contents are associated to the
source port where the frame entered the switch3. An SA is considered semi-authorized if it is present in the
address database and its Destination Port Vector (DPV and ‘T’ bit) are all zeros. This all zeros value ensures that
no other port can transmit frames to this SA (as frames using this MAC address as a DA will be discarded due to
the all zero DPV) while allowing frames with that SA to be sent to the CPU for further inspection.

The policy of how these addresses are entered into that address database is controlled by the ATU (Section 9.1).
It is recommended that CPU Directed Address Learning (Section 4.4.6) be used on ports supporting MAC based
802.1X authentication (i.e., ports in DropOnLock mode).

* Drop to CPU frames egress the CPU’s port as a non-MGMT frame and they are filtered based upon the
egress port’s Port State (Port offset 0x04). If the CPUDest port on the device is using DSA tags (Section 6)
the Drop to CPU frames will egress as DSA Forward frames. In multi-chip or stacking systems, all switch
devices in the path from the original ingress port to the actual CPU must have the semi-authenticated MAC
addresses entered into their address database or the CPU will not get these trapped frames. These MAC
addresses can be entered with SA Priority Override if needed (Section 5.4.6).

* Excessive interrupts from denied SA's cannot be supported in this mode (see Section 4.4.7). If this is needed
use 802.1X Drop on Lock (Section 5.1.2.1) and then frames can be trapped to the CPU using Layer 2 Policy
(88E6097 only - see Section 5.1.3).

5.1.2.3 Reverse 802.1X MAC Address Authentication (Drop on UnLock)

Reverse 802.1X MAC address authentication accepts frames from all Source MAC Addresses except for those
MAC Addresses that are specifically identified to be denied. When this feature is used together with Address
Learn Limiting (Section 4.4.4) or CPU Directed Learning (Section 4.4.6), they can be used to prevent Denial of
Service (DoS) attacks.

1. If the port is a non-Trunk port then the ATU entry must not be a Trunk entry and it must have the port’s bit set in its DPV. If the port is
a Trunk port then the ATU entry must be a Trunk entry matching the Trunk ID of the ingressing port. See Section 8.10.

2. See Section 8.2 on how to detect a MGMT frame.

3. If the port is a non-Trunk port then the ATU entry must not be a Trunk entry and it must have the port’s bit set in its DPV. If the port is
a Trunk port then the ATU entry must be a Trunk entry matching the Trunk ID of the ingressing port. See Section 8.10.
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All non-MGMT" (non-management) frames received on a port with a semi-authorized Source MAC Address are
discarded if the port’s SA Filtering bits are set to 0x2, Drop on UnLock mode (Port offset 0x04). In this mode,
frames with an unknown or known SA (or MGMT frames) are allowed into the switch to be processed further. An
SA is considered known if it is present in the address database and its contents are non-zero2. The known
addresses can enter the address database through auto learning (Section 4.4.3) or by CPU directed learning
(Section 4.4.6). An SA is considered semi-authorized if it is present in the address database and its Destination
Port Vector (DPV and ‘T’ bit) are all zeros. This all zeros value ensures that no other port can transmit frames to
this SA (as frames using this MAC address as a DA will be discarded due to the all zero DPV) while at the same
time ensure all frames with that SA are discarded as well.

This mechanism can be used to shut down the source of a Denial of Service attack by discarding all frames com-
ing from (and to) the identified Source Address of the attacker. If the attacker uses more than one Source
Address, these too can be shut down in the same way. The number of ‘denied’ MAC addresses can be easily lim-
ited by combining this feature with Address Learn Limiting (Section 4.4.4) or CPU Directed Learning (Section
4.4.6) that performs the same function as Address Learn Limiting.

5.1.2.4 Static or Dynamic Addresses

When the CPU loads MAC addresses in the address database to support SA Filtering, should they be loaded as
Static (non-aging) or Dynamic (aging) entries? Either can be used and it is application dependent.

* The 802.1X Drop on Lock mode cannot accept frames unless the frame’s SA is in the address database
associated with the ingressing port. At first look these should be loaded as static entries. But since there
could be a large number of authorized MAC addresses being used at one time, it is probably better to load
the authorized entries as dynamic. These addresses can be prevented from aging out if the port’s HoldAt1 bit
is set (Port offset 0xOB) and they can be self refreshed after being authenticated by enabling the port’s
Refresh Locked bit (Port offset 0x08B). If an address gets bumped out by a more recently used one, the CPU
can quickly reload the already authenticated address that is needed if the CPU keeps a local cache of
approved addresses. Alternatively, the CPU can perform the refreshes by configuring the device such that it
gets informed about addresses that are being used whose age (or EntryState) is less than 0x4 by setting the
port’s IntOnAgeOut bit (Port offset 0xOB). This approach prevents the CPU from running into an ATU Full con-
dition where a MAC address cannot be loaded (see Section 9.1.6).

* The 802.1X Drop to CPU mode should load authorized addresses as dynamic (see above), but the semi-
authorized addresses must be loaded as static or only the 1st frame will be trapped to the CPU and all others
will be accepted as being authorized without CPU intervention. It is assumed that the CPU will only need to
look at the contents of a few frames and then it will either fully authorize the MAC or fully de-authorize it.

* The Reverse 802.1X Drop on UnLock mode allows automatic address learning with very few addresses that
may need to be loaded to prevent a DoS attack. Since the number of these semi-authorized addresses is
very low, the CPU can load these addresses as static. But the CPU will need to keep track of these
addresses and unload them after some period of time so the port can start accepting frames again. Alterna-
tively, the CPU can load these addresses as dynamic disallowing frames for a period of the AgeTIme (typi-
cally 5 min. — Global 1 offset 0xOA) and re-loading them as needed.

1. See Section 8.2 on how to detect a MGMT frame.
2. The contents of an ATU entry are considered zero if the entry’s ‘T’ bit and the entry’s DPV bits are zero (Section 9.1.1).
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5.1.3 Layer 2 Policy Control Lists (88E6097 Only)

The device supports Layer 2 PCLs (Policy Control Lists). The policy actions supported on a per port basis and are:

¢ Normal frame switching (i.e., do nothing special)

*  Policy Mirror (copy) the frame to the MirrorDest port1 (Global 1 offset Ox1A)
¢ Policy Trap (re-direct) the frame to the CPUDest port (Global 1 offset 0x1A)
*  Policy Discard (filter) the frame

The fields in the frames where the above policy is selectable on a per port basis are shown in Figure 14.

Figure 14: Fields of the Frame Examined for Layer 2 PCS

7 Octets Preamble If DA is present in the ATU with a Policy Entry State

1 Octet SFD If SA is present in the ATU with a Policy Entry State
6 Octets Destination Address (DA) If VID (assigned to the frame) is in the VTU as a Policy Entry
6 Octets Source Address (SA Octets Within

(SA) / Frame If Ether type matches port’s PortEType register, or
4 Octets Optional IEEE 802.3ac Tag Transmitted ___— If Ether type matches 0x8863 (PPPoE), or
Top to If Ether type matches 0x8200 (VBAS)
2 Octets Length/Type - oitom
MAC Client Data If frame is a DHCP Option 82 (see text), or
4 Octets Pad If frame is an IPv4 UDP Broadcast or IPv6 UDP multicast
4 Octets FCS
Ingressing Frame Layer 2 PCLs

Each port supports separate actions for each of the eight possible policy items (Port offset 0xOE). Therefore, a
frame could get more than one policy action applied to it. A single frame can be both Policy Trapped (to CPUDest)
and Policy Mirrored (to MirrorDest), but if any policy action is Policy Discard, the frame is discarded without being
mapped anywhere else. Likewise, if a frame is discarded for other switch policy reasons (like VLAN membership,
Section 5.2.2, or because it is tagged or untagged, Section 5.2.2.4 and Section 5.2.2.3) the frame will not be Pol-
icy Mirrored or Policy Trapped either.

Policy Trapped frames will egress the port defined in the CPUDest register (Global 1 offset 0x1A). If this port is
configured in DSA mode the frame will egress as a To_CPU frame with a CPU Code of 0x3 (see Section 7). Policy
Mirrored frames will egress the port defined in the MirrorDest register (Global 1 offset 0x1A). If this port is config-
ured in DSA mode the frame will egress as a To_CPU frame with a CPU Code of 0x5 (see Section 7).

5.1.3.1 DA, SA, and VID Policy

As each frame enters the switch, both its DA and SA are looked up into the address database. If the DA is found
in the ATU with a Policy Entry State (Section 9.1.1) then Layer 2 Policy will occur on that frame on the ports where
DA Layer 2 PCLs are enabled (Port offset 0xOE). If the SA is found in the ATU with a Policy Entry State then Layer
2 Policy will occur on that frame on the ports where SA Layer 2 PCLs are enabled.

As each frame enters the switch, a VID is extracted or assigned to the frame (Section 5.2.2.7) and then that VID is
looked up in the VLAN database. If the VID is found in the VTU with its Policy bit set to a one (Section 9.2.1) then
Layer 2 Policy will occur on that frame on the port's where VTU Layer 2 PCLs are enabled (Port offset 0xOE).

1. Any mirror in the 88E6097 can be sampled. See Section 5.5.
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| §|| Notes

+ Each MAC and VID entry is globally flagged as a Policy entry or not (see Section 9.1.1 for MAC and
Section 9.2.1 for VID). So the same MAC address can become a Policy Discard for Ports 5to 0, a
Policy Trap for Port 6, and do normal switching for Port 7 all at the same time. But once the ports are
configured this way, all MAC addresses with a Policy Entry State in the ATU will work the same way.

» DA and SA Policy entries in the ATU are static entries so auto leaning cannot change their values.
The CPU will need to manually purge these entries once Layer 2 Policy is no longer needed on these
addresses.

5.1.3.2 Ether Type Policy

As each frame enters the switch, its Ether type is extracted and compared. If the frame’s Ether type equals 0x8863
then Layer 2 Policy will occur on that frame on the ports where PPPoE Layer 2 PCLs are enabled (Port offset
0x0e). If the frame’s Ether type equals 0x8200 then Layer 2 Policy will occur on that frame on the ports where
VBAS Layer 2 PCLs are enabled. If the frame’s Ether type matches the port’s PortEType register (Port offset
0x0F) then Layer 2 Policy will occur on that frame on the ports where EType Layer 2 PCLs are enabled.

| §|| Note

There is one programmable Ether type per port on the device that can be used for Layer 2 PCLs. This is
the port's PortEType register. This register can be used for Layer 2 PCLs only if the port's Frame Mode
(Port offset 0x04) is Normal Network.

5.1.3.3 DHCP Option 82

DHCP Option 82 is a special policy function that goes beyond the layer 2 fields of the frame. If the frame entering
a port matches either of the frame formats shown in Figure 15 or Figure 16, then Layer 2 Policy will occur on that
frame if the port’'s Opt82 Layer 2 PCL is enabled (Port offset 0xOE). DHCP Option 82 is supported for both IPv4
and IPv6. The portions of the frame that must match are those fields in the figures that are in a white background.
Those fields in a grey background are not examined for this feature.

5.1.3.4 UDP Broadcast

UDP Broadcast is another special policy function that goes beyond the layer 2 fields of the frame. If the frame
entering a port matches either of the frame formats shown in Figure 17 or Figure 18, then Layer 2 Policy will occur
on that frame if the port's UDP Layer 2 PCL is enabled (Port offset 0XOE). UDP Broadcast is supported for both
IPv4 and IPv6 (although in IPv6 the frame only has to be a multicast). The portions of the frame that must match
are those fields in the figures that are in a white background. Those fields in a grey background are not examined
for this feature.
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Figure 15: IPv4 DHCP Option 82 Frame Format

7 Octets Preamble

1 Octet SFD
6 Octets Destination Address
6 Octets Source Address

(4 Octets) (Optional IEEE 802.3ac Tag)

2 Octets Type = 0x0800
MAC Client Data

4 Octets Pad

4 Octets FCS
IPv4 Frame

Octets Within
Frame
Transmitted
Top to
Bottom

Figure 16: IPv6 DHCP Option 82 Frame Format

b7 bo
VER = 0x4 ‘ Header Size
DiffServ | RES

IP Length LSB

IP Length MSB

ID LSB

ID MSB

Flags Frag

Frag Offset MSB

TTL

Protocol = 0x11

Source Portflow]

Source Portlhigh]

Dest Port[low] = 0x00

Dest Port[high] = 0x43 or 0x44

IPv4 DHCP Option 82

1st Octet —
2nd Octet
3rd Octet

4th Octet

5th Octet

6th Octet

7th Octet

8th Octet

9th Octet
10th Octet

/

Header Size * 4)

Header Size * 4) + 1
Header Size * 4) + 2
Header Size *4) + 3

(
(
(
(

b7 bo
7 Octets Preamble VER = 0x6 TC[7:4] 1st Octet
1 Octet SFD TC[3:2] | RES Flow Label 2nd Octet
6 Octets Destination Address Flow Label 3rd Octet
6 Octets Source Address Srcats:z Within Flow Label LSB 4th Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted Payload Length MSB 5th Octet
2 Octets Type = 0x86DD goblo Payload Length LSB 6th Octet
MAC Client Data Next Header = 0x11 7th Octet
4 Octets Pad :
4 Octets FCS hd
Source Port[low] 40th Octet
Source Port[high] 41st Octet
IPv6 Frame Dest Port[low] = 0x02 42nd Octet
Dest Port[high] = 0x22 or 0x23 43rd Octet
[ ]
[ ]
[ ]
IPv6 DHCP Option 82
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Figure 17: IPv4 UDP Broadcast Frame Format ™M
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5.2 VLANS

The device supports port based VLANs and 802.1Q tag based VLANSs.

5.2.1 Port Based VLANs

The device supports port based VLANs both in-chip (within a single device) and cross-chip (cascading across
multiple devices — Section 7.5.3).

5.2.1.1 In-chip Port Based VLANs

The device supports a very flexible port based VLAN system that is used for all non-MGMT frames even if 802.1Q
is enabled on the port.

Each Ingress port contains a register that restricts the output (or egress) ports to which it is allowed to send
frames. This register is called the VLANTable register (Port offset 0x06). If bit 0 of a port’'s VLANTable register is
set to a one, that port is allowed to send frames to Port 0. If bit 1 of a port’s registers is set to a one, that port is
allowed to send frames to Port 1. Bit 2 for Port 2, etc. At reset the VLANTable register for each port is set to a
value of all one’s, except for each port’s own bit, which is cleared to a zero (this prevents frames from going back
out of the port they came in on1). This default VLAN configuration allows all the ports to send frames to all the
other ports as shown in Figure 19.

Figure 19: Switch Operation with Port VLANs Disabled

1. The device allows a port’s own bit in its VLANTable to be set to a one — see Section 5.3.1
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5.2.1.2 Port Based VLAN Router Examples

One of the main applications for port based VLAN support in the device is to isolate a port or ports for firewall
router applications. Figure 20 shows a typical VLAN configuration for a firewall router. Port 9 is used as the WAN
port. The data coming in from this WAN port must not go out to any of the LAN ports — but it must be able to go to
the router CPU. All the LAN ports are able to send frames directly to each other without the need of CPU interven-
tion — but they cannot send frames directly to the WAN port. The CPU is able to send frames to all of the ports so
that routing can be accomplished. The use of the Marvell® Header' (Section 8.7), enables a CPU to define
dynamically which port or ports a particular frame is allowed to reach for purposes of WAN and LAN isolation on
multicast traffic generated by the CPUZ.

Figure 20: Switch Operation with a Typical Router VLAN Configuration

LAN LAN

LAN LAN

-
a;ft"ii‘}'ﬁi&:o
R

¥/
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S AN
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WAN LAN
LAN

CPU/

Router LAN

1. The Marvell Header is designed to be used on a CPU port only.
2. The Marvell Header can be used to isolate ports on multicast traffic in single chip implementations only —i.e., it is for routers.
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The example VLAN configuration shown in Figure 20 is achieved by setting the port’'s VLANTable registers as
shown in Table 27:

Table 27: VLANTable Settings for Figure 20

Port # Port Type VLANTable Setting
0 LAN Ox5FE
1 LAN 0x5FD
2 LAN 0x5FB
3 LAN Ox5F7
4 LAN Ox5EF
5 LAN 0x5DF
6 LAN 0x5BF
7 LAN 0x57F
8 LAN Ox4FF
9 WAN 0x400
10 CPU Ox3FF

To show the flexibility of the device VLAN configuration options, Figure 21 shows another example. In this case,
the switch is divided into three independent VLANs connected to a common router.

Figure 21: Switch Operation with another Example VLAN Configuration

CPU
LAN B

The example VLAN configuration shown in Figure 21 is accomplished by setting the port’s VLANTable registers as
shown in Table 28:
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Table 28: VLANTable Settings for Figure 21
Port # Port Type VLANTable Setting
0 LAN A 0x612
1 LAN A 0x611
2 LAN B 0x540
3 LAN C 0x4A0
4 LAN A 0x603
5 LAN C 0x488
6 LAN B 0x504
7 LAN C 0x428
8 LAN B 0x444
9 LAN A 0x413
10 CPU Ox3FF
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5.2.2 802.1Q VLANSs

The device supports 802.1Q with the full set of 4,096 different VID (VLAN identifiers). Some or all of the VIDs can
be used (i.e., software only needs to initialize the VIDs that are being used). Since the device may be programmed
with only a subset of the possible VIDs, and security requirements vary, the device supports 802.1Q in three differ-
ent modes. The device’s port-based VLAN feature (both in-chip and cross-chip, Section 5.2.1 and Section 7.5.3) is
in effect for all 802.1Q modes described below. 802.1Q VLANSs are supported cross-chip as well (Section 7.5.2).

5.2.21 |IEEE Tagging VID Handling

VLAN Identifiers (VIDs) are contained in IEEE tagged frames. All frames ingressing the device are assigned a
VID, even the untagged frames. The format of an IEEE tagged frame is shown in Figure 22. The discussion below
is relevant only if the port's Frame Mode is Normal Network (Port offset 0x04).

Figure 22: IEEE Tag Frame Format

b7 bo

7 Octets Preamble 0x81 ‘ 1st Octet

1 Octet SFD
6 Octets Destination Address
6 Octets Source Address ggs}: Within ‘ 0x00 ‘ 2nd Octet
4 Octets IEEE 802.3ac Tag i;apntsomitted
2 Octets M:antl:::/gzta ottom ‘ PRI[2:0] ‘ ‘ VID [11:8] ‘ 3rd Octet
4 Octets Pad L CFI(Zeroin802.3)
4 Octets FCS

| 4th Octet

VID [7:0]

IEEE 802.3 Tagged

Frame Tag Format

5.2.2.2 Determining if a Frame is Tagged

A frame is considered physically tagged in the device if the two bytes after the frame’s SA is 0x8100. A frame is
considered logically tagged in the device if the two bytes after the frame’s SA is 0x8100 and the tag’s VID is non-
zero. A physically tagged frame with a 0x000 VID is not considered logically tagged.

5.2.2.3 Discarding Untagged Frames

The device supports the discarding of frames that are not logically tagged on a port-by-port basis (see DiscardUn-
Tagged, Port offset 0x08). A frame is considered logically untagged if the two bytes after the frame’s SA does not
equal 0x8100 or they do equal 0x8100 but the tag’s VID equals 0x000. This is true regardless of the port's 802.1Q
Mode (i.e., even if 802.1Q is Disabled on the port).

Priority only tagged frames (frames whose VID = 0x000) are considered untagged in this case and will get dis-
carded.

5.2.2.4 Discarding Tagged Frames

The device supports the discarding of logically tagged frames on a port-by-port basis (see DiscardTagged in Port
offset 0x08). A frame is considered logically tagged if the two bytes after the frame’s SA equals 0x8100 and the
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tag’s VID does not equal 0x000. This is true regardless of the port’s 802.1Q Mode (i.e., even if 802.1Q is Disabled
on the port).

Priority only tagged frames (frames whose VID = 0x000) are considered untagged in this case and will not get dis-
carded.

5.2.2.5 VID Extraction

If any of the three supported 802.1Q modes are enabled on this port (Section 5.2.2.8) the VID read from tagged
frames is assigned to the frame (unless overridden — see Section 5.2.2.6). If the frame’s VID = 0x000 the port’s
DefaultVID (Port offset 0x07) is assigned to the frame instead. If these physically tagged frames egress a port
Tagged their VID bits will be overwritten with the assigned value.

| §|| Note

If 802.1Q is disabled on this port the VID bits from tagged frames are ignored, and physically tagged
frames are considered physically untagged for egress tag processing (i.e., transmit Tagged will add a tag
and transmit UnTagged or Unmodified will transmit the frame unmodified - Section 5.8.4). These frames
are assigned the ingress port’s DefaultVID (Port offset 0x07) which will be written to the frame’s new
(added) VID bits if the frame egresses a port Tagged.

5.2.2.6 Security Override of a Frame’s VID

The device supports a VID override function where a tagged frame’s VID is ignored and the port’'s DefaultVID is
assigned to the frame instead, even if 802.1Q is enabled on the port. This is a security feature that ensures that all
frames that came from a specific ingress port (tagged or untagged) exit the switch with the ingress port’'s Default-
VID. This prevents an end user from masquerading by simply adding an improper tag to frames.

This feature is enabled on a per port basis by setting the port's ForceDefaultVID bit to a one (Port offset 0x07).

5.2.2.7 VID Assigned to the Frame

Each frame entering the switch must have a VID (VLAN ID) assigned to it. This VID is used for 802.1Q, if enabled
on the ingress port. It is also used as the frame’s VID if untagged frames are to egress the switch tagged.

If a frame entering the switch is untagged, it is assigned the port’s DefaultVID during Ingress (Port offset 0x07). If
a frame is tagged its VID is generally used as the frame’s VID unless the frame’s VID is 0x000 or if the port's
ForceDefaultVID is set. A summary of how a VID is assigned to each frame is shown in Table 29.

Table 29: Example VID Assignment Summary

Frame’s |802.1Q |Force Default |Assigned |Comments

Mode Default |[VID VID

VID

Don’t Care |Disabled |Don’t Care |0x001 0x001 Use Default VID due to 802.1Q being disabled.
0x000 Enabled [Don’t Care |0x001 0x001 Use Default VID due to frame VID 0x000.
0x123 Enabled |[Enabled 0x001 0x001 Use Default VID due to ForceDefaultVID = 1.
0x123 Enabled |Disabled 0x001 0x123 Use frame’s VID.
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5.2.2.8 Security & Port Mapping

The 802.1Q Security features of the device supports the discarding of ingressing frames that don’t meet the secu-
rity requirements and ensuring that those frames that do meet the requirements are sent to the allowed ports only.
Three levels of security are supported and they can be set differently on each port. The security options are pro-
cessed using the VID assigned to the frame (Section 5.2.2.7) as follows:

¢ Secure — The VID must be contained in the VTU and the Ingress port must be a member of the VLAN else
the frame is discarded. The frame is allowed to exit only those ports that are both:
— Members of the frame’s VLAN
and

— Included in the source port’s port-based VLAN (both In-Chip and cross-chip, see Section 5.2.1)

*  Check — The VID must be contained in the VTU or the frame is discarded (the frame will not be discarded if
the Ingress port is not a member of the VLAN). The frame is allowed to exit only those ports that are
both:

— Members of the frame’s VLAN
and

— Included in the source port’s port-based VLAN (both In-Chip and cross-chip, see Section 5.2.1)
* Fallback — Frames are not discarded if their VID is not contained in the VTU.
— Ifthe frame’s VID is contained in the VTU, the frame is allowed to exit only those ports that are both:
— Members of the frame’s VLAN
and

— Included in the source port’s port-based VLAN (both In-Chip and cross-chip, see Section 5.2.1)
— If the frame’s VID is not contained in the VTU, the frame is allowed to exit only those ports that are:
- Included in the source port’s port-based VLAN (both In-Chip and cross-chip, see Section 5.2.1)

e 802.1Q Disabled — Frames are not discarded if their VID is not contained in the VTU. The frame is allowed to
exit only those ports that are:

— Included in the source port’s port-based VLAN (both In-Chip and cross-chip, see Section 5.2.1)

Note
See 802.1Q Disable Mode Note in Section 5.2.2.5.

Secure, Check, Fallback, or 802.1Q Disabled modes for the port are controlled by the port's 802.1QMode bits
(Port offset 0x08).

5.2.2.9 Security Violations

If 802.1Q is enabled on a port, security violations are captured and an interrupt can be generated to the CPU (if
unmasked by the VTUProbIntEn bit (Switch Global Control, global offset 0x04). This is true regardless of the
802.1Q mode (VTUProb interrupts will not occur from a port if the port’s 802.1QMode is 802.1Q Disabled - Port
offset 0x08). The interrupts (up to one at a time) are captured by the VLAN Translation Unit (see VTU Operation
register, Global 1 offset 0x05). Two kinds of security violations are captured. A MissViolation occurs if a frame’s
VID is not contained in the VTU. A MemberViolation occurs if a frame’s VID is in the VTU but the source port of the
frame is not a member of the frame’s VLAN. The security violation captures the offending source port (SPID) and
VID that caused the violation. This data is accessed by executing a Get/Clear Violation Data operation in the VTU.

5.2.2.10 Security Override of a Frame’s VID
A Tagged frame’s VID can be forced to the port’s DefaultVID (see Section 5.2.2.6).
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5.2.3 802.1s Per VLAN Spanning Tree

The device supports per VLAN Port States for up to 64 802.1s per VLAN Spanning Tree instances. Each VID entry
in the VTU (Section 9.2.1) has a 6-bit SID value associated with it that is used to access 1 out of 64 possible
802.1s spanning tree instances from the STU (Section 9.2.6). Each STU entry contains two bits of per port 802.1s
Port State information as shown in Table 30. Using the indirect STU approach allows extremely fast per VLAN
spanning tree updates as only one STU entry needs to be modified for all the VIDs using the same spanning tree

instance.

The relationship between the VTU, STU and ATU is shown in Figure 23.

Table 30: 802.1s Port State Options

Port State

Description

802.1s Disabled

The port’s PortState bits in the Port Control register (Port offset 0x04) are used for this
port for frames with a VID that is associated with this SID. See Section 5.1.1.

Blocking/Listening

Only MGMT frames are allowed to enter (ingress) or leave (egress) this port for frames
with a VID that is associated with this SID. All other frame types are discarded. Learning
is disabled on Blocked ports.

Learning Only MGMT frames are allowed to enter (ingress) or leave (egress) this port for frames
with a VID that is associated with this SID. All other frame types are discarded but
learning takes place on all good non-MGMT frames that are not discarded owing to
being filtered'.

Forwarding Normal operation. All frames are allowed to enter (ingress) and leave (egress) this port

for frames with a VID that is associated with this SID. Learning takes place on all good
non-MGMT frames that are not discarded owing to being filtered.

1. Frames can be filtered for many reasons including Layer 2 Policy (Section 5.1.3), Port States (Section 5.1.1 and Section 5.2.3),
802.1X MAC Authentication (Section 5.1.2.1), 802.1Q Violations (Section 5.2.2), reverse 802.1X MAC Authentication (Section
5.1.2.3) or its Tagging did not match what was expected (Section 5.2.2.3 and Section 5.2.2.4).
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Figure 23: Relationship between VTU, STU, and ATU

X J__DA Y SA | Tag | Frame Data | cre
» IngressMember
VID VTU ———— EgressMemberTag
4,096 SID 802.1s Port States
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Port’s ’ FID
Default Port's
ATU
VID Default Hing |—m DestinationPortVector
FID 8,192
P Entries
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The VTU contains a 4,096 entry database that is accessed using the VID assigned to the frame. The STU con-
tains a 64 entry database that is accessed with SID found in the VTU. The ATU contains an 8,192 entry database
that is accessed using the frame’s DA with the FID found in the VTU, and using the frame’s SA with the FID found
in the VTU (the port’s Default FID is used if 802.1Q is disabled on the port or if the VID assigned to the frame
points to an empty VTU entry).

If 802.1s is not being used, all STU entries must use the 802.1s Disabled setting for all ports for all SIDs. If 802.1s
is being used, all VTU entries must be configured with the required SID and each SID that is being used must
define the 802.1s Port State for each port. Any SID entry can contain a mixture of ports using 802.1s along with
802.1D. Those ports using 802.1s need to use a value other than 802.1s Disabled in its SID entry. Those ports
using the 802.1s Disabled port state will use the port's Port State setting instead (i.e., 802.1D - Section 5.1.1).

The 802.1s Port State options take precedence over the port’'s PortState bits settings (Section 5.1.1), with the
exception of the port’'s Disabled Port State (set in the port’s PortState bits, Port offset 0x04). The port’s Disabled
Port State prevents all frames from entering and leaving the port so that has precedence over 802.1s Port States.
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5.3 Special Frame Handling

The Special Handling block is used to modify the normal packet flow through the switch for special functions and/
or to get specific frames to a VLAN isolated CPU. All ports have identical capabilities.

¢ Switching frames back out the port they came in on

*  Tunneling frames through VLAN barriers based upon the frame’s DA

*  Mirroring ARP frames to the CPU through any VLAN barriers to the CPU

e Snoop (or trap) IGMP or MLD frames to the CPU through any VLAN barriers to the CPU

5.3.1 Switching Frames Back to their Source Port

The device supports the ability to send frames back out of the port on which they arrive. While this is not a stan-
dard way to handle Ethernet frames, some applications, like 802.3ah OAM loopback (Section 8.8.2), may require
this ability on some ports. This feature can be enabled on a port-by-port basis by setting the port’s own bit to a one
in its VLANTable register (in the Port Based VLAN Map register, Port offset 0x06). This function is valid if 802.1Q
is enabled on the port or not.

5.3.2 Tunneling Frames through VLANs

Normally frames cannot pass between port-based VLANs nor 802.1Q VLANSs. The device can be configured to
allow some frames to do so. Before a frame can tunnel through a VLAN barrier, its DA address must be loaded as
static into the address database (see Section 9.1.1) and the VLANTunnel bit on the frame’s Ingress port must be
set to a one (see Port Control register, offset 0x04). When both of these conditions are true, the frame is sent out
of the port or ports indicated in the static address’s Destination Port Vector (the DPV field for the DA entry in the
address database). The VLANTable (for In-chip Port Based VLANSs), the cross-chip Port Base VLAN Table and
802.1Q membership data is ignored in this case. This feature is enabled only on those ports that have their VLAN-
Tunnel bit set to a one.
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5.3.3 ARP Mirroring

The device supports ARP Mirroring on a per port basis. Mirroring is used to copy certain frames to the CPU for
processing — tunneling them through VLAN barriers that may be in place to isolate the CPU from unnecessary
frames. The required format of these frames is shown in Figure 24. The white portions of the frame in the figures
are the only portions of the frame examined for this function.

|§|| Note

Two ARP frame formats are supported via a Global register setting:

* If ARPwoBC is zero (Global 1, offset 0x04), then ARPs must contain a Broadcast Destination
address.

« If ARPwoBC is one, the ARPs only need an Ether type equal to 0x0806 and the frames Destination
Address can be any value. This supports Mirroring ARP replies that are destined to a unicast
address.

Management (MGMT) frames can still be ARP Mirrored (see Section 8.2). In this case the CPU will get two copies
of the frame, one marked as a To_CPU BPDU (MGMT) and another marked as a To_CPU ARP Mirror, assuming
the CPU’s port is in DSA Tag mode (see Section 6).

When one of these frames enters a port where ARP Mirroring is enabled (by setting the port's ARP Mirror bit, Port
offset 0x08), the frame is copied to the CPU’s port as defined by the CPUDest' register (Global 1 offset Ox1A).
The frame continues to be mapped to all the ports where it would have gone if ARP Mirroring was not enabled on
the port. The frame will not get mirrored if it is filtered due to any rules enabled in the Ingress Policy block (Section
5). The CPU port (as defined by PortDest) does not have to be a member of the frame’s VLAN to receive the
frame. This is true for Port based VLANSs (Section 5.2.1) and for 802.1Q based VLANs (Section 5.2.2).

|§|| Note

The queue priority (QPri) on ARP frames can be overridden. See Section 5.4.

Figure 24: ARP Mirror Format

b7 bo
DA's 1st Byte = OxFF 1st Octet
7 Octets Preamble DA's 2nd Byte = OxFF 2nd Octet
1 Octet SFD DA's 3rd Byte = OxFF 3rd Octet
6 Octets Destination Address DA's 4th Byte = OxFF 4th Octet
6 Octets Source Address ?r"ats: Within DA's 5th Byte = OxFF 5th Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted DA's 6th Byte = OxFF 6th Octet
2 Octets Type = 0x0806 e
MAC Client Data An ARP’s DA can be ignored
4 Octets Pad — see note in text.
4 Octets FCS
ARP Frame Marvell® ARP

Monitor Format

1. ARP Mirrors always go out the port mapped by CPUDest. They do not go out the MirrorDest port which is reserved for Policy Mirrors
(Section 5.1.3).

Doc. No. MV-S103922-00, Rev. B CONFIDENTIAL Copyright © 2007 Marvell

Page 112 Document Classification: Proprietary Information July 2, 2007, Advance

gdoov9li56zstOyhfd9rcggkm7Ik57st5fomm-hc2sskox * S.A.S. Electronic Co. * UNDER NDA# 12132895



Normal Network Ports
Special Frame Handling

5.3.4

The device supports IPv4 IGMP snooping and IPv6 MLD snooping on a per port basis. Snooping is used to direct
certain frames to the CPU for processing — tunneling them through VLAN barriers that may be in place to isolate

the CPU from unnecessary frames. The required formats of these frames are shown in Figure 25 and Figure 26.

The white portions of the frame in the figures are the only portions of the frame examined for this function.

IGMP/MLD Trapping or Snooping

Management (MGMT) frames bypass IGMP/MLD snooping (see Section 8.2).

When one of these frames enters a port where IGMP/MLD snooping is enabled (by setting the port's IGMP/MLD
Snoop bit, Port offset 0x04), the frame is sent to the CPU’s port as defined by the CPUDest register (Global 1 off-
set 0x1A) instead of where the frame normally would have been mapped. The frame will not get sent to the CPU if
it is filtered due to any rules enabled in the Ingress Policy block (Section 5). The CPU port (as defined by PortD-
est) does not have to be a member of the frame’s VLAN to receive the frame. This is true for Port based VLANs
(Section 5.2.1) and for 802.1Q based VLANs (Section 5.2.2).

|§|| Note

The queue priority (QPri) on IGMP/MLD snooped frames can be overridden. See Section 5.4.

Figure 25: IPv4 IGMP Snoop Format

MARVELL CONFIDENTIAL - UNAUTHORIZED DISTRIBUTION OR USE STRICTLY PROHIBITED

b7 bo
7 Octets Preamble VER = 0x4 ‘ Header Size 1st Octet
1 Octet SFD DiffServ | RES | 2nd Octet
6 Octets Destination Address IP Length LSB 3rd Octet
6 Octets Source Address gf;fn‘: Within IP Length MSB 4th Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted ID LSB 5th Octet
2 Octets Type = 0x0800 bl ID MSB 6th Octet
MAC Client Data Flags Frag 7th Octet
4 Octets Pad Frag Offset MSB 8th Octet
4 Octets FCS TTL 9th Octet
Protocol = 0x02 10th Octet
[ ]
IPv4 Frame .
Marvell IPv4 IGMP
Snoop Format
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Figure 26: IPv6 MLD Snoop Format

b7 b
7 Octets Preamble VER = 0x6 TC[7:4] 1st Octet
1 Octet SFD TC[3:2] | RES Flow Label 2nd Octet
6 Octets Destination Address Flow Label 3rd Octet
6 Octets Source Address g;‘;t: Within Flow Label LSB 4th Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted Payload Length MSB 5th Octet
2 Octets Type = 0x86DD Loplo Payload Length LSB 6th Octet
MAC Client Data Hop by Hop Header = 0x00 7th Octet
4 Octets Pad :
4 Octets FCS hd
Next Header = 0x3A (58 dec) 41st Octet
Length = 0x00 42nd Octet
IPv6 Frame Router Alert = 0x05 43rd Octet
Pad = 0x00 44th Octet
Pad = 0x00 45th Octet
Pad = 0x00 46th Octet
Pad = 0x00 47th Octet
Pad = 0x00 48th Octet
1 ‘ Message Type 49th Octet
[
[ ]
[ ]
Marvell IPv6 MLD
Snoop Format
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5.4 Quality of Service (QoS) Classification

The Ingress block has the task of determining the priority of each frame to be used for the internal Queue Control-
ler (QPri) as well as the priority assigned to the frame (FPri) if the frame egresses the switch tagged (Section
5.8.4). The Ingress block does not perform the QoS switching policy, which is the task of the Queue Controller
(Section 5.6). Instead, it has the job of determining the QPri and FPri assigned to each frame for the Queue Con-
troller and Egress block. The priority of a frame is determined by the following process (in this process order,
therefore the last process step determines the final priority).

1. IEEE Tagged Frame Priority Extraction (Section 5.4.1)
IPv4 and IPv6 Frame Priority Extraction (Section 5.4.2)
Default Priority (Section 5.4.3)

Initial Priority Override (Section 5.4.4)

Frame Type Priority Override (Section 5.4.5)

Layer 2 Priority Override (Section 5.4.6)

o0k WM

5.4.1 IEEE Tagged Frame Priority Extraction

All ingressing frames with an 0x8100 ether type right after the frame’s Source Address (see Figure 27) have their
IEEE Tagged PRI bits mapped into the port’s 8 entry x 3 bit IEEE Priority Remapping table (Figure 28 - port offsets
0x18 and 0x19). The result of this mapping is assigned as the frame’s current FPri (the frame’s final FPri value is
remarked into the frame’s IEEE Tagged PRI bits if the frame egresses a port tagged). This assignment occurs if
802.1Q is disabled or enabled on the port and occurs regardless of the frame’s VID.

Figure 27: IEEE Tag Format

b7 bo
7 Octets Preamble 0x81 ‘ 1st Octet
1 Octet SFD J/‘

6 Octets Destination Address
6 Octets Source Address grc;;t: Within ‘ 0x00 ‘ 2nd Octet
4 Octets IEEE 802.3ac Tag _lT_La;)n‘somitted
2 Qctets M:Z”i::::’gita ottom \ PRI[2:0] \ \ VID [11:8] \ 3rd Octet
4 Octets > T CFI(Zeroin802.3)
4 Octets FCS

| 4th Octet

VID [7:0]

IEEE 802.3 Tagged
Frame
The IEEE Priority Remapping table can be used to scale some port’s priorities down (for example 7:0 -> 3:0) while
at the same time scaling some port’s priorities up (for example 7:0 -> 7:4) or to ensure certain priorities are
reserved for specific purposes by initially remapping all frames away from reserved priorities (for example 7:0 ->
4:0 protecting priorities 7:5). Later stage priority overrides can then be used to bring-up or restore a particular
steam’s FPri back to a higher level if needed.

Tag Format

The FPri (frame priority) is then mapped into the global IEEE PRI Mapping Table (Global 1, offset 0x18) in order to
assign a QPri (queue priority) to the frame as well.
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Figure 28: Port’s IEEE PRI Mapping

I { DA Y SA YTag] Frame Data { cRC
PRI | Per Fpr QPri
Port 1 Global 1
3 3 Table 2
Table
FPri,
Port Offsets Global 1 3
0x18 & 0x19 Offset 0x18

5.4.2 IPv4 and IPv6 Frame Priority Extraction

All ingressing frames with an 0x0800 ether type (IPv4) right after the frame’s Source Address or right after an
optional IEEE Tag (see Figure 29) have their VER bits checked. If the VER bits = 0x4 then the DiffServ bits are
assigned as the frame’s IP_PRI bits. These IP_PRI bits can be used to determine the frame’s QPri and/or FPri bits
(see Section 5.4.4).

Figure 29: IPv4 Priority Frame Format

b7 bo
7 Octets Preamble VER = 0x4 ‘ Header Size ‘ 1st Octet
1 Octet SFD
6 Octets Destination Address /
6 Octets Source Address Octets Within \ DiffServ | RES | 2nd Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted
2 Octets Type = 0x0800 b ®
MAC Client Data
4 Octets Pad hd
4 Octets FCS v o
IPv4 DiffServ Frame IPv4 Format

All ingressing frames with an 0x86DD ether type (IPv6) right after the frame’s Source Address or right after an
optional IEEE Tag (see Figure 30) have their VER bits checked. If the VER bits = 0x6 then the upper 6 bits of the
Traffic Class (TC[7:2]) are assigned as the frame’s IP_PRI bits. These IP_PRI bits can be used to determine the
frame’s QPri and/or FPri bits (see Section 5.4.4).
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Figure 30: IPv6 Priority Frame Format

b7 bo
7 Octets Preamble VER=0x6 | TC[74] | 1stOctet
1 Octet SFD
6 Octets Destination Address
6 Octets Source Address ?r‘zf;: Within ‘ TC[3:2] ‘ RES ‘ Flow Label ‘ 2nd Octet
(4 Octets) (Optional IEEE 802.3ac Tag) Transmitted
2 Octets Type = 0x86DD ngt:r)n ®
MAC Client Data
4 Octets Pad d
4 Octets FCS L4
IPv6 Traffic Class IPv6 Format

Frame

In both the IPv4 and IPv6 cases, the frame’s IP_PRI bits are mapped into the global IP PRI Mapping Table (Global
1, offsets 0x10 to 0x17) in order to assign a QPri (queue priority) to the frame (Figure 31). The QPri bits are used
as the upper two bits of the frame’s FPri (frame priority). The least significant bit of the FPri in this case comes
from the least significant bit of the port’s DefPri (Default Priority, port offset 0x07).

If these frames egress out a port as IEEE tagged, the FPri value will be written to the frame’s PRI bits (see
Figure 27). This allows the IP priority to determine the tagged priority assigned to the frame.

Figure 31: Port’s IP Pri Mapping

X DA J_ SA [ Tag ) IP Header Frame Data f cre )

DiffServ )
or TC_ | Global QPri,

6 Table , 2
. FPri,

Port's DefPri[0]
Global 1 Offsets Port Offset 0x07 71 3
0x10 to 0x17

5.4.3 Default Priority

All ingressing frames are assigned a default FPri (frame priority) and QPri (queue priority). The port’s Default Pri-
ority (DefPri, port offset 0x07) is assigned as the frame’s FPri. The FPri is then mapped into the global IEEE PRI
Mapping Table (Global 1, offset 0x18) in order to assign a QPri to the frame (see Figure 32).

Figure 32: Port’s Default PRI Mapping

I { DA SA Frame Data { CRC

Ports DefPrii2:0] " Pr1 | Global |QPris
Port Offset 0x07 3] | Table 2

FPris

Global 1 3
Offset 0x18
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5.4.4

Initial Priority Selection

Every frame entering the switch gets two priority values assigned to it. One priority value is used inside the switch
only to determine which output queue the frame is to be mapped into. This is called QPri for queue priority. The

other priority value is used outside the switch only to mark the frame’s PRI bits if the frame egresses a port tagged
(see Figure 27). This is called FPri for frame priority.

The QPri and FPri values are assigned differently to various frame types (see Section 5.4.1 to Section 5.4.3).
Some frames are assigned more than one set of QPri and FPri values. For example an |IEEE tagged IPv4 frame
will get a set of values from the IEEE tag, another set from the IPv4 header and another set from the port. Which
set should be used? Some applications require that the port’s default priority be used regardless of the contents of
the frame. How can this be accomplished? Table 31 shows how the port’s InitialPri register bits along with the
port's TaglfBoth register bit (both at Port offset 0x04) can be used to control which QPri and FPri values are
assigned to a frame (prior to any priority overrides that may occur — Section 5.4.5 to Section 5.4.6).

Table 31: Initial QPri and FPri Selection
Selection InitialPri Ingressing Frame Type TaglfBoth Assigned |Figure and Meaning
Pri’s
Use port's | 0x0 All frame types Don’t Care  QPri= QPriz | QPri = QPris/FPri = FPrig
defaults FPri=FPri; | See Figure 32 - Use port’s defaults
Support Tag | 0x1 Untagged frames Don’t Care QPri = QPriz | QPri = QPri3/FPri = FPrij
priority only FPri=FPri; | See Figure 32 - Use port’s defaults
Tagged frames QPri = QPriy | QPri = QPriq/FPri = FPri4
FPri = FPri4 See Figure 28 - Use Tag’s remapped priority
SupportIPv4 | 0x2 Neither IPv4 nor IPv6 Frames  Don’'t Care | QPri = QPriz | QPri = QPrig/FPri = FPrig
or IPv6 FPri=FPri; | See Figure 32 - Use port’s defaults
priority only IPv4 nor IPv6 Frames QPri = QPriy | Qpri = QPriy/FPri = FPri,
FPri = FPri, | See Figure 31 - Use IP priority
Support 0x3 Neither IPv4 nor IPv6 nor Don't Care  QPri= QPriz | QPri = QPris/FPri = FPrig
IPv4, IPv6 tagged frames FPri=FPri; | See Figure 32 - Use port’s defaults
and Tag Untagged IPv4 or IPv6 frames QPri = QPriy  Qpri = QPriy/FPri = FPri,
priority FPri = FPriy See Figure 31 - Use IP priority
Tagged frames that are not IPv4 QPri = QPriy | QPri = QPriy/FPri = FPriy
nor IPv6 FPri = FPri4 See Figure 28 - Use Tag’s remapped priority
Tagged IPv4 and Tagged IPv6  0x0 QPri = QPri, | Qpri = QPriy/FPri = FPriy
frames FPri = FPri4 See Figure 31 for IP QPri — Use IP QPri

0x1

(Special Case)

QPri = QPri4
FPri = FPrig

See Figure 28 for Tag FPri — Use Tag'’s
remapped FPri priority

QPri = QPriy/FPri = FPriy

See Figure 28 - Use Tag’s remapped priority

| §|| Note

The default setting on the port’s is to support IPv4, IPv6 and Tag priority (InitialPri = 0x3) and to choose a
Tag’s priority over the IPv4 or IPv6 priority (TaglfBoth = 0x1).

TaglfBoth being 0x0 controls only the selection of the internal QPri on frames that are both tagged and IP (with an
InitialPri setting of 0x3). This allows the PRI bits in tagged frames to still come from the port’s IEEE Priority
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Remapping table while the internal QPri comes from the IP portion of the frame. If the PRI bits should be deter-
mined based on the IP priority of the frame instead, use an InitialPri setting of 0x2.

The InitialPri bits are enables on each of the priority classifications giving the designer any combination that is
needed. For instance, if a port based higher priority port is required for a switch design the priority classification
selections can be disabled by setting InitialPri to 0x0 on the port. This leaves the port’s default priority resulting in
all Ingressed frames being assigned the same priority on that port.

5.4.5 Frame Type Priority Override

After a frame’s initial priority selection is made (Section 5.4.4) its queue priority (QPri) can be overridden either up
or down based upon the frame’s type. The frame’s FPri cannot be modified in this way. This allows frames with a
lower importance to be pushed to a lower priority inside the switch, while frames with a higher importance can be
pushed to a higher priority.

The following frame types can have their QPri overridden in the following top to bottom processing order (as any
one frame may meet more than one condition):

Broadcast — frame’s DA = FF:FF.FF:FF:FF:FF

PolMirror — frame is being policy mirrored — Section 5.1.3

PolTrap — frame is being policy trapped — Section 5.1.3

EType — frame’s ether type matches the port's PortEType register — Port offset OxXOF

ARP —frame is an ARP as determined by Section 5.3.3 even if ARP Mirror is disabled on the port (Port offset
0x07)

6. Snoop — frame is an IGMP/MLD as determined by Section 5.3.4 and if IGMP/MLD Snoop is enabled on the
port (Port offset 0x04)

aorODdD=

Each of these QPri overrides have an independent QPri value with an enable in the Priority Override Table (Global
2 offset OxOF). If a frame is Broadcast, PolTrap, EType and ARP, the ARP entry will be accessed from the table (as
it has the highest number in the list above) and used as the frame’s QPri only if the ARP entry is enabled in the
table. Only one access into the Priority Override Table is made per frame. So in this example, if the ARP entry is
not enabled in the table then the frame will not get any QPri override even if one or more of the other possible
frame types (Broadcast, PolTrap and EType in this example) had their QPri override enabled in the table. Because
of this, it is best to fill in all entries in the table when the table is being used.

Notes
» The default settings in the table disable all frame type priority overrides.

* The Priority Override Table (Global 2 offset 0xOF) is also used for Secure Control on DSA ports —
Section 7.8.
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5.4.6 Layer 2 Priority Override

After a frame’s initial priority selection is made (Section 5.4.4) and after any frame type priority override is carried
out (Section 5.4.5) its queue priority (QPri) and/or its frame priority (FPri) can be overridden either up or down
based upon the frame’s DA, SA and/or VID. This allows frames with a lower importance to be pushed to a lower
priority inside and/or outside the switch, while frames of with a higher importance can be pushed to a higher prior-
ity.

The following layer 2 fields can cause a frame’s QPri and/or its FPri to be overridden in the following top to bottom
processing order (as any one frame may meet more than one condition):

1. VID - the frame’s VLAN ID (VID) is contained in the VTU with its UseVIDPeri bits set to a one (Section 9.2.1)
and if the port’s VTU Pri Override bits are non-zero (Port offset 0x0D)

2. SA —the frame’s Source Address (SA) is contained in the ATU with any of the many Priority Override Entry
States (Section 9.1.1), and if the SA is assigned to the port, and if the port’'s SA Pri Override bits are non-zero
(Port offset 0x0D)

3. DA - the frame’s Destination Address (DA) is contained in the ATU with any of the many Priority Override
Entry States (Section 9.1.1), and if the DA is static, and if the port’s DA Pri Override bits are non-zero (Port
offset 0x0D)

If a frame’s VID is contained in the VTU with its UseVIDPri bit set (even if 802.1Q is disabled on the port), the
frame’s QPri will be overridden to the upper two bits of the VID entry’s VIDPri bits if the port's VTU Pri Override
register is set to a 0x2. Its FPri will be overridden to the three VIDPri bits if the port’s VTU Pri Override register is
set to a 0x1. If the port’s VTU Pri Override register is set to a 0x3 then both the frame’s QPri and FPri will be over-
ridden as described above.

Then if a frame’s SA is contained in the ATU with a Priority Override Entry State where the entry’s DPV is associ-
ated with! the frame’s source port, the frame’s QPri will be overridden to the upper two bits of the SA entry’s P bits
if the port’s SA Pri Override register is set to a 0x2. Its FPri will be overridden to the three P bits if the port’s SA Pri
Override register is set to a Ox1. If the port’s SA Pri Override register is set to a 0x3 then both the frame’s QPri and
FPri will be overridden as described above.

Lastly, if a frame’s DA is contained in the ATU with a Priority Override Entry State where the entry is static, the
frame’s QPri will be overridden to the upper two bits of the DA entry’s P bits if the port's DA Pri Override register is
set to a 0x2. Its FPri will be overridden to the three P bits if the port’s DA Pri Override register is set to a 0x1. If the
port's DA Pri Override register is set to a 0x3 then both the frame’s QPri and FPri will be overridden as described
above.

This order of processing places DA priority override above SA priority override which is above VID priority override
(which is above frame type priority override — Section 5.4.5).

Note
The default settings disable all layer 2 priority overrides.
At this point the queue priority used inside the switch by the queue controller (QPri) and the frame priority that will

be marked in the frame’s IEEE Tag PRI bits if the frame egresses a port tagged (FPri), has been decided for the
frame.

1. If the source port is a member of a Trunk (Section 8.10) the ATU Entry must match the source port’s Trunk ID. If the source port is
not a member of a trunk, the ATU Entry must have the source port’s bit set to a one in its DPV.
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5.5 Port Based Ingress Rate Limiting (PIRL)

The role of ingress rate limiting in switches has been increasing as more and more applications require accurate
and predictable rate limiting of traffic entering any given port. The switches may need to either limit traffic at an
aggregate level from a port or limit specific streams of traffic entering a port like unicasts, multicasts, unknowns
etc. It may need to limit the rate for all frames but still keep QoS. The device supports this feature on a per rate
resource basis.

The device supports ‘Best-in-Class’ per port TCP/IP ingress rate limiting along with independent Storm prevention.
Port based ingress rate limiting accommodates information rates from 64 Kbps to 1 Mbps in increments of 64
Kbps, from 1 Mbps to 100 Mbps in increments of 1 Mbps and from 100 Mbps to 1000 Mbps in increments of 10
Mbps.

In addition to this, the device supports Priority based ingress rate limiting. A given ingress rate resource can be
configured to track any of the four priority traffic types based on the frame’s final QPri (refer to ingress policy sec-
tion for priority classification details of incoming frames).

One of the popular schemes for implementing rate limiting is a leaky bucket. The way a leaky bucket scheme
works is that the bucket drains tokens constantly at a rate called Committed Information Rate (CIR) and the bucket
gets replenished with tokens whenever a frame is allowed to go through the bucket. All calculations for this bucket
are done in tokens. Therefore, both bucket decrementing and incrementing is performed using tokens (i.e., frame
bytes are converted into bucket tokens for calculation purposes).

The device supports a color blind leaky bucket scheme. A color blind scheme implies that the frames are not
expected to be marked prior to coming into the system. In some network elements it is required to have a color
aware scheme of rate limiting where a frame marker would mark the frames to a lower priority than what they orig-
inally came in on if that traffic stream were to have violated any of the traffic rules. In the device‘s addressable
applications, no such frame markers exist, thus a color blind scheme is employed.

As shown in Figure 33, the traffic below Committed Burst Size limit (CBS_Limit) is passed without any further
actions. If the traffic burst were to continue and the bucket token depth approaches closer to the Excess Burst
Size limit (EBS_Limit) by less than the CBS_Limit (i.e., EBS_Limit — CurrentBktDepth < CBS_Limit), then a pro-
grammable set of actions are specified.

Note
If the frame gets discarded then the equivalent number of tokens for that frame will not get added to the
bucket.
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Figure 33: Color blind Leaky Bucket for Rate Limiting

Passed packet size

ﬁ based token update

EBS_Limit
Possible actions:
- Discard the packet
- Pass the packet and All bucket calculations
send flow control packet done in units of tokens.
back to the source
CBS_Limit

- Pass the traffic

This bucket supports both \

strict and loose modes of CIR EBS: Excess Burst Size

operation. CBS: Committed Burst Size
CIR: Committed information rate

As shown in Figure 33, the traffic below CBS_Limit is passed without any further actions. If the traffic burst were to
continue and the bucket token depth approaches closer to the EBSLimit by less than the CBSLimit (i.e., EBSLimit
— CurrentBktDepth < CBSLimit), then a programmable set of actions are specified. Note that if the frame gets dis-
carded then the equivalent number of tokens for that frame will not get added to the bucket.

If the EBS_Limit_action were programmed to be in flow control mode, then an Ethernet flow control frame gets
generated and sent to the source port but the incoming frame gets passed through the rate resource. If the port is
operating in half-duplex mode then the port gets jammed.

There are two rate limiting modes that are supported namely, "strict" and "loose" (strict and loose are traffic man-
agement terms).

In strict mode of operation, at any point in the rate resource, if there are not enough tokens to accept a complete
frame the frame wouldn’t get accepted i.e., there is no concept of negative tokens for a given rate resource. In
loose mode of operation, if there are not enough tokens to accept a complete frame the frame would still get
accepted by the rate resource and the token count might go above the EBSLimit but get clamped at the size of the
bucket which is 2 **24-1. Note that in either strict or loose mode of operation when the token count exceeds the
difference between EBSLimit and CBSLimit then the frame would not get accepted. The disadvantage of a strict
implementation is that if there were to be a flow with Video/Audio streaming, as video frames are larger they may
not get accepted but audio frames may go through. However, for TCP applications it is better to do a strict bucket
implementation as large data frames won’t get accepted till there is room for them and thus TCP ACK frames for
previously transmitted frames could get accepted leading to lesser re-transmissions and better overall TCP
throughput.

Another important feature that is supported by the ingress rate limiting block is Packet Sampling. In several net-
work management applications, incoming frames from a given port may need to be sampled to a sampling port.
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An example would be to sample 1 out of n frames from a given port. Any rate resource allocated for a given port
can be configured to be in sampling mode. Once a rate resource is configured to be in sampling mode, it cannot
be used to rate limit any packet types or priority traffic.

The ingress rate resources can be allocated for each port to cover various types of applications. TCP based appli-
cations could have the aggregate information flow for the TCP sessions running through that port limited. Other
types include Broadcast storm prevention, TCP-SYN, TCP-FIN, MGMT, ARP attacks, priority aware rate limiting
and packet sampling.

The following two diagrams indicate examples of how the five ingress rate resources that are available for each
port on the 88E6097 device can be utilized.

Figure 34 describes a typical 88E6097 device Data Rate Limiting example. Figure 35 describes a typical 88E6097
device Priority Based Rate Limiting example.

Note
The 88E6096 device only supports the Bucket 0 and Bucket 1 Rate Limiting buckets.

Any given bucket can be programmed to be aggregate rate based or traffic type based.

Figure 34: Data Rate Limiting Example

R
Broadcast Storm Traffic Bucket0 .
. EBS_Limit
- CBS_Limit
TCP/IP Rate Limiter Bucket1 o Traffic type based:
> %%Sé—'ﬂm]'itt a. Unknown unicast
- b. Unknown multicast
Port Types: c. Broadcast
—‘“’—_ 10 Mbps . Bucket2 d. Mu_ltlcast
- 100 Mbps Port x | DoS Protection Mgmt EBS Limit e. Unicast
- 1000 Mbps > CBS_Limit f.MGMT
> g.ARP
h. TCP Data
Bucket3 i. TCP Control
. o j. UDP
DoS Protection ARP . ggg_t:m Kk Non-TCPUDP
- I. Ingress Monitor Source
m. Policy Mirror (88E6097 only)
n. Policy Trap (88E6097 only)
IMS/Pol Mirror Sampler Bucketd
o EBS_Limit
- CBS_Limit
Limit exceeded actions
- Discard the packet
- Pass the packet and
send flow control notification back to the violating port
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Figure 35: Priority Based Rate Limiting Example

Broadcast Storm Traffic Bucket0
Priority 0 Traffic Bucket1
Port Types:
:180M|3§;s Port x Priority 1 Traffic Bucket2
- 1000 Mbps >
Bucket3
Priority 2 Traffic
Priority 3 Traffic Bucket4

- Discard the packet

EBS_Limit
CBS_Limit

EBS_Limit
CBS_Limit

EBS_Limit
CBS_Limit

EBS_Limit
CBS_Limit

EBS_Limit
CBS_Limit

Limit exceeded acti

ons

- Pass the packet and
send flow control notification back to the violating port

Each port can be assigned up to five ingress rate resources.

Non-rate limiting (NRL) overrides can be programmed on a per-SA, per-DA or for frames that are classified as
management frames by the ingress block.

The per-VID, per-SA or per-DA based NRL overrides are enabled by setting the corresponding bits in the register
Ingress Rate Control register (Offset 0x09) bits 15 down to 13. Note that if either of the SA or DA non-rate limit’s
are set, then both ingress rate limiting logic would not account for that frame in their respective rate limiting calcu-

lations.

*  Frame based
— Count all Layer1 bytes
— Count all Layer2 bytes

— Count all Layer3 bytes
Where the definition of:

Layer1 = Preamble (8 bytes) + Frame’s DA to CRC + IFG (12 bytes)

Layer2 = Frame’s DA to CRC

Layer3 = Frame’s DA to CRC - 18 - 4 (if frame tagged)

e TypeMask

Any of the following frame types can be selected to be tracked as part of the rate resource calculations. As

Traffic type based:
a. Unknown unicast
b. Unknown multicast
c. Broadcast
d. Multicast
e. Unicast
f. MGMT
g. ARP
h. TCP Data
i. TCP Control
j. UDP
k. Non-TCPUDP
I. Ingress Monitor Source
m. Policy Mirror (88E6097 only)
n. Policy Trap (88E6097 only)

this is a bit vector, more than one frame type can be selected for a given rate resource.
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— Management (MGMT), Multicasts, Broadcasts, Unicasts, Address Resolution Protocol (ARP), TCP
Data, TCP Ctrl, UDP, Non-TCPUDP, IMS, PolicyMorror, PolicyTrap, Unknown Unicasts or Unknown
Multicasts

RateType

— Rate based or traffic type based

Bucket_Increment (12 bits)1

BucketRateFactor (16 bits)’

EBS/CBS Limits (24 bits)1

ActionMode

— Discard

— Send flow control back to the source port if flow control is enabled for that interface

Flow control mode is expected to be programmed on ports that have a trusted flow control mechanism avail-

able. EBSLimitAction is a per-port characteristic. If a port has multiple rate resource buckets then all those
buckets enabled are expected to be programmed with the same ActionMode.

Sampling Mode

This bit configures the rate resource to be in packet sampling mode. The devices support sampling of PolMir-
rored frames and for frames entering a port whose IMS bit (Switch Port register, offset 0x08) is set to 0x1.
Note that frames that get discarded in any of the rate buckets for that port will not get accounted for in the
sampling mode calculations. Also note that if the rate resource is configured to be in sampling mode opera-
tion, then the Bucket Rate Factor parameter described above is expected to be configured to 0x0 and the
CountMode is expected to be configured to 0x0 i.e., Frame based.

Account for Filtered discards

This bit setting decides whether to account for frames that have been discarded because of other frame filter-
ing reasons. To account for all frames coming into a given port(s) associated with this rate resource, this bit
needs to be set.

Account for Queue Congestion discards

This bit setting decides whether to account for frames that have been discarded by the queue controller due
to queue congestion reasons. To account for all frames coming into a given port(s) associated with this rate
resource, this bit needs to be set.

PIRLFCMode

This bit determines when the EBSLimitAction is programmed to generate a flow control message, the deas-
sertion of flow control is controlled by the PirlFCMode bit. When this bit is programmed to a zero, flow control
gets de-asserted only when the ingress rate resource has become empty and when this is programmed to a
one, flow control gets de-asserted when the ingress rate resource has enough room left as specified by the
CBSLimit. For example if CBSLimit is programmed to 0x60000, then if there is room for at least 0x60000
tokens available in the rate resource bucket then a frame is accepted.

PriOrPT (Priority or Packet Type)

This defines whether the rate resource needs to derive the types of frames to track based on the priority of the
incoming frame or based on the frame type.

1. Refer to the Bucket Configuration register (PIRL registers - Offset 0x00) for further details.
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5.6 Queue Controller

The device’s queue controller uses an advanced non-blocking, four priority, output port queue architecture with
Resource Reservation. As a result, the device supports definable frame latencies with guaranteed frame delivery
(for high priority frames) without head-of-line blocking problems or non-blocked flow disturbances in any con-
gested environment (for all frame priorities).

5.6.1 Frame Latencies

The device can guarantee frame latencies owing to its unique, high performance, four priority queuing system. A
higher priority frame is always the next frame to egress a port when a port is currently egressing frames of a lower
priority1. This is true regardless of the priorities and regardless the egress port’s Scheduling2 mode of the switch.

5.6.2 No Head-of-Line Blocking

An output port that is slow or congested never effects the transmission of frames to uncongested ports. The
device is designed to ensure that all uncongested flows traverse the switch without degradation regardless of the
congestion elsewhere in the switch.

5.6.3 QoS with and without Flow Control

The Queue Controller is optimized for three modes of operation:

*  Flow Control disabled on all ports
*  Flow Control enabled on all ports
*  Flow Control enabled on some ports and disabled on the rest

When flow control is enabled no frames are dropped and higher priority flows receive higher bandwidth through
the switch (i.e., these flows are less constrained if there is congestion between a higher and a lower priority flow).
The percentage of bandwidth that each flow receives is determined by the Scheduling mode see (Section 5.6.6).
Flow control prevents frames from being dropped but it can greatly impact the available bandwidth on any network
segment that is utilizing flow control. The latency of higher priority data on flowed-off network segments also
increases since industry constrained standard flow control mechanisms stop all frames from being transmitted.
Therefore, flow control may not be desirable in a QoS switch environment. For this reason, the device is also opti-
mized to work properly without flow control.

When flow control is disabled and congestion occurs for an extended period of time, frames will be dropped. This
is true in all switches. The device drops the correct frames, i.e., the lower priority frames. In this case, the higher
priority flows get a higher percentage of the free buffers. The percentage of buffers they get is determined by the
Scheduling mode (see Section 5.6.6).

For the mixed flow control case, frames are dropped if congestion occurs on the non-flow controlled paths while
the flow controlled paths do not drop any frames. The percentage of bandwidth each port receives is priority based
and fairness is maintained between all the ports in the switch (determined by the Scheduling mode). In the mixed
mode case, frames will not be dropped only if both the source and the destination port(s) of the frame have flow
control enabled. If a flow control enabled ingress port maps a frame to a non-flow control enabled egress port the
frames will be dropped if congestion occurs (the same drop action will occur if the ingress port is not flow control
enabled while the egress port has flow control enabled).

1. This is true as long as the default Weighting Table is used - Section 5.6.7.
2. The Scheduling mode selects a strict priority, an 8-4-2-1 weighted round robin, or a mixture of the two — Section 5.6.7
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5.6.4 Guaranteed Frame Delivery without Flow Control

The device can guarantee high priority frame deIivery1, even with Flow Control disabled, due to its intelligent
Resource Reservation system. Having an output queue with multiple priorities is not sufficient to support Quality of
Service (QoS) if the higher priority frames cannot enter the switch due to a lack of buffers. The device reserves
buffers for higher priority frames so they can be received and then switched. These high priority buffers are the
first to get replenished from the Free Queue which prepares the receiving port for the next high priority frame.

5.6.5 The Queues

The queues in the device are shown in Figure 36.

Figure 36: Switch Queues

Multicast
Handler

Free Queue

Output Queues

Ingress o >
Port 0 — gifers > :j—> Port 0
# Output Queues f
Ingress o >
Port 1 — glfers Queve | & :j» Port 1
Manager
i Output Queues
Ingress
Portn — gliers Port n

5.6.5.1 Queue Manager

At reset?, the Queue Manager initializes the Free Queue by placing all the buffer pointers into it and ensures that
all the other queues are empty. Then it takes the first available free buffer pointers from the Free Queue and
assigns them to any Ingress port that is not Disabled® and whose link* is up. The switch is now ready to accept
and switch packets. Whenever any port’s Link goes down or if the port is set to the Disabled Port State the port’s
ingress Buffers and Output Queue buffers are immediately returned to the Free Queue. This prevents stale or lost
buffers and allows the Free Queue to be as large as possible so larger bursts of momentary congestion can be
handled. When a non-Disabled port’s Link comes back up it gets its Ingress Buffers back so it can start receiving
frames again.

When a MAC receives a packet it places it into the embedded memory at the address pointed to by the Input
Pointers it received from the Queue Manager. When the packet is received, the MAC transfers the pointer(s) to the
Queue Manager and requests new buffers from the Free Queue. If the Free Queue is empty the MAC does not

1. If all the frames entering a port are all high priority at wire speed their delivery cannot be guaranteed.

2. The Queue Manager is reset by either the hardware RESETn pin or a software reset by the SWReset bit in the Switch Global Control
register (Global 1 offset 0x04).

3. If a port is in the Disabled Port State (Port offset 0x04) its Ingress buffers are left in the Free Queue for other ports to use.

4. SERDES-based ports need to get a Link up from the PHY, (G)MII based ports have Link up if they are enabled.
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receive any pointers until they become available. If the MAC starts to receive a packet when it has no pointers, the
packet will be dropped. Flow control will be asserted before this occurs if it's enabled.

The Queue Manager uses the data returned from the Lookup Engine (see Section 4.4.1) and the Ingress Logic
(see Section 5 to Section 5.4) to determine which Output Queue or Queues the packet’s pointer should go to and
at what priority. At this point, the Queue Manager modifies the desired mapping of the frame depending upon the
mode of the switch and its level of congestion. Two modes are supported, with and without Flow Control. Both
modes are handled at the same time and can be different per port (i.e., one port has Flow Control enabled and
another has it disabled).

If Flow Control is enabled on an Ingress port the frame is switched to the desired Output Queues if the egress port
also has Flow Control enabled. This is done so frames are not dropped. Instead, the Queue Manager carefully
monitors which Output Queues are congested and enables or disabled Flow Control on the Ingress ports that are
causing the congestion. This approach allows uncongested flows to progress through the switch without degrada-
tion.

If Flow Control is disabled on an Ingress port or the Egress port the frame may be discarded instead of being
switched to the desired Output Queue(s). If a frame is destined to more than one Output Queue it may get
switched to some and not others. The decisions are complex as the Queue Manager takes many pieces of infor-
mation into account before the decision is made. The Queue Manager looks at the priority of the current frame, the
current level of congestion in the Output Queue(s) the frame is being switched to and the current number of free
buffers in the Free Queue. The result is uncongested flows transverse the switch unimpeded and higher priority
frames get in and through the switch faster even if there is congestion elsewhere in the switch.

5.6.5.2 Output Queues

The Output Queues receive and transmit packets in the order received for any given priority. This is very important
for some forms of Ethernet traffic. The Output Queues will be emptied as fast as they can — but they could empty
at different rates. This could be due to a port being configured for a slower speed or it could be caused by network
congestion (collisions or flow control).

Each port contains four independent Output Queues, one for each priority. The order the frames are transmitted
out each port is controlled by the port’s Scheduling bits (Port offset 0x0A). Strict, weighted round robin priority, or a
mixture of the two can be selected (see Section 5.6.6). The weighted round robin is programmable (Section 5.6.7).

After a packet has been transmitted fully out to the MAC, the Output Queue passes the transmitted packet's
pointer(s) to the Multicast Handler for processing. The MAC then begins transmitting the next packet.

5.6.5.3 Multicast Handler

The Multicast Handler receives the pointers from all the packets that were transmitted. It looks up each pointer to
see if this packet were directed to more than one Output Queue. If not, the pointers are returned to the Free
Queue where they can be used again. If the frame was switched to multiple Output Queues the Multicast Handler
ensures that the frame has egressed all of the ports to which it was switched before returning the pointer(s) to the
Free Queue.

5.6.6 Per Port Fixed or Weighted Priority

The device supports strict priority, weighted round robin, or a mixture on a per egress port selection basis. The
selection is made by the Scheduling bits at Port offset 0x0A. In the strict priority scheme all top priority frames
egress for a port until that priority’s queue is empty, then the next lower priority queue’s frames egress, etc. This
approach can cause the lower priorities to be starved out preventing them from transmitting any frames but also
ensures that all high priority frames Egress the switch as soon as possible. In the weighted scheme an 8, 4, 2, 1
weighting is applied to the four priorities unless an alternate weighting is programmed into the QoS Weights Table
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(Section 5.6.7). This approach prevents the lower priority frames from being starved out with only a slight delay to
the higher priority frames.

Some applications may require the top priority queue, or the top two priority queues to be in a fixed priority mode
while the lower queues work in the weighted approach. All scheduling modes are selectable on a per port basis
using the port’s Scheduling bit at Port offset 0x0A as follows:

*  0x0 = Use weighted round robin for all queues

*  Ox1 = Use strict priority for queue 3 and weighted round robin for queues 2, 1 and 0

*  0x2 = Use strict priority for queues 3 and 2, and weighted round robin for queues 1 and 0
*  0x3 = Use strict priority for all queues

5.6.7 Programmable Weighting Table (88E6097 Only)

The device supports a programmable weighting table that is global for all ports. The table not only defines the
weights of each priority queue, but also the sequence order as to how frames are to egress the ports. Any
sequence and weighting can be defined that can fit into 128 sequence steps.

5.6.7.1 The Default Table

The default table uses an 8, 4, 2, 1 weighting meaning 8 entries for priority 3, 4 entries for priority 2, etc. In
sequence order, this weighting table looks like: 3, 2, 3,1, 3, 2, 3,0, 3, 2, 3, 1, 3, 2, 3 where the numbers 0 to 3 rep-
resent priorities 0 to 3 respectively. Counting each of the numbers in the sequence shows there are 15 steps
(which is also equal to the sum of the weights 8+4+2+1=15).

The ordering of this table defines the priority order in which frames will egress a port assuming all four priority
queues on the port are full. The sequence is important because it defines when higher priority frames are allowed
to egress the port. Look at the default sequence in the paragraph above. If priority queue 0 is the only queue with
frames in it, these frames will egress the port at full wire speed. This is because the ‘next queue to service’ deci-
sion is always accomplished in one clock. So if the ‘queue to service’ pointer is in the middle of the list at ‘0’, and if
queues 3, 2, and 1 are empty, then the pointer will jump back around to ‘0’ in one clock and then next frame to
egress the port will come from queue 0.

While this is occurring, if a new frame is mapped into the port’s egress queue at priority 1 it will be the next frame
to egress because the number ‘1’ occurs in the sequence list before then next ‘0’ does. The same thing will occur
if the new frame was mapped at priority ‘2’ or ‘3".

Suppose queue 2 is the only queue with frames in it. These frames will egress the port at full wire speed as the
‘queue to service’ pointer goes from the 1st ‘2’ in the list to the next one and so on. If queue 1 gets some frames in
its queue the sequence would be: 2,1, 2,2,1,2 whichrepeatsas 1, 2,2, 1, 2, 2,... as the ‘3’s and ‘0’s are
skipped. More importantly, if a priority 3 frame comes along in this example, it will always be the next frame to
egress since a ‘3’ follows every other entry in the list. So no matter where the current ‘queue to service’ pointer is
in the list, queue 3 will always be next. The same statement can be made for priority 2 if queue 3 is empty. The
number ‘2’ follows every ‘1’ and ‘0’ assuming ‘3’ is skipped (because it was empty).

5.6.7.2 Alternate Weighting Tables
The default 8, 4, 2, 1 weighting sequence is:

3,2,3,1,3,2,3,0,3,2,3,1, 3,2, 3 (a 15 step sequence)
The same 8, 4, 2, 1 weighting can be programmed into the device as the following sequence:
3,3,3,3,3,3,3,3,2,2,2,2,1,1, 0 (a 15 step sequence)

While this sequence has the same weights, it ordering is very different! While this sequence allows larger bursts
from the higher priorities, it does so at a latency penalty. For example, assume the current ‘queue to service’
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pointer is pointing to the 1st 2 in the list when a priority ‘3’ frame comes along. The priority 3 frame may have to
wait behind six frames before it can egress (three more 2’s, two “1’s and one ‘0’). Keep this in mind when defining
an alternate weighting.

To support bursts of priority ‘3’ frames while at the same time ensuring they are always the next frame out of the
switch, the following weighting sequence could be used:

3,33323,3,3,313,3,33,2,3,3,3,3,03,3,3,3,2,3,3,3,3,1,3,3,3,3,2,3,3,3,3
(a 24, 4, 2, 1 weighting sequence with 31 steps)

5.6.7.3 Programming the QoS Weighting Table

Program the QoS Weighting Table as follows. The default 3, 2, 3, 1, 3, 2, 3, 0, 3, 2, 3, 1, 3, 2, 3 weighting
sequence will be used as an example:

1. Define your weighting sequence. Make sure all queues (3, 2, 1 and 0) show up at least once in the sequence.

If a queue is left out of the sequence frames will never egress from that queue and the memory buffers used

by these frames will be forever stuck behind the port.

Take the 1st four entries in the sequence (3, 2, 3, 1) and reverse their order (to 1, 3, 2, 3).

Write each sequence number in binary in the new order to form an 8-bit value (0111 1011).

Write this 8-bit value to the 1st pointer (0x00) in the QoS Weights register (Global 2, offset 0x1C).

Repeat for the next 4 entries in the sequence until there are no more entries. Assume zeros for non-existent

entries. Loading the example is continued as follows:

a) 3, 2, 3, 0 becomes 0011 1011 written to pointer 0x01

b) The second 3, 2, 3, 1 becomes 0111 1011 written to pointer 0x02

c) The last 3, 2, 3 becomes 0011 1011 written to pointer 0x03 — the first 00 is the non-existent entry

6. Unused entries do not need to be written

7. Write the sequence length (OxOF since there are 15 steps in the example) to pointer 0x20. This defines the
length of the sequence and causes the new sequence to be installed and used (prior to performing this write
the previous QoS weight table is used).

ok wn

| §|| Note

All QoS weight values (3, 2, 1 and 0) must show up in the table at least once or improper switch operation
will occur.

5.7 Embedded Memory

The device’s MACs interface directly to the embedded 1Mb (4Kx256) Multi-port Synchronous SRAM (MP-
SSRAM). The SSRAM is running at 125 MHz and the data bus is 256 bits wide. The memory interface provides up
to 32 Gigabits per second bandwidth for packet reception/transmission. This memory bandwidth is enough for all
of the ports running at full wire speed in full-duplex mode with minimum size frames.
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5.8 Egress Policy

The Egress Policy block is used to modify the normal packet flow through the switch, by limiting which frames are
allowed to egress, as well as modifying or updating the contents of the frames as they egress. All ports have iden-
tical capabilities.

* Non-management frame types can be blocked from leaving the switch to support Spanning Tree Protocol
(Section 5.1.1 for classic 802.1D and Section 5.2.3 for 802.1s).

*  Frames with an unknown unicast Destination Address (i.e., one not found in the address database — Section
4.4.1) can be prevented from egressing any port (Section 5.8.1).

*  Frames with an unknown multicast Destination Address (i.e., one not found in the address database — Sec-
tion 4.4.1) can be prevented from egressing any port (Section 5.8.2).

¢ 802.1Q Secure and Check Mode can filter out frames whose VID is not contained in the VLAN database
(Section 5.8.3).

* Port based VLANSs using the port's EgressMode bits (Port offset 0x04) and/or 802.1Q VLANSs using the VID’s
MemberTag bits as stored in the VTU (Section 9.2.1) are used to determine if a frame is to be transmitted
Unmodified, Tagged or UnTagged (Section 5.8.4).

* Port based Egress Rate Shaping is supported with Frames-per-Second or Layer 1, Layer 2 or Layer 3 Bits-
per-Second with support for 802.3ar’'s Frame Overhead (Section 5.8.5).

| §|| Note

Provider Tagging, otherwise known as Double Tagging or Q-in-Q Tagging is also supported. See Section

5.8.1 Forward Unknown/Secure Port

The device can be configured to prevent the forwarding of unicast frames with an unknown destination address
(i.e., the address is not present in the address database — Section 4.4.1). The forwarding can be prevented on a
per port basis by adjusting the port's EgressFloods bits in the Port Control register (Port offset 0x04) so that
frames with unknown unicast addresses only go out from the port or ports where a server or router is connected.

This, together with the disabling of automatic address learning on a port (Section 4.4.3), allows a port to be config-
ured as a Secure Port. A Secure Port allows communications to and from approved devices (by MAC address)
only. In this mode all approved devices need to have their MAC address loaded as static into the address data-
base (Section 9.1.1). When a new device tries to access the network through a Secure Port that new device’s
address is not automatically learned (learning must be disabled on Secure Ports) but its frame can progress to the
server. When the server replies by sending a unicast frame back to the new device’s address, that frame does not
make it to the new device since the new device’s address is not in the address database and frames with unknown
unicast addresses are not allowed to egress the Secure Port. This effectively ends the communication between
the un-approved new device and the rest of the network. Secure Port is similar to the 802.1X (Section 4.4.7) with-
out the authentication server and the associated interrupts to the CPU.

5.8.2 Forward Unknown for Multicasts

The device can be configured to prevent the forwarding of multicast frames with an unknown destination address
(i.e., the address is not present in the address database — Section 4.4.1). The forwarding can be prevented on a
per port basis by adjusting the port's EgressFloods bits in the Port Control register (Port offset 0x04) so that
frames with unknown multicast addresses only go out from the port or ports where a server or router is connected.
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By default, the Broadcast address (FF:FF:FF:FF:FF:FF) is considered a multicast address and frames with this
destination address will not egress ports configured to prevent unknown multicasts from egressing. Two other
options for the Broadcast address are available:

1. Load the Broadcast address into the address database so that it is known. This address would need to be
loaded into each FID (Forwarding Information Database - Section 4.4.8) that requires Broadcast frame’s to
egress — giving control over which FIDs allow Broadcasts.

2. Or, consider frames with the Broadcast address to be special and not part of the group of other unknown mul-
ticast addresses, which is accomplished by setting the global FloodBC bit to a one (Global 2, offset 0x05).
This allows frames with the Broadcast destination address to egress all ports even if the port's EgressFloods
bits prevent unknown multicasts from egressing.

| §|| Note

A port’'s EgressFloods bits prevent frames from egressing the port, only if the frames would have egressed
the port when EgressFloods is in its default setting (i.e., allow all unknown frames to egress).

5.8.3 Secure 802.1Q VLANs

Egress security filtering can be performed on any egress port whose 802.1Q Mode (Port offset 0x08) is Secure or
Check. This feature is useful when a frame enters the device on a port where the 802.1Q Mode is Fallback or
802.1Q Disabled. In this case the frame may get mapped to a port configured in 802.1Q Secure or Check Mode
even if the VID assigned to the frame during ingress is not in the VLAN database (i.e., the frame is mapped using
the ingress port’'s Port Based VLANSs). The default action of 802.1Q Mode Secure or Check is to discard the
egressing frame since its VID is not in the VTU.

This egress security filtering policy can be disabled by setting the global NoEgrPolicy bit to a 1 (Global 2, offset
0x1D).

| §|| Note

If a Tagged frame enters a port where the 802.1Q Mode is Disabled, the VID used for the egress Secure
or Check functions is the source port’s DefaultVID (Port offset 0x07).
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5.8.4 Tagging and Untagging Frames

Egress tagging and untagging is supported dynamically using 802.1Q VLANS, or statically using Port Based
VLANs. The mode that is used on a port is determined by the egress port’s 802.1Q Mode bits (Port offset 0x08) as
follows:

¢  Secure or Check — The MemberTag bits (in VTU Data register, Global 1 offsets 0x07 to 0x09) associated with
the VID assigned to the frame during ingress determines if the frame should egress unmodified, tagged or
untagged (assuming egress security filtering is being performed — Section 5.8.3, else Secure and Check
works like Fallback below).

* Fallback — The MemberTag bits associated with the VID assigned to the frame during ingress determine if the
frame should egress unmodified, tagged or untagged if the VID is contained in the VLAN database (Section
9.2.1). If the VID is not found in the VLAN database, or if the VID is found with the port's MemberTag bits set
to 0x3, the frame egresses unmodified, tagged or untagged determined by the port's EgressMode bits (Port
offset 0x04).

* 802.1Q Disabled — The port’s EgressMode bits determine if the frame will egress unmodified, tagged or
untagged.

The device performs the following actions on the egressing frame depending upon the Egress tagging mode that
was determined above:
e Transmit Unmodified” - UnTagged frames egress the port UnTagged. Tagged frames egress the port Tagged.

e Transmit UnTagged2 - UnTagged frames egress the port unmodified. The IEEE Tag on Tagged frames is
removed, the frame is zero padded if needed®, and a new CRC is computed for the frame.

e  Transmit Tagged4 - Tagged frames egress the port unmodified. An IEEE Tag is added to UnTagged frames
and a new CRC is computed. The contents of the added tag is covered in Section 5.8.4.1.

The format of an IEEE Tagged frame is shown in Figure 37.

| §|| Notes

» A physically Tagged frame is considered Tagged for the above egress frame modifications only if it
enters a port where 802.1Q is enabled (i.e., the port’s 802.1Q Mode in Port offset 0x08 is Secure,
Check or Fallback). If a switch is configured where some ports have 802.1Q enabled (using Q VLANs)
and some ports have 802.1Q disabled (using Port Based VLANSs) extreme care is required to prevent
physically Tagged frames from egressing double tagged (because physically Tagged frames are
considered UnTagged for egress frame modifications if they enter a port where 802.1Q is Disabled).
The best way to prevent this is set all port’'s EgressMode bits (Port offset 0x04) to Transmit
Unmodified. This ensures frames are transmitted looking the way they did when they entered the
switch unless the egress port’s 802.1Q is Enabled and the frame’s VID is in the VTU. Make sure the
DefaultVID (Port offset 0x07) on ports where 802.1Q is Disabled is not contained in the VTU, or ifit s,
make sure its MemberTag bits are set to Transmit Unmodified.

« If a Tagged frame is Transmitted Tagged, its VID is updated to be the VID assigned during Ingress
(Section 5.2.2.5) and its PRI bits are updated to be the FPri assigned during Ingress (Section 5.4).

1. This is the default setting so the switch acts as a transparent switch.

2. Needed when switching frames to end stations that don’t understand Tags.

3. Tagged frames that are less than 68 bytes are padded with zero data to ensure the UnTagged frame is at least 64 bytes in size.
4. Typically used when switching frames into the core or up to a server.
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Figure 37: IEEE Tag Format

b7 bo
7 Octets Preamble 0x81 ‘ 1st Octet
1 Octet SFD
6 Octets Destination Address
6 Octets Source Address (F)rC:nl: Within ‘ 0x00 ‘ 2nd Octet
4 Octets |IEEE 802.3ac Tag Transmitted
2 Octet Length/Type Top to
Ctets
TAG ol yD Bottom ‘ PRI[2:0] ‘ ‘ VID [11:8] ‘ 3rd Octet
ient Data
- i
4 Octets Pad CFI (Zero in 802.3)
4 Octets FCS
v VID [7:0] | 4th Octet
IEEE 802.3 Tagged Tag
Frame Format

5.8.4.1 Adding a Tag to Untagged Frames

When a Tag is added to an UnTagged frame the Tag is inserted right after the frame’s Source Address. The four
bytes of added data are:

*  The 1st Octet is always 0x81

* The 2nd Octet is always 0x00

¢ The PRI bits indicate the frame’s priority (FPri) determined during Ingress (Section 5.4)

* The CFl bit is always set to a zero

* The VID bits indicate the VID assigned to the frame during Ingress (Section 5.2.2.5)

| §|| Note

A Tag that is added due to Provider Tagging is done differently. See Section 6.

5.8.4.2 Priority Re-Map and Priority Override

When a Tagged frame egresses a port Tagged, the PRI bits in the tag are modified to reflect the frame’s priority
(FPri) that was determined during Ingress (Section 5.4). The PRI bits can be re-mapped by the ingress port’'s IEEE
Priority Remapping registers (Port offsets 0x18 and 0x19) or the frame’s PRI bits can be ignored and the ingress
port’s default priority used instead, or the frame’s priority can be overridden.

| §|| Note

A physically Tagged frame is considered Tagged for egress frame modification purposes only if the frame
entered a port whose 802.1Q Mode is enabled (Port offset 0x08).

5.8.4.3 VID 0x000 and VID Override

A Tagged frame egressing a port Tagged may have its VID bits modified. If the Ingressing frame’s VID was 0x000,
or if the Ingress port’s DefaultVID (Port offset 0x07) is assigned to the frame instead. See Section 5.2.2.5.

| §|| Note

A physically Tagged frame is considered Tagged for egress frame modification purposes only if the frame
entered a port whose 802.1Q Mode is enabled (Port offset 0x08).
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5.8.5 Egress Rate Shaping

A switch design may need to limit the transmission rate of egressing frames but still keep QoS. The device sup-
ports this on a per-port basis by setting bits in the port’s Egress Rate Control registers (Port offsets 0x09 and
0x0A). Egress rate limiting is performed by shaping the output load on a per-frame basis (i.e., the inter frame gap
is increased between each transmitted frame to meet the selected mode).

The supported modes are:

*  Count frames for a Frames-per-Second rate

e Count Layer 1, Layer 2 or Layer 3 bytes for a Bits per Second rate adding an optional fixed Frame Overhead
adjustment per frame to account for upstream frame modifications

5.8.5.1 Frames-per-Second Egress Shaping

Each port can count frames for a Frames-per-Second rate in the range of:

e 7700 frames per second up to 1,490,000 frames per second.

| §|| Note

For reference: 1518 bytes frames at 100 Mbps is 8128 frames per second and 64 byte frames at 1000
Mbps is 1,488,095 frames per second.

Two registers are used to set the desired Frames-per-Second rate. These are EgressRate (Port offset 0x0A) and
EgressDec (Port offset 0x09). The formula to use is:

EgressRate = EgressDec / (32 ns * Desired Egress Frame Rate per Second)

| §|| Note

It is recommended that EgressDec = 0x01 when counting Frames-per-Second

For Example: Set the egress rate to 7700 frames-per-second
EgressRate = EgressDec / (32 ns * 7700 frames-per-second)
EgressRate = 1/ (0.000000032 * 7700)

EgressRate = 4058.44 or 0xFDA

EgressDec = 0x01

Due to the cropping of fractions, the actual rate will be:
ActualRate = EgressDec / (32 ns * EgressRate)
ActualRate = 1/ (0.000000032 * 4058)
ActualRate = 7700.84 frames per second

| §|| Note

If the desired rate is a ‘not to exceed’ rate then increment the EgressRate register value by 1 if there is a
non-zero fraction in the decimal result. In the above example a value of OxFDB for would be needed for a
‘not to exceed’ rate of 7700 frames-per-second. In this case, the ActualRate will be 7698.94 FPS.
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5.8.5.2 Bits-per-Second Egress Shaping
Each port can count bytes for a Bits-per-Second rate in the range of:
* 64 kbps to 1 Mbps in 64 kbps steps

* 1 Mbps to 100 Mbps in 1 Mbps steps
* 100 Mbps to 1000 Mbps in 10 Mbps steps

| §|| Note

Other rates in between those stated above are possible by using the generic equation stated below, but
only the rates stated above have been verified.

Three registers are used to set the desired Bits-per-Second rate. These are CountMode and EgressRate (both at
Port offset 0x0A), and EgressDec (Port offset 0x09).

CountMode is used to select which bytes in the frames to count as follows:

¢ Count Layer 1 bytes (8 Preamble bytes + Frame’s DA to CRC + 12 IFG bytes)

¢  Count Layer 2 bytes (Frame’s DA to CRC)

*  Count Layer 3 bytes (Frame’s DA to CRC — 18 Layer 2 bytes — 4 byte if frame is Tagged)
EgressRate and EgressDec are used to set the desired Bits-per-Second using the following formula:

EgressRate = 8 bits * EgressDec / (32ns * Desired Egress Bit Rate per Second)

| §|| Notes

»  When egress rate shaping in the 64 kbps to 1 Mbps range it is recommended to set EgressRate =
0xF42 (to select 64 kbps steps) and use EgressDec to select the number of 64 kbps steps to use. For

example: set EgressDec to 0x01 for 64 kbps, set it to 0x02 for 128 kbps, set it to 0x03 for 192 kbps, etc.

* When egress rate shaping in the 1 Mbps to 100 Mbps range it is recommended to set EgressRate =
OxOFA (to select 1 Mbps steps) and use EgressDec to select the number of 1 Mbps steps to use. For
example: set EgressDec to 0x01 for 1 Mbps, set it to 0x02 for 2 Mbps, set it to 0x03 for 3 Mbps, etc.

* When egress rate shaping in the 100 Mbps to 1000 Mbps range it is recommended to set EgressRate
= 0x019 (to select 10 Mbps steps) and use EgressDec to select the number of 10 Mbps steps to use.
For example: set EgressDec to 0x0B for 110 Mbps, set it to 0x0C for 120 Mbps, set it to 0x0D for 130
Mbps, etc.

For Example: Set the egress rate to 256 k bits-per-second
EgressRate = 3906.25 or 0xF42 (see NOTEs above)
EgressDec = 0x04 (256 k /64 k = 4)
Due to the cropping of fractions, the actual rate will be:
ActualRate = 8 bits * EgressDec / (32 ns * EgressRate)
ActualRate = 32 / (0.000000032 * 3906)

ActualRate = 256.016 bits-per-second
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| §|| Note

If the desired rate is a ‘not to exceed’ rate then increment the EgressRate register value by 1 if there is a
non-zero fraction in the decimal result. In the above example a value of 0xF43 for would be needed for a
‘not to exceed’ rate of 256 k bits-per-second. In this case, the ActualRate will be 255.950 kbps.

5.8.5.3 Frame Overhead Egress Shaping

When a port is configured in one of the Bits-per-Second egress rate shaping modes (Section 5.8.5.2) an optional
overhead count, which follows the IEEE 802.3ar proposals, can be added to each frame. This fixed overhead is
designed to adjust the egress rate taking into account frame modifications that may occur upstream from this
device, such as adding a tag to the frame.

Frame Overhead (Port offset 0x09) can add a fixed delay to each frame in the amount of 0 to 60 bytes in 4 byte
increments. The Frame Overhead byte delay is added to the bytes that were counted in the frame (Count Mode —
Port offset 0x0OA) to adjust the egress rate shaping accordingly.
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Section 6. Provider Mode Ports

The discussions that follow assume that Provider ports are set in Provider mode (i.e., FrameMode = 0x2 at Port
offset 0x04) and that Customer ports are set in Normal Network mode (i.e., FrameMode = 0x0 at Port offset 0x04).
Provider mode is sometimes referred to as Double Tagging, Q-in-Q, or IEEE 802.1ad.

Provider ports are designed to bridge between Customer ports and Provider ports and visa versa. More than one
Provider port can be supported (in a single device or between multiple devices interconnected with DSA ports —
Section 7).

| §|| Notes

*  When one or more Provider ports exist on the switch, Customer ports are expected to be Normal
Network ports as defined in Section 5 although 802.1Q should not be enabled on Customer ports.
Instead Customer ports should use the Port Based VLAN mode if port to port isolation is required for
Customer to Customer data flow separation (Section 5.2.1). The Customer ports’ EgressMode should
also be set to Transmit Unmodified (Port offset 0x04 and Section 5.8.4). These restrictions occur
because the 802.1Q VLAN Database is being used by the Provider Port(s) for S-TAG (Service Tag)
switching and therefore it is not available for C-TAG (Customer Tag) switching and dynamic egress
tag modifications. Per VLAN Spanning Tree (IEEE 802.1s — Section 5.2.3) is not available on the
Customer ports for the same reason (the VTU and STU are being used by the Provider port(s)).

* Provider Ports must have their EgressMode set to 0x0 (transmit unmodified, Port offset 0x04).

Figure 38: Provider vs. Normal Data Planes

Ingress in a Provider Port &

Egress out a Provider Port

‘ Provider Plane ‘
A

]

Ingress in a Normal Port &
Egress out a Provider Port

v
| VLAN Database |

Ingress in a Provider Port &
Egress out a Normal Port

-

‘ Normal Network Plane ‘

6.1 Customer to Provider

As stated in the NOTE above, Customer ports are expected to have their 802.1Q Mode Disabled (Port offset
0x08). This causes the ingress port’s DefaultVID (Port offset 0x07) to be assigned to all ingressing frames as the
Customer’s S-VID regardless if the Customer’s frame is tagged or untagged. The frame is then port based VLAN
limited (by software configuration — Section 5.2.1) to egress only the correct ports, for example, only to the Pro-
vider Port(s). All the other Normal Network features of the device (as described in Section 4 and Section 5) are
available to Customer ports, including Layer 2 PCLs (Section 5.1.3), QoS mapping (Section 5.4) and ingress rate
limiting (Section 5.5), to name a few.
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When the Customer’s frame egresses a Provider Port the frame will egress with an S-TAG (service tag) added in
front of the Customer’s Tag, if one existed in the frame (Figure 39).

Figure 39: Provider Tag Format

b7 bo

7 Octets Preamble PortEType15:8] ‘ 1st Octet

1 Octet SFD
6 Octets Destination Address
6 Octets Source Address gr‘;t;t: Within ‘ PortEType7:0] ‘ 2nd Octet
4 Octets Added Provider Tag Transmitted
4 Octets Optional Customer Tag goton [ FPrii2:0] | [ DefvID [11:8] | 3rd Octet
2 Octets Length/Type

MAC Client Data L o=
4 Octets Pad DefVID [7:0] | 4th Octet
4 Octets FCS
Povider Tagged S-TAG Format
Frame

The Ether type of the added S-TAG (1st and 2nd octet) comes from the egress port’s PortEType register (Port off-
set 0xOF). The PRI bits (3rd octet) comes from the FPri assigned to the frame during ingress (Section 5.4) and the
DEI (Drop Eligible Indicator) is set to zero. The S-VID (3rd and 4th octets) is set to the VID assigned to the frame
during ingress, which will be the source port’s DefaultVID (Port offset 0x07) if 802.1Q Mode is Disabled on the
source port! (Port offset 0x08).

|§|| Note

The action described above occurs the same way regardless if the Customer port and Provider port are
in the same physical switch device, or if they are in separate switch devices interconnected with DSA ports
(Section 7).

6.2 Provider to Customer

When a frame enters a Provider Port, its Ether type (1st and 2nd octet in Figure 39) is compared to the Provider
port's PortEType register (Port offset OxOF). If a match exists, the frame is considered Provider Tagged (i.e., it has
an S-TAG) and the frame’s S-VID (3rd and 4th octets) is assigned as the frame’s VID inside the switch (this cannot
be overridden by the Provider port's ForceDefaultVID bit, Section 5.2.2.6, as a Provider Port is trusted — but read
on below how the ForceDefaultVID bit may be used on Provider Ports). The ether type match also causes the
frame’s S-PRI (3rd octet) bits to be assigned as the frame’s initial FPri. The 4-byte S-TAG is then removed from
the frame (during ingress), getting it ready to be transmitted out a Customer port2. A new CRC is placed on the
frame due to the removal of the S-TAG®. The frame is stored in the switch’s memory looking identical to the way
the Customer sent it into the switch, i.e., it is unmodified as far as the customer is concerned.

If the ingressing frame’s ether type does not match the Provider port’s PortEType register, the frame is not consid-
ered Provider Tagged. In this case the frame is processed as if it entered a Normal Network port getting a VID,

1. Or it will be the S-VID from the frame’s S-TAG if the came in another Provider Port (see Section 6.4).
2. Frames are padded back up with zeros just before the CRC if the frame is less than 64 bytes in size due to the removal of an S-TAG.
3. Ingressing frames with a CRC error are discarded, therefore a bad frame cannot be made good by adding the new CRC.
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FPri and QPri assigned to it as defined in Section 5, with one exception. The Provider port’s DiscardTagged and
DiscardUntagged bits (Port offset 0x08) work differently as follows:

¢ DiscardTagged will discard Provider Tagged frames with a non-zero S-VID

¢ DiscardUntagged will discard non-Provider Tagged frames, including Priority Only Provider Tagged frames
whose S-VID = 0x000 and raw Customer frames, tagged or untagged

The DiscardUntagged function on Provider Ports can be used to ensure only ‘good’ Provider Tagged frame are
allowed to enter the Provider Port. If however, non-Provider Tagged frames are allowed to enter the switch (by
clearing the port’'s DiscardUntagged bit to zero) the Customer port(s) the frame is allowed to egress can be limited
by setting the Provider Port’s ForceDefaultVID bit to a one (Port offset 0x07) and setting the port’'s DefaultVID to
an unused value. A DefaultVID of 0x000 will work here as the VID of 0x000 exists in the VTU just like all the other
VID values. The ForceDefaultVID feature (Section 5.2.2.6) will only take effect on a Provider Port if the ingressing
frame is not considered Provider Tagged (i.e., its ether type does not match the port’'s PortEType register). This
DefaultVID assigned to the non-Provider frames will not show up in the frame as long as the MemberTag bits for
this VID are set to egress unmodified (see Section 6.2.1).

6.2.1 Provider VID Processing

The VID assigned to the frame (the S-TAG’s S-VID or the port’s DefaultVID in case the frame was not properly
Provider Tagged, see above) is used to access the VLAN Database assuming 802.1Q Mode (Port offset 0x08) is
enabled on the Provider Port (Section 5.2.2). VLAN switching is needed to get each provider frame mapped to the
correct Customer Port(s) while at the same time ensuring the frame does not get to any of the wrong Customers.
The VTU’s MemberTag bits for the Customer port(s) for each VID entry should be set to either:

e  Portis not a member of this VLAN, or
¢  Portis a member of this VLAN and frames are to egress unmodified

Since the frame’s S-TAG was removed during ingress, and it already in the correct format for the Customer, using
any other MemberTag mode will not work correctly.

6.2.2 Provider QoS Processing

When the ingressing frame is considered Provider Tagged (i.e., its ether type matches the port's PortEType regis-
ter) its S-PRI bits from the frame’s removed STAG are used to define FPri1 and QPri1 as shown in Figure 40
below. This no different from the way Normal Network ports work (Section 5.4.1), i.e., the frame’s 1st Tag is used.
This means that any data from the frame’s C-TAG (the Customer’s Tag that follows the S-TAG, if one exists) can-
not be used for QoS determination. It is assumed the S-Tag’s priority can be trusted as it came from the Provider,
and this is the proper priority to use inside this switch as this switch is still ‘owned’ by the Provider, giving service
to many Customers. The only way to guarantee this service is to control it.
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Customer to Customer

Figure 40: Provider S-PRI Remapping

) { DA SA )STag)CTag) Frame Data J CRC )

S-PRI | Per [Fpy QPri
Port 1| Global 1

3 3] 7 | Table | 2
Table
FPri,
Port Offsets Global 1 3
0x18 & 0x19 Offset 0x18

Since the S-TAG is removed during ingress, the IP portion of the frame can still be used to determine FPri2 and
QPri2 as shown in Figure 41. This is not recommended unless the IP priorities can be trusted.

Figure 41: Provider IP PRI Mapping

X J_ DA} SA ) Tag | IP Header Frame Data \ GRe )
DiffServ )
or TG | Global ‘ QPr|2>
6 Table , 2
s . FF’I’i2
Port’s DefPri[0]
Global 1 Offsets Port Offset 0x07 "1 3

0x10 to 0x17

The rest of the QoS selection on Provider ports is the same as described in Section 5.4 (i.e., Initial Priority Selec-
tion, Frame Type Priority Overrides and Layer 2 Priority Overrides can be done).

If the ingressing frame is not considered Provider Tagged (i.e., the frame’s Ether type does not match the Provider
port’s PortEType register) the QoS of the frame is determined as if it entered a Normal Network port getting FPri
and QPri assigned to it as defined in Section 5.4.

6.3 Customer to Customer

Multiple Customer ports owned by the same Customer can be supported. If any single customer has more than
one port1 on the Provider switch, frame traffic between these Customer ports can occur directly, without the need
of sending these frames to the Provider. This can be accomplished by expanding the Customer ports’ Port Based
VLANSs (both in-chip and cross-chip — Section 5.2.1 and Section 7.5.3) to include all ports owned by the same
Customer. By assigning all ports going to the same Customer with the same DefaultVID (Port offset 0x07) and the
same FID (Section 4.4.8), the address database can be used to direct the frames to the correct port(s).

Any QoS priority overriding (including FPri changes) that was done inside the switch for frames going to the Pro-
vider port will not take effect outside the switch when the frame goes to another Customer port, assuming all Cus-
tomer port’s are configured to transmit frames unmodified (as defined by the Customer port's EgressMode bits,
Port offset 0x04 for Customer to Customer flows, and by the MemberTag bits for the Customer’s port as loaded
into the VTU for the Customer’s S-VID, Section 9.2.1, for Provider to Customer flows). This is the proper operation
of a provider switch, i.e., to provide a ‘pipe’ for Customer data to flow through without the Customer data getting
modified in any way.

Dynamic 802.1Q VLAN switching, i.e., limiting which ports the frame can go out, based upon the frame’s Tag (C-
Tag in this case) cannot be done for the Customer to Customer flows as the VLAN database is needed by the Pro-

1. This discussion is for non-Link Aggregated ports. Link Aggregated ports to a Customer are also supported using the standard rules
for Port Trunks (Section 8.10).
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vider Port(s) and its not available for the Customer ports (see Figure 38). As stated in Section 6.1, 802.1Q Mode
should be disabled on Customer ports.

6.4 Provider to Provider

More than one Provider port going to the same or different Providers is supported. If any single Provider has more
than one port1 on the Provider switch, frame traffic between these Provider ports can occur directly, with dynamic
802.1Q VLAN switching if needed. This is accomplished automatically (both in-chip and cross-chip). During
ingress, the Provider’s S-TAG is removed from the frame (as defined in Section 6.2), with its S-VID being assigned
as the frame’s VID. If this frame is mapped to another Provider port, that port will insert a new Provider S-TAG as
the frame egresses following the rules defined in Section 6.1. In this case the VID assigned during ingress will be
the S-VID extracted from the frame when it ingressed the Provider Port.

The Ether type added to the egressing frame will come from the egress port’s PortEType register (Port offset
0xOF). This means that each Provider port can support the same or different Ether types. Two ports on the device
can be used as a full wire speed Ether type translator from one Provider’s Ether type space to an alternate (Pro-
vider’s) Ether type space. This occurs because the S-TAG from one Provider is always removed from the frame
during ingress using that provider’s Ether type and the alternate Provider’s Ether type is added to the frame’s S-
TAG during egress.

Any QoS priority overriding (including FPri changes) that was done inside the switch for frames going to another
Provider port will be updated in the frame when the frame goes out another Provider port as all Provider port’s will
add an S-TAG with an S-PRI using the FPri assigned to the frame during ingress.

Dynamic VLAN switching, i.e., limiting which ports the frame can go out, based upon the frame’s Tag (S-Tag in this
case) is done for the Provider to Provider flows (as its done on Provider to Customer flows) as 802.1Q should be
enabled on the Provider Port(s).

The VID assigned to the frame (the S-TAG’s S-VID or the port’'s DefaultVID in case the frame was not properly
Provider Tagged, see Section 6.2) is used to access the VLAN Database assuming 802.1Q Mode (Port offset
0x08) is enabled on the Provider Port(s) (Section 5.2.2). VLAN switching is needed to get each provider frame
mapped to the correct Provider and/or Customer Port(s) while at the same time ensuring the frame does not get to
any of the wrong Customers and/or Providers. The VTU’s MemberTag bits for any alternate Provider port(s) for
each VID entry should be set to either:

¢  Portis not a member of this VLAN, or
*  Portis a member of this VLAN and frames are to egress unmodified

Since the frame’s S-TAG was removed during ingress, it is already in the correct format to get a new S-TAG added
to it. This is done using the ‘egress unmodified’ MemberTag mode. Using any other MemberTag mode is reserved
for future use and may not work correctly.

6.5 Recursive Provider Tag Stripping

Recursive Provider tag stripping is supported by default on all Provider ports, but it can be globally disabled by
setting the Remove1PTag bit to a one (Global 2, offset 0x05).

Recursive Provider tag stripping removes one or more valid S-TAGs found in a frame as it ingresses a Provider
port. A valid S-TAG is any S-TAG that has an Ether type that matches the port's PortEType register. The VID and

1. This discussion is for non-Link Aggregated ports. Link Aggregated ports to a Provider are also supported using the standard rules
for Port Trunks (Section 8.10).
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Restrictions on Provider Ports

FPri assigned to the frame for switch processing (Section 6.2) always comes from the first, or outer, S-TAG that is
removed. The content of all subsequent S-TAGs is ignored. Frames are padded back up with zeros just before the
CRC if the frame is less than 64 bytes in size due to the removal of an S-TAG.

Recursive Provider tag stripping cannot occur, even if enabled, if the Provider port's PortEType register = 0x8100
as this is the same ether type used in Customer Tags and these must not be removed.

6.6 Restrictions on Provider Ports

All the Normal Network port functions described in Section 4 and Section 5 are available to Provider ports with the
exception of any function that uses the port’s PortEType register (as this register is needed to determine the Pro-
vider frame’s Ether type on Provider Ports). Specific functions that should not be used on Provider ports:

¢ Don't use Layer 2 Policy Controls using the frame’s Ether type (Section 5.1.3.2).

* Don’'t use Frame Type Priority Override using the frame’s Ether type (Section 5.4.5).

* Don't use a Transmit Tagged or Transmit Untagging Egress Mode. Always use Transmit Unmodified? (Sec-
tion 5.8.4).

e Don’tused a Provider Port as a destination port for Mirrors3 (Section 5.1.3 for Layer 2 Mirrors and Section 8.9
for Ingress and/or Egress Mirrors).

6.7 Restrictions on Customer Ports

All the Normal Network port functions described in Section 4 and Section 5 are available to Customer ports with
the exception of any function that uses the VTU (as the VTU’s contents are needed for the Provider ports, see
Section 6.2). Specific functions that should not be used on Customer ports when one or more Provider ports exist
on the switch are:

*  Don’t enable any of the 802.1Q VLAN modes (Section 5.2.2). Use Port Based VLANSs only.

* Don’'t use 802.1s Per VLAN Spanning Tree (Section 5.2.3).

* Don’t use Layer 2 Priority Override using the frame’s Customer VID (Section 5.4.6).

* Don't use a Transmit Tagged or Transmit Untagging Egress Mode. Always use Transmit Unmodified* (Sec-
tion 5.8.4).

-

. Ingressing frames with a CRC error are discarded, therefore a bad frame cannot be made good by adding the new CRC.

2. Provider ports get an S-TAG added automatically based upon FrameMode (Port offset 0x04) instead of using any other indicator.
Therefore, Transmit Unmodified will do what is needed and is the correct EgressMode to use.

3. Mirrors cause a frame to be replicated, the original frame and then a mirrored or copied control frame. If these copied frames egress
a Provider port there is no way for the provider to distinguish which frame was the original frame and which one was the copy. But a
management CPU can. An alternate approach is to use a dedicated port for the mirrored data that contains only the copies (see
Section 8.9).

4. See Section 6.2.1 for the reasons why Transmit Unmodified is the correct EgressMode to use on Customer ports.
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Section 7. Distributed Switch Architecture
(DSA) Ports

The discussions that follow assume that ports used to interconnect devices to each other and to the management
CPU (referred to as internal ports) are set in Distributed Switch Architecture (DSA) Tag mode (i.e., FrameMode =
0x1 at Port offset 0x04, except for Ether type DSA Tag, Section 7.9, where FrameMode = 0x3) while external ports
are set to either Normal Network mode (Section 5) or Provider mode (Section 6).

An alternate DSA Tag mode, called Ether type DSA Tag (Section 7.9) is also supported. Ether type DSA encapsu-
lates the standard DSA Tag after a programmable Ether type. The Ether type DSA mode is optimized for switch to
CPU interconnections while the standard DSA is optimized as a chip-to-chip switch fabric extension.

Standard DSA Tag ports must have their EgressMode set to 0x0 (transmit unmodified, Port offset 0x04). Ether
type DSA Tag ports can use any EgressMode setting (Section 7.9).

There are four major DSA Tag mode frame types:

*  Forward — for normal frames

¢ To_CPU - for MGMT (management) or control frames that needs to go to the CPU

*  From_CPU - for MGMT (management) or control frames that come from the CPU

¢  To_Sniffer — for MGMT (management) or control frames used for chip-to-chip communication

7.1 Forward DSA Tag

The Forward DSA Tag is applied to a frame as it egresses a DSA Tag port if the frame is not a special frame (e.g.,
itis not a MGMT frame — Section 8.3). It is the kind of DSA Tag that a CPU should use when sending a frame into
the switch where the CPU wants the switch is to process the frame and figure out where it should go. Normal
ingress and egress filtering rules apply to these frames, i.e., the frames are processes as if they entered a Normal
Network port (Section 4 and Section 5). Most of the frames that go through a DSA Tag port contain the Forward
DSA Tag format, defined in Figure 42 and Table 32.

Figure 42: Forward DSA Tag Format

b31 b24
11 ‘ T | Src_Dev ‘ 1st Octet
7 Octets Preamble Src Tagged 0 = Frame received untagged
1299 1 = Frame received tagged
1 Octet SFD b23 b17 b1e
6 Octets Destination Address ‘ Src_Port/Src_Trunk ‘Tr‘ X ‘ c ‘ 2nd Octet

Octets Within
6 Octets Source Address P T Frame's CFI
4 Octets Marvell Tag Transmitted May be 0 or 1 on reads — must be 0 on writes

Top to 0 = Src Port is NOT a trunk
2 Octets Length/Type Bottom Src_ls_Trunk{ (bits 23:19 = Src_Port)

MAC Client Data b1s b12 bs 1= Src Portis a trunk
3rd Octet (bits 23:19 = Src_Trunk)
4 Octets Pad PRI[2:0] ‘ 0 ‘ VID [11:8] ‘
4 Octets FCS
b7 bo
4th Octet
VID [7:0] ‘
Marvell Tagged
Frame Used for frames that are
forwarded in a normal way
Forward (ingress and egress filtering is
Tag Format performed on these frames).
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Forward DSA Tag

Table 32: Forward DSA Tag Fields

Frame’s Field

Description

Src_Tagged

Source Tag Mode, i.e., the DSA Tag is placed in the frames on top of the standard IEEE
Tag that was in the frame. Standard IEEE Tags contain an 0x8100 Ether type. This bit
can only be set to a one if the frame came from a Normal Network port (Section 5) where
802.1Q is enabled (Section 5.2.2) and if the frame was IEEE Tagged. This bit will never
be set to a one if the frame came in on a Provider Port (Section 6) nor if it entered a
Normal Network port where 802.1Q Mode is Disabled even if the frame is IEEE Tagged
(i.e., Port Based VLANs are being used). In these cases the DSA Tag is added to the
frame leaving the rest of the frame’s contents intact. This bit is used to tell the egress
logic on Normal Network ports how to convert the frame from DSA Tag to Normal
Network (see Table 33). The bit is ignored if the frame egresses a Provider Port as a
DSA Tag is always converted into a Provider Tag with the Provider port’s PortEType
register being used as the Tag's Ether type'.

Src_Dev

Src_Port/Src_Trunk

Source Device. These bits are used to define the original source device’s number where
the frame first ingressed (i.e., the first device where the frame Ingressed from a Normal
Network (Section 5) or Provider port (Section 6) before being switched to an Internal
DSA Tag port). These bits come from the source device’s DeviceNumber register (Global
1 offset 0x1C).

Source Port or Source Trunk. If the Src_Is_Trunk bit, below, is zero, these bits are used
to define the original source port’s number (on the source device above). 0x00 indicates
Port 0, 0x01 indicates Port 1, 0x02 for Port 2, 0x03 for Port 3 etc. If the Src_Is_Trunk bit,
below, is one, these bits are used to define the Trunk ID of the 1st trunk this frame
entered or passed through.

Src_Is_Trunk

Source is Trunk. When this bit is zero, it indicates this frame originally entered a non-
trunked port and this frame has never passed through a trunked port. In this case, the
Src_Port/Src_Trunk bits define the Src_Port. When this bit is one it indicates this frame
originally entered a trunked port or this frame passed through a DSA port that was
trunked. In this case, the Src_Port/Src_Trunk bits define the Src_Trunk.

PRI[2:0]

The original frame’s CFI (Canonical Format Indicator) bit if the frame was |IEEE tagged
when it originally entered a Normal Network port (Section 5) on the switch. It is the
original frame’s DEI (Drop Eligible Indicator) bit if the frame was Provider tagged when it
originally entered a Provider port (Section 6) on the switch.

The frame’s FPri priority as determined by the Ingress rules of the last devices that this
frame entered (Section 5.4 for Normal Network ports and Section 6.2.2 for Provider
ports).

VID[11:0]

The frame’s VLAN identifier as determined by the Ingress rules of the last devices that
this frame entered (Section 5.2.2.5 for Normal Network ports and Section 6.2.1 for
Provider ports).

1. In a properly configured Provider switch, this bit will never be a one because it will never be a one if the frame came from a Provider
Port and is should never be a one if the frame came from a Customer Port since all Customer ports should have 802.1Q Mode set

to Disable.
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Table 33: Src_Tagged vs. Normal Network Egress Mode Actions

Frame’s Port’s Tagging Comments

Src_Tagged Mode'

0 Unmodified DSA Tag is removed from the frame.

1 . Unmodified DSA Tag is converted to IEEE Tag with an 0x8100 ether type.
0 Untagged DSA Tag is removed from the frame.

1 Untagged DSA Tag is removed from the frame.

0 Tagged DSA Tag is converted to IEEE Tag with an 0x8100 ether type.
1 Tagged DSA Tag is converted to IEEE Tag with an 0x8100 ether type.

1. As defined in Section 5.8.4.

| §|| Note

When the CPU sends a frame into the local switch device using the Forward DSA Tag format, it should
set the Src_Dev to the value of the DeviceNumber (Global 1 offset 0x1C) of the device it is attached to
and it should set the Src_Port equal to the port number on the device it is attached to. Bit 17 and bit 12 in
Figure 42 must be cleared to zero. This way the Src_Dev and Src_Port values will match the physical port
where the frames entered the switch. This will make all the features that used these fields in the frame
more consistent (like cross-chip Port Based VLANs — Section 7.5.3).

7.2 To CPU DSA Tag

When the CPU is running the Spanning Tree Protocol (Section 8.2) or it needs the switch to perform IGMP/MLD
Snooping (Section 5.3.4), ARP Mirroring (Section 5.3.3) or Layer 2 Policy (Section 5.1.3), the CPU must receive
some special frames. When the switch device is configured to detect special frames and they are also configured
to egress these frames from a DSA Tag port (like to the CPU’s port), the frame is modified with a To_CPU DSA
Tag as it egresses the port. The format of the To_CPU Tag is defined in Figure 43 and Table 34.

In an environment where more than one device is connected together using DSA Tag ports, the device(s) in the
middle will receive To_CPU DSA Tag frames. These frames are sent through the intermediate switch unmodified.
They egress from the port defined by the CPUDest register (Global 1 offset 0x1A) unless the frame’s CPU Code =
0x5 where it will egress from the port defined by the MirrorDest register instead (also in Global 1 offset 0x1A). This
allows Layer 2 Policy Mirrors (Section 5.1.3) to be directed to some other port from the one the management CPU
is connected to. In this way, a Normal Network port can be the final destination for Layer 2 Policy Mirrors.
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To_CPU DSA Tag

Figure 43: To_CPU DSA Tag Format
b31 b2a
7 Octets Preamble 0 0 ‘ T ‘ Src_Dev ‘ 1st Octet
1 Octet SFD Src_Tagged (1) i lIzrame received untagged
— = Frame received tagged
6 Octets Destination Address b23 b1e
6 Octets Source Address ?r‘:;rent: Within ‘ Src_Port ‘ Code ‘ o] ‘ 2nd Octet
4 Octets Marvell Tag Transmitted T CFI
Top to Supported Codes:
2 Octets Length/Type Bottom Code[2:1] 0 = BDPU (MGMT) Trap
MAC Client Data b1s b8 1 = Frame2Reg Response
2 = IGMP/MLD Trap
4 Octets Pad PRI20] [ [ VID[11:8] | 3rdOctet 3= Policy Trap
4 = ARP Mirror
4 Octets FCS r..... Codel0] 5 = Policy Mirror
b7 bo 6 = Reserved
7 = Reserved
VID [7:0] ‘ 4th Octet

Marvell Tagged
Frame To_CPU
Tag Format

| §|| Notes

If a CPU sends a To_CPU DSA Tag frame into the switch, it will be mapped as stated above, which
means the CPU will likely receive the frame back unmodified (depending upon the frame’s CPU Code
and the setting of the CPUDest and MirrorDest registers). This can be used as a diagnostic to test the
flow of frames between the CPU and the switch. If the CPU needs to send frames out a specific port,
use the From_CPU DSA Tag frame format instead.

To_CPU DSA Tag frames are considered MGMT (management) frames. MGMT frames are pro-
cessed differently inside the switch. See Section 7.6.
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Table 34: To_CPU DSA Tag Fields

Frame’s Field Description

Src_Tagged Source Tag Mode, i.e., the DSA Tag is placed in the frames on top of the standard IEEE
Tag that was in the frame. Standard IEEE Tags contain an 0x8100 Ether type. This bit
can only be set to a one if the frame came from a Normal Network port (Section 5)
where 802.1Q is enabled (Section 5.2.2) and if the frame was IEEE Tagged. This bit will
never be set to a one if the frame came in on a Provider Port (Section 6) nor if it entered
a Normal Network port where 802.1Q Mode is Disabled even if the frame is IEEE Tagged
(i.e., Port Based VLANSs are being used). In these cases the DSA Tag is added to the
frame leaving the rest of the frame’s contents intact.

Src_Dev Source Device. These bits are used to define the original source device’s number where
the frame first ingressed (i.e., the first device where the frame Ingressed from a Normal
Network (Section 5) or Provider port (Section 6) before being switched to an Internal
DSA Tag port). These bits come from the source device’s DeviceNumber register (Global
1 offset 0x1C).

Src_Port Source Port. These bits are used to define the original source port's number (on the
source device above). 0x00 indicates Port 0, 0x01 indicates Port 1, 0x02 for Port 2, 0x03
for Port 3 etc. These bits always reflect the physical Src_Port of To_CPU frames even if
the physical Src_Port is a Trunk port (Section 8.10).

Code To_CPU frame type code. These bits are set by the original Src_Dev (see above) to
indicate the kind of To_CPU frame. The device generates a frame type code depending
upon the reason as defined in Table 35.

C The original frame’s CFI (Canonical Format Indicator) bit if the frame was |IEEE tagged
when it originally entered a Normal Network port (Section 5) on the switch. It is the
original frame’s DEI (Drop Eligible Indicator) bit if the frame was Provider tagged when it
originally entered a Provider port (Section 6) on the switch.

PRI[2:0] The frame’s FPri priority as determined by the Ingress rules of the last devices that this
frame entered (Section 5.4 for Normal Network ports and Section 6.2.2 for Provider
ports).

VID[11:0] The frame’s VLAN identifier as determined by the Ingress rules of the last devices that
this frame entered (Section 5.2.2.5 for Normal Network ports and Section 6.2.1 for
Provider ports).
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From_CPU DSA Tags

Table 35: To_CPU Code Meanings

Code Name Comments

0x0 MGMT Trap Placed on re-directed (trapped) frames that come from DA MGMT
Trapping (Section 8.3)

0x1 Frame2Reg Placed on Remote Management response frames (Section 10)

0x2 IGMP/MLD Trap Placed on re-directed (trapped) frames that come from IGMP/MLD
Trapping (Section 5.3.4)

0x3 Policy Trap Placed on re-directed (trapped frames that come from Layer 2 Policy
Traps (88E6097 only - Section 5.1.3)

0x4 ARP Mirror Placed on mirrored or copied frames that come from ARP Mirroring
(Section 5.3.3)

0x5 Policy Mirror Placed on mirrored or copied frames that come from Layer 2 Policy
Mirrors (88E6097 only - Section 5.1.3)

0x6 Reserved Reserved for future use.

0x7 Reserved Reserved for future use.

7.3 From_CPU DSA Tags

When the CPU is running the Spanning Tree Protocol (Section 8.2), or other protocols, it needs to be able to trans-
mit special frames, like BPDU'’s, out any of the ports on the switch. The CPU can do this by using the From_CPU
DSA Tag. The format of the From_CPU Tag is defined in Figure 44 and Table 36.

In an environment where more than one device is connected together using DSA Tag ports, the device(s) in the
middle will receive From_CPU DSA Tag frames. In this case, the receiving port examines the frame’s Target
Device (Trg_Dev) field to see if this device is the target (by comparing the frame’s Trg_Dev value to the local
device’s DeviceNumber register at Global 1 offset 0x1C). If this is the target device, the frame is sent out the port
indicated in the frame’s Target Port (Trg_Port) field. In this case, it is expected that the frame will be mapped to a
Normal Network (Section 5) or a Provider port (Section 6) where the frame will egress the port IEEE Tagged or
Untagged based on the frame’s Trg_Tagged bit (see Table 36).

If this is not the target device, the frame is sent out the port programmed into the Device Mapping table (Global 2
offset 0x6) using the Trg_Dev as an index into the table. In this case it is expected that the frame will be mapped
to another DSA Tag port where the frame will egress the port unmodified.
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Figure 44: From_CPU DSA Tag Format

7 Octets

1 Octet
6 Octets
6 Octets
4 Octets
2 Octets

4 Octets
4 Octets

b31 b24
0o 1 ‘ T ‘ Trg_Dev ‘ 1st Octet
Preamble 0 = Frame to Egress Untagged
Trg_Tagged {1 = Frame to Egress Tagged
SFD b23 b16
Destination Address Trg_Port ‘ 0 ‘ 0 ‘ C ‘ 2nd Octet
Octets Within
Source Address Frame T Frame's CFl if it egresses Tagged
DSA Tag Transmitted
Top to
Length/Type ottomn b1s bs
MAC Client Data PRI[2:0] ‘ 0 ‘ VID [11:8] ‘ 3rd Octet
Pad
FCS b7 bo
Used for frames that need to
VID [7:0] ‘ 4th Octet tunnel through Blocked ports
(like BPDU's). No ingress or
egress filtering is perfromed.
DSA Tagged Frame From_CPU Frames egress out the
- Trg_Port tagged or untagged
Tag Format determined by Trg_Tagged.

| §|| Notes

From_CPU DSA Tag frames are considered MGMT (management) frames. MGMT frames are
processed differently inside the switch — including the ability to egress Blocked ports (Table 26). See
Section 7.6.

The CFl bit in From_CPU DSA Tag frames is placed at b16. When this frame egresses out a normal
network port the CFI bit will be moved to its correct position at b12 (which is the DEI bit on Provider
Ports — Section 6).
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Table 36: From_CPU DSA Tag Fields

Frame’s Field Description

Trg_Tagged Target Tag Mode. This bit allows the CPU to define if this frame is to egress the target
port IEEE Tagged or not. If this bit is set to a one, the frame egresses the target port with
a proper |IEEE 802.3ac Tag (i.e., the 1st two octets of the From_CPU DSA Tag are
converted to the 0x8100 Ether type and the frame’s C bit is moved between the PRI and
VID bits). If this bit is cleared to a zero, the frame egresses the target port Untagged (i.e.,
the 4 byte DSA Tag will be removed from the frame). If the target port is a Provider Port
(Section 6) see the NOTE below.

Trg_Dev Target Device. These bits are used to define the target device’s number. Use 0x00 for
single chip switches (assuming the chip’s DeviceNumber in Global 1 offset 0x1C =
0x00). From_CPU frames pass from chip to chip (using the switch port defined by the
Device Mapping Table, Global 2 offset 0x06) until the frame finds a chip where the
frame’s Trg_Dev field matches the chip’s DeviceNumber register.

Trg_Port Target Port. These bits are used to define the target port’'s number (on the target device
— see Trg_Dev above). Use 0x00 for Port 0, 0x01 for Port 1, 0x02 for Port 2, etc.
From_CPU frames will Egress the Target Port on the Target Device (see above).

C CF1 bit. This bit is used as the frame’s IEEE tag CFI bit if the frame egresses the target
port Tagged (as defined by the Trg_Tagged bit above). If the target port is a Provider Port
(Section 6) this bit will be the Provider Tag’s DEI bit (see NOTE below).

PRI[2:0] The frame’s priority. PRI[2:1] are used to indicate which egress queue these frames are
to be switched to unless overridden by the Priority Override Table (Global 2 offset OxOF —
Section 7.8). All three PRI bits are used as the frame’s IEEE tag priority if the frame
egresses the target port Tagged (as defined by the Trg_Tagged bit above).

VID[11:0] The frame’s VLAN identifier. These VID bits are ignored inside the switch on From_CPU
frames. They are only used as the frame’s IEEE VID if the frame egresses the target port
Tagged (as defined by Trg_Tagged above).

| §|| Note

If the target port for a From_CPU frame is a Provider Port and if that Provider port's PortEType register
(Port offset 0x0F) is not 0x8100 (i.e., the Provider Port is using a non-0x8100 Ether type) then have the
CPU build the From_CPU DSA Tag with Trg_Tagged = 0 and place the desired Provider Tag (Ether type,
PRI, DEI and VID) right after the From_CPU DSA Tag. When this frame egresses, the Provider Port the
DSA Tag will be removed and the resulting frame will have the desired Provider Tag where it should be.
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7.4 To_Sniffer DSA Tag

To_Sniffer DSA Tag frames are used to support chip-to-chip mirroring (Section 8.9). They are used to map Ingress
Monitor Source (IMS) or Egress Monitor Source (EMS) frames to this device’s Ingress Monitor Destination (IMD)
or Egress Monitor Destination (EMD) port. Normally these frames do what they need to do without CPU process-
ing. But if the CPU’s port is the final IMD or EMD then the CPU will get these frames with the formats defined in
Figure 45 and Table 37.

In an environment where more than one device is connected together using DSA Tag ports, the device(s) in the
middle will receive To_Sniffer DSA Tag frames. These frames are sent through the intermediate switch unmodi-
fied. They egress from the port defined by the device’s EgressMonitorDest register (Global 1 offset 0x1A) if the
frame was Tx Sniffed (the R bit in Figure 45 = Q) or from the port defined by the device’s IngressMonitorDest reg-
ister (Global 1 offset 0x1A) if the frame was Rx Sniffed (the R bit in Figure 45 = 1).

| §|| Note

Provider Ports (Section 6) should not be the destination port for To_Sniffer frames, or any Mirror for that
matter, since there is no way for the provider to distinguish these frames from the original frame data. On
the other hand, a management CPU could be the destination for these frames because the DSA Tags will
differentiate them from the normal frames.

Figure 45: To_Sniffer DSA Tag Format

b31 b24
1 o[T] seDev | 1stoOctet
7 Octets Preamble Src Tagged 0 = Frame received untagged
1 Octet SFD b b — 1899 1 = Frame received tagged
cte 23 16
6 Octets Destination Address ‘ Src_Port ‘ R ‘ 0 | (e} ‘ 2nd Octet
Octets Within
6 Octets Source Address Frame T Frame's CFI oot T Saifod
. B = Frame was IXx Snifie
4 Octets Marvell Tag Rapntscmltted Rx_Sniff {1 = Frame was Rx Sniffed
2 Octets Length/Type ottom b1s bs
MAC Client Data PRI2:0] [0 ] VID[11:8] | 3rd Octet
4 Octets Pad
4 Octets FCS b7 bo
VID [7:0] \ 4th Octet
Used for frames that are
Marvell Ta ed . targeted to go to the sniffer.
99 To_Sniffer
Frame —
Tag Format

| §|| Note

To_Sniffer DSA Tag frames are considered MGMT (management) frames. MGMT frames are processed
differently inside the switch. See Section 7.6.
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Table 37: From_CPU DSA Tag Fields

Frame’s Field Description

Src_Tagged Source Tag Mode, i.e., the DSA Tag is placed in the frames on top of the standard IEEE
Tag that was in the frame. Standard IEEE Tags contain an 0x8100 Ether type. This bit
can only be set to a one if the frame came from a Normal Network port (Section 5)
where 802.1Q is enabled (Section 5.2.2) and if the frame was IEEE Tagged. This bit will
never be set to a one if the frame came in on a Provider Port (Section 6) nor if it entered
a Normal Network port where 802.1Q Mode is Disabled even if the frame is IEEE Tagged
(i.e., Port Based VLANs are being used). In these cases the DSA Tag is added to the
frame leaving the rest of the frame’s contents intact.

Src_Dev Source Device. These bits are used to define the original source device’s number where
the frame first ingressed (i.e., the first device where the frame Ingressed from a Normal
Network (Section 5) or Provider port (Section 6) before being switched to an Internal
DSA Tag port). These bits come from the source device’s DeviceNumber register (Global
1 offset 0x1C).

Src_Port Source Port. These bits are used to define the original source port's number (on the
source device above). 0x00 indicates Port 0, 0x01 indicates Port 1, 0x02 for Port 2, 0x03
for Port 3 etc. These bits always reflect the physical Src_Port of To_Shniffer frames even
if the physical Src_Port is a Trunk port (Section 8.10).

Rx_Sniff Receiver Sniff. This bit is set to a one if the frame came from an Ingress Monitor Source
(IMS) port. This bit will be cleared to a zero if the frame came from an Egress Monitor
Source (EMS) port. See Section 8.9.

C The original frame’s CFI (Canonical Format Indicator) bit if the frame was |IEEE tagged
when it originally entered a Normal Network port (Section 5) on the switch. It is the
original frame’s DEI (Drop Eligible Indicator) bit if the frame was Provider tagged when it
originally entered a Provider port (Section 6) on the switch.

PRI[2:0] The frame’s FPri priority as determined by the Ingress rules of the last devices that this
frame entered (Section 5.4 for Normal Network ports and Section 6.2.2 for Provider
ports).

VID[11:0] The frame’s VLAN identifier as determined by the Ingress rules of the last devices that
this frame entered (Section 5.2.2.5 for Normal Network ports and Section 6.2.1 for
Provider ports).
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7.5 Cross-chip Features Using DSA Links

The switch fabric of one device is extended when two or more devices are linked together with Distributed Switch
Architecture (DSA) ports. All the features of the device are supported cross-chip like Trunking (Section 8.10) and
Mirroring (Section 8.9) along with Flow Control and VLANs (described below).

7.5.1 Cross-chip Flow Control

In this document, flow control refers to a generic method used to prevent frame loss at the expense of latency and
QoS. When flow control is enabled on a port, “back pressure” is the specific mechanism used on half-duplex ports,
while full-duplex ports use the IEEE “PAUSE” based mechanism. When flow control is enabled, the queue control-
ler will use a different algorithm such that frames are not dropped when congestion occurs. When flow control is
disabled, the queue controller will use a tail drop mechanism such that lower priority frames get dropped when
congestion occurs (Section 5.6).

Flow control is supported cross-chip, without head of line blocking. The mixing of port flow control modes is also
supported. Some ports in the switch can be flow controlled based (i.e., flow control is enabled — Section 4.3.2, to
Section 4.3.4), while others can be QoS based (i.e., flow control is disabled). When flow control enabled ports
switch frames to other flow control enabled ports there will be no frame loss. This can occur at the same time that
QoS enabled ports are switching frames to other QoS enabled ports. QoS actions will occur on these flows.

Cross-chip flow control must be enabled in a multi chip switch whenever more than one port is configured with
flow control enabled. The following steps need to be done in each device:

1. Enable cross-chip flow control messages, by setting FlowControlMessage to a one (Global 2 offset 0x05).

2. Ensure ForceFlowControlPri is set to a one and FC Pri is set to 0x7 (Global 2 offset 0x05).

3. Ensure the Priority Override Table (Global 2 offset OxOF — Section 7.8) has entry 0x9 either disabled or
enabled with a QPri setting of 0x3.

4. Enable flow control on both sides of each DSA link that (but don’t enable flow control on the CPU'’s port). On

DSA links Flow control must be forced on (Section 4.3.4).

Enable LimitOut with a value of OxFF (Port offset 0x02 — Section 4.3.5) on at least one side of each DSA link.

Use the default values in the Flow Control Delays register (Global 2 offset 0x04).

7. Each device must have a unique DeviceNumber (Global 1 offset 0x01C) and the Device Mapping Table (Glo-
bal 2 offset 0x06) must be properly configured in each chip indicating what port to egress frames targeted to
a particular DeviceNumber.

| §|| Note

If all ports have flow control disabled, it is best to disable flow control on the DSA links as well. If only one
port is requested by the user to have flow control enabled, it is best not to enable flow control at all on any
of the ports (flow control only works when both the ingress and the egress port have flow control enabled).

o o

7.5.2 Cross-chip 802.1Q VLANs

802.1Q VLANSs are supported cross-chip. Each device supports the full 4,096 VID’s in the VTU (Section 9.2), but
each device only has storage for the port membership information for its own local ports. So when a VID is added
with a defined port membership in one device, the same VID should be added to all devices in the switch defining
the port membership for the local ports on each device (which could be the DSA port only). The DSA ports should
be made members of all VIDs as they are extensions of the switch fabric and 802.1Q Secure and Check policy
should not occur here (see Section 7.7). Either disable egress VID checking (Section 5.8.3) or ensure the Default-
VID for all ports (Port offset 0x07) is contained in the VTU. 802.1Q needs to be enabled on the DSA ports as well
so that the VID lookups for port membership will occur.
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7.5.3 Cross-chip Port Based VLANs

The device supports a very flexible cross-chip port based VLAN system that is used for all non-MGMT frames
even if 802.1Q is enabled on the port. The 512 x 11 entry cross-chip Port VLAN Table (shown in Figure 46) is used
for this feature. The table is accessed using two registers at Global 2 offsets 0x0B and 0x0C.

Cross-chip port based VLANs are supported on Forward frames received on Distributed Switch Architecture
(DSA) or Ether type DSA" ports only (see Frame Mode in Port offset 0x04 and Section 7.1). It is not applied to any
other frame type that enters the port.

Forward frames contain source port information about the frame in its Src_Dev (Source Device) and Src_Port/
Src_Trunk (Source Port or Source Trunk) fields (Section 7.1). The Src_Is_Trunk field indicates the kind of data
that is contained in the Src_Port/Src_Trunk field. This information in the DSA Forward frames indicates the Nor-
mal Network port or Provider port the frame originally entered when ingressing the collection of cascaded or
stacked switch devices?.

When a DSA Forward frame enters a DSA por’t3 the frame’s source port information is examined and used to
access the cross-chip Port VLAN Table (Global 2 offsets 0OxOB and 0x0C). The data found in the table indicates
which port or ports, in this device, the frame can egress. A one in a port’s bit position indicates the frame is
allowed to egress that port. Port O’s bit is in bit 0, Port 1’s bit is in bit 1, etc. DSA ports that connect to other switch
devices should always have their port’s bit set to a one in the table for all table entries as the purpose of the table
is to limit which Normal Network (or Provider) ports the frame can egress based upon what Normal Network (or
Provider) port it originally entered the switch on.

Two modes of accessing the Cross-chip Port VLAN Table are supported:

*  When 5 Bit Port is cleared to a zero (Global 2, offset 0x1D) the table is configured to be used with Marvell®
Link Street® devices. Since all current Marvell Link Street® devices support no more than 11 ports per device
and no more than 16 trunks per system, only the lower 4 bits of the Src_Port/Scr_Trunk field is needed. In this
mode the full 5 bits of the Src_Dev field is used. So the 9 bit Table Pointer is constructed as Src_Dev[4:0],
Src_Port[3:0] (1st column of Figure 46).

* When 5 Bit Port is set to a one the table is configured to be used with Marvell DX or other devices where
more than 16 ports or more than 16 trunks are used in the system. In this case the full 5 bits of the Src_Port/
Src_Trunk field is needed. In this mode, the Src_Dev field is reduced to 4 bits. So the 9 bit Table Pointer is
constructed as Src_Dev[3:0], Src_Port[4:0] (2nd column of Figure 46).

Cross-chip Trunk ports are supported by using the top 16 or 32 entries of the Cross-chip Port VLAN Table (the yel-
low boxes in Figure 46 when Src_Dev = 0x1F or OxOF depending upon the value of 5 Bit Port — Global 2 offset
0x1D). This occurs when a DSA Forward frame enters a DSA port and the frame’s Src_Is_Trunk = 1. Therefore,
when this feature is used, Device Number O0x1F cannot be used when 5 Bit Port = 0, and Device Numbers 0xOF to
0x1F cannot be used when 5 Bit Port = 1.

The Cross-chip Port VLAN Table is used in conjunction with the In-Chip Port VLAN Map (Section 5.2.1.1) and
802.1Q VLANSs if enabled (Section 5.2.2). If any of these VLAN functions masks (or prevents) a frame from
egressing a port that frame will not be allowed to go out that port.

MUX’ing frames to a Router like a Marvell DX device (Section 8.8.1) is supported with the Cross-chip Port VLAN

Table. The In-Chip Port VLAN Map on the frame’s original source port (Section 5.2.1.1) MUX'es the frame to the

Router’s port. If the Router ‘returns’ the frame back to this original source device?, the Cross-chip Port VLAN Table
is then used to determine which ports the frame can egress.

1. If the port’s Frame Mode is Ether type DSA, then the frame must be a Forward DSA Tag frame instead of a Normal Network frame or
this feature will not be applied to the frame as Normal Network frames do not contain any physical source port information.

2. It is assumed that the collection of cascaded and/or stacked switch devices are interconnected using DSA Frame Mode links (Port
offset 0x04).

3. Or Ether type DSA port

4. The connection between the device and the Router must be in DSA Frame Mode (Port offset 0x04).
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Figure 46: Cross-chip Port VLAN Table Formats
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Cross Chip Port VLAN Table

Src_Is_Trunk = 1
Src_Trunk = 0x1F to 0x00

Src_Dev = 0x0E
Src_Port = 0x1F to 0x00

Src_Dev = 0x0D
Src_Port = 0x1F to 0x00

Src_Dev = 0x0C
Src_Port = 0x1F to 0x00

Src_Dev = 0x0B
Src_Port = 0x1F to 0x00

Src_Dev = 0x0A
Src_Port = 0x1F to 0x00

Src_Dev = 0x09
Src_Port = 0x1F to 0x00

Src_Dev = 0x08
Src_Port = 0x1F to 0x00

Src_Dev = 0x07
Src_Port = 0x1F to 0x00

Src_Dev = 0x06
Src_Port = 0x1F to 0x00

Src_Dev = 0x05
Src_Port = 0x1F to 0x00

Src_Dev = 0x04
Src_Port = 0x1F to 0x00

Src_Dev = 0x03
Src_Port = 0x1F to 0x00

Src_Dev = 0x02
Src_Port = 0x1F to 0x00

Src_Dev = 0x01
Src_Port = 0x1F to 0x00

Src_Dev = 0x00
Src_Port = 0x1F to 0x00

when 5 Bit Port =1
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7.6 Switch Handling of DSA MGMT Frames

As stated in Section 7.1, Forward DSA Tag frames are processed as if they entered a Normal Network port (Sec-
tion 4 and Section 5). But the other three major DSA Tag types, To_CPU (Section 7.2), From_CPU (Section 7.3)
and To_Sniffer (Section 7.4), are all considered MGMT (management) frames and they are processed differently
as follows:

* The various frame types get mapped to their destination ports as defined in there respective sections. No
other frame mapping functions occur. DA mapping, VID mapping, Port Based VLAN mapping, Trunk Load
Balancing, Layer 2 Policy, etc. are all ignored. It does not matter if the ingress or egress port is Blocked (Sec-
tion 5.1.1), these frames will go through.

* QoS priority overrides are ignored except for the Priority Override Table (Global 2 offset 0xOF ) which is used
for Secure Control Technology (Section 7.8).

*  SA Filtering is ignored except for Drop On Unlock, i.e, frames from a potential hacker - see Note (Section
5.1.2.3).

* 802.1Q Secure and Check frame drop conditions are ignored (Section 5.2.2.8).

* Discard Untagged and Discard Tagged frame drop conditions are ignored (Section 5.2.2.3 and Section
5.2.2.4).

*  Source addresses are not learned or refreshed (Section 4.3.3).

| §|| Note

DropOnUnlock (Section 5.1.2.3) will discard MGMT frames based on SA. This feature is not intended for
DSA Ports. Instead it is intended for Normal Network or Provider Ports where frames can become MGMT
as soon as they enter the switch port based on the frame’s DA. Supporting DropOnUnlock in this case can
help prevent BPDU (or any MGMT) DoS Attacks by discarding all MGMT frames from a particular source
(or sources).

7.7 Proper Usage of DSA Tag Ports

Distributed Switch Architecture (DSA) Tag ports are used to interconnect devices to each other and to the man-
agement CPU. These internal ports are an extension of the switch fabric and therefore they are inherently trusted.
DSA Tag ports typically carry frames from many different source ports (i.e., frames from potentially non-trusted
external ports set to either Normal Network mode - Section 5, or Provider mode - Section 6).

The difference in the trust levels between the internal and external port types dictates the following usages
(assuming multi-switch chip implementations):

* Policy (Section 5) needs to be done on the external ports (Normal Network or Provider) as the frames first
enter the switch. This includes Denial of Service (Dos) attack prevention using PIRL resources (Section 5.5)
on all frames that go to the CPU (MGMT, ARPs, IGMP, etc.).

* DSA Tag ports need to be an open pipe of data into the switch device. Therefore Policy must not be done on
DSA Tag ports as that policy will affect multiple source and destination ports. This means that none of the fea-
ture described in Section 5 should be enabled on DSA Tag ports with the exception of VLAN mapping (Sec-
tion 5.2.2.8).

e Basic switch operations (Section 4) with the exception of 802.1X (Section 4.4.7) must be done on DSA Tag
ports so that learning and switching can occur in the local device. 802.1X should be done on the external
ports only.
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Learn2All should be enabled for Cross-chip learning (Global 1 offset 0x0A). The MessagePort bit (Port offset
0x05) must be set on all DSA links (except for the CPUs link) for this to work.

VLAN switch operations (the mapping portions of Section 5.2, not the Policy, i.e., frame dropping portions)
must be done on DSA Tag ports so the local VLAN isolation can be done.

— Use In-chip Port Based VLANSs to prevent loops when SW_24P is enabled (Section 5.2.1.1).

— Use Cross-chip Port Base VLANs (Section 7.5.3) when at least one external port is in a Port Based

VLAN mode. All switch devices should have their Port VLAN Table filled for every external (source) port
configured in this mode.

— Use 802.1Q VLAN MemberTag mapping and tagging (Section 5.2.2) when at least one external port is
using any of the three 802.1Q enabled modes. All switch devices should have every VID being used in
the switch defined and loaded into their local VTU.

Enable Cross-chip flow control if needed (Section 7.5.1).

Force the link up on all SERDES or (G)MII DSA ports, including the CPU’s port (Section 4.3.7 — Link will not
come up automatically on internal ports).

Mirroring (all types) can only be done on DSA Ports that are connected directly to a CPU. Chip-to-chip inter-
connected DSA ports must not enable any mirroring.

Frame type priority overrides can be done for Secure Control Technology only (Section 7.8).

Do not use the Ether type DSA frame (Section 7.9) format on chip-to-chip interconnections. It is designed to
be used on the port directly connected to a CPU.

Properly configure each device’s Device Mapping Table (Global 2 offset 0x06 — Section 7.3).

7.8 Secure Control Technology (SCT)

Secure Control Technology (SCT) is designed to get Management (MGMT) frames to the CPU in a programmable
priority order. In multi-switch chip systems there are two parts to this:

Get the MGMT frames from a chip which is not directly connected to the CPU to the chip that is directly con-
nected to the CPU. This is generally done by reserving and using QPri 3, the highest queue priority in the
device, for this MGMT traffic. This approach does not work for mirrors, however.

Distribute the MGMT frames into multiple egress queue priorities on the device directly connected to the
CPU. Assuming the management CPU is isolated from all switch traffic that is not intended for the CPU (i.e.,
its not a member of any VLAN) then all four egress queue priorities are available on the port directly con-
nected to the CPU.

The Priority Override Table (Global 2 offset 0xOF) is used for SCT. In switch devices that are not connected
directly to the CPU, the table is set to QPri 3 for all MGMT except mirrors. In the switch device connected directly
to the CPU, the table is set to the desired priority depending upon the MGMT type. Table 38 shows an example.
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Table 38: Secure Control Technology Example

Frame QPri for chips QPri for chip Description
Type not connected connected to
to the CPU the CPU
Multicast 0x3 0x2 Used on 802.1 protocols like Spanning Tree, etc.
MGMT
Unicast 0x3 0x3 Can be used to get unicast frames to the CPU crossing VLANs
MGMT and blocked ports.
Code = 0x1 0x3 0x3 Used on To_CPU Frame to Register response frames to the CPU.
Code = 0x2 0x3 0x2 Used on To_CPU IGMP/MLD Snoop traps to the CPU.
Code = 0x3 0x3 0x3 Used on To_CPU Layer 2 Policy traps to the CPU.
Code = 0x4 0x1 0x1 Used on ARP mirrors to the CPU (and elsewhere).
Code = 0x5 Don’t Override 0x1 Used on Layer 2 Policy mirrors to the CPU (and elsewhere).
From_CPU 0x3 0x3 Used on frames sent into the switch by the CPU.
Flow Control 0x3 0x3 Used on cross-chip flow control messages (won’t go to CPU Port)
To_Sniffer Tx 0x0 0x0 Used on Egress Monitor Source frames.
To_Sniffer Rx | 0x0 0x0 Used on Ingress Monitor Source frames.
EType 0x2 0x2 Used on Ether type priority overrides (not used on DSA Ports)
Broadcast 0x0 0x0 Used on Broadcast priority overrides (not used on DSA Ports)
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7.9 Ether Type DSA Tag

An alternate DSA Tag mode, called Ether type DSA Tag is supported and defined in Figure 47 and Table 39. Ether
type DSA encapsulates the standard DSA Tags, described above, after a programmable Ether type. The Ether
type DSA mode is optimized for switch to CPU interconnections for the following reasons. Ports in this mode will:

* Receive and process Normal Network frames as Normal Network frames (i.e., frames that are not DSA
Tagged nor Ether type DSA Tagged).

* Receive and process Ether type DSA Tagged frames as DSA Tagged frames (so the CPU can control the
switch).

¢ Can transmit Normal Network frames to the CPU as Normal Network frames or as Forward Ether type DSA
Tagged frames (by selection of the port’s EgressMode bits — Port offset 0x04).

e  Will transmit all DSA control frames (all non-Forward DSA Tag types) to the CPU as Ether type DSA Tagged.

Note

If the CPU needs source port information on Forward DSA Tag frames then these frames cannot be sent
to the CPU as Normal Network frames (i.e., the port must use EgressMode = 0x3, Port offset 0x04).

The proper usage is to set the device port used to connect to the management CPU to Ether Type DSA Tag mode
(i.e., FrameMode = 0x3 at Port offset 0x04) and set the ports used to interconnect devices to each other in regular
DSA Tag mode (i.e., FrameMode = 0x1) while the external ports are set to either Normal Network mode (Section
5) or Provider mode (Section 6). All FrameMode port types can co-exist as the same time on different ports of
device. The format of the frames will be converted as needed.

Figure 47: Ether Type DSA Tag Format

b15 bs

EtherType[15:8] \ 1st Octet
b7 bo
7 Octets Preamble ‘ EtherType[7:0] ‘ 2nd Octet
1 Octet SFD
b15 bs
6 Octets Destination Address ‘ 3 TZ0%00 ‘ 3rd Octet
P v = Ox T
6 Octets Source Address S;‘f;: Within eserve ce
8 Octets EtherTyped DSA Tag Transmitted b7 bo
2 Octets Length/Type ggﬁ;& ‘ Reserved = 0x00 ‘ 4th Octet
MAC Client Data
4 Octets Pad
DSA Tag bits 31:24 5th Octet
4 Octets FCS
M DSA Tag bits 23:16 6th Octet Standard DSA
DSA Tag bits 15:8 7th Octet Tag Format
Marvell Tagged DSA Tag bits 7:0 8th Octet
Frame
Table 39: From_CPU DSA Tag Fields
Frame’s Field Description
Ether Type Ether type of the DSA Tag. This is a programmable value. A frame will be considered

Ether type DSA tagged if its Ether type (octets 1 and 2 of the Ether type DSA Tag) equals
the port’'s PortEType register (Port offset 0xOF).

Reserved Sub type. Octets 3 and 4 must be written as zero.
DSA Tag Standard DSA Tag. Octets 5 to 8 can contain any of standard DSA Tag types defined
above.
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Section 8. Advanced Switch Functions

The discussions that follow assume the port is in any Frame Mode (Port offset 0x04) unless specified otherwise.
Each item is supported in chip or across multiple chip devices.

This section covers the following topics:

*  What MGMT (Management) frames are, and how frames become MGMT frames
*  How MGMT frames become normal frames

*  How MGMT frames are treated differently in the switch

*  Spanning Tree support is used as an example for the above items

*  How to properly configure the switch connection to a management CPU and how to isolate the CPU from the
frames it does not need to see

*  How to properly configure the switch connection to a Router including how to increase router CPU perfor-
mance using the Marvell® Header

¢  OAM Loopback support

¢ Port Mirroring support

¢  Port Trunking support

¢ Device's interrupt support

Copyright © 2007 Marvell CONFIDENTIAL Doc. No. MV-S103922-00, Rev. B

July 2, 2007, Advance Document Classification: Proprietary Information Page 161

gdoov9li56zstOyhfd9rcggkm7Ik57st5fomm-hc2sskox * S.A.S. Electronic Co. * UNDER NDA# 12132895



MARVELL CONFIDENTIAL - UNAUTHORIZED DISTRIBUTION OR USE STRICTLY PROHIBITED

® Link Street® 88E6096/88E6097/88E6097F
I;% 8 FE + 3 GE Stackable Ethernet Switch with QoS and 802.1Q

8.1 Management Frames to and from the CPU

Managed switches, those with a management CPU inside running 802.1 protocols, need to be able to detect and
map special management frames to the CPU. Likewise, the management CPU needs to be able to send these
special frame types out any of the switch’s ports. Chip to chip management frames are needed in multi-chip
designs as well, to ensure the multiple devices act as one larger switch.

The device supports a concept of a MGMT (management) data plane where control and switch management
frames travel under different rules from Normal data (otherwise called Normal Network — Section 5, and/or Pro-
vider data — Section 6). MGMT frames can and do use the same physical ports as Normal frames but they are
processed differently.

Figure 48 shows the concept of these separate planes and the linkage between them. The following sections
cover the linkage (i.e., how to get some Normal frames to the MGMT Plane and back again) and how MGMT
frames are processed inside the switch.

Figure 48: Normal and Provider vs. Control Data Planes
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The handling of 802.1D’s BPDU (Bridge Protocol Data Unit) frames for Spanning Tree will be used as an example
throughout the discussions in this section.
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8.2 Spanning Tree Support

802.1D Spanning Tree is inherently a cross-chip function as the CPU is always outside of the switch device. Itis
supported in the device with the help of an external CPU that runs the actual Spanning Tree algorithm. The device
supports Spanning Tree by:

Detection of BPDU" frames entering Network (or provider) (external switch) ports. These frames are called
MGMT (management) frames in the device. They are detected by loading the BPDU’s multicast address
(01:80:C2:00:00:00) into the address database with a MGMT EntryState indicator (Section 9.1.1) or by using
the Rsvd2Cpu bits in MGMT Enable register (Global 2 offset 0x03).

Tunneling of BPDU frames through Blocked ports. Blocked ports are controlled by the Port’'s PortState bits
(see Section 5.1.1 and Section 5.2.3). If a port is in the Blocked state, all frames are discarded except for
frames with a DA address that is considered a MGMT address as defined in the step above.

Redirection of BPDU frames. BPDU frames that enter a Network (or provider) port need to go to the CPU
only, even though they are multicast frames. This task is handled in the BPDU frame detection phase above
by mapping the BPDU’s multicast address to the CPU port directly or to the port that is to be used to cascade
these frames to the CPU (this is set with the value of the DPV bits when the address is loaded) or by the
device’s CPUDest register (Global 1 offset 0x1A). Cascaded BPDU frames egress the 1st device with a
To_CPU DSA Tag (Section 7.2).

Cascading of BPDU frames. BPDU frames that enter a DSA Tag port must enter it with a To_CPU DSA Tag.
These frames are mapped directly, without modification to the device’s CPUDest (Global 1 offset 0x1A). The
CPUDest registers are used to form a path from all the Network ports in the switch to the CPU.

Source Port information. The CPU needs to know the physical source port of the BPDU frame. This informa-
tion is supplied in the frame’s To_CPU DSA Tag (see Section 7.2) that is sent to the CPU.

CPU transmission of BPDU frames. The CPU needs to be able to transmit BPDU frames out any physical
port of the switch. This control is supported with the From_CPU DSA Tag data that the CPU needs to put on
these frames before they are transmitted into the switch (Section 7.3). The Device Mapping table (Global
Control 2 offset 0x06) is used to map From_CPU frames that are not destined for a local device (as marked in
the DSA Tag’s Trg_Dev field) out the correct port to get it to the next device. If the next device that receives
the From_CPU frame is not the final destination, the process repeats until the frame gets to the target device.
Once there, it will send the From_CPU frames out the target port (as marked in the DSA Tag’s Trg_Port field)
with the DSA Tag removed from the frame assuming the target port was a Network port.

The CPU and device hardware can support 802.1D Spanning Tree or it can be used to perform simpler bridge
loop detection on a new link. The only difference is the software that runs on the attached CPU.

| §|| Notes

» For Spanning Tree to work, all device-to-device and device-to-CPU interfaces must be configured in
a DSA Tag mode (FrameMode in Port Control - offset 0x04).

+ Each device’s CPUDest register (Global 1 offset 0x1A) must be configured pointing To_CPU DSA
Tag frames toward the CPU.

+ Likewise, the DeviceMapping table (Global 2 offset 0x06) must be configured to map From_CPU DSA
Tag frames out the correct DSA Tag port to get the frame to the correct device if the frame is not
destined for the local device.

1. BPDU = Bridge Protocol Data Unit — the frame type used to run the Spanning Tree Protocol
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8.3 Ingress MGMT/BPDU Frame Detection

The device supports two methods of management/802.1D BPDU frame detection and mapping for ingressing
frames from Normal Network and/or Provider ports. These two mechanisms support IEEE industry standards like
STP', LAC?, and OAM3, as well as any company proprietary protocol. Both of these mechanisms:

* Detect that a frame is special by examining the frame’s DA
*  Assign these special frames to a category called MGMT (for management)

¢ Allow MGMT frames and only MGMT frames to ingress and egress Blocked ports (see Port States in Section
5.1.1)

¢  Set the priority on these MGMT frames overriding all other QoS decisions on the frame
*  Map these MGMT frames to a port where a management CPU is directly or indirectly connected

8.3.1 Reserved Multicast Address Support

The first mechanism for MGMT frame detection is optimized to support 802.1D’s 16 reserved multicast addresses.
Any or all of the 16 multicast addresses in the range of 01 :80:C2:00:00:0x* can be treated as MGMT addresses in
the device. The Rsvd2Cpu register bits in the MGMT Enables Ox register (Global 2 offset 0x03) determines which
of these 16 addresses are treated as MGMT and which are not as long as the Rsvd2Cpu bit in the Switch Man-
agement register (Global 2 offset 0x05) is also be set to a one.

Additionally, the 16 Generic Attribute Registration Protcol (GARP) addresses in the range of 01:80:C2:00:00:2x
can be treated as MGMT addresses in the device. The Rsvd2Cpu register bits in the MGMT Enables 2x register
(Global 2 offset 0x02) determines which of these 16 addresses are treated as MGMT and which are not as long as
the Rsvd2Cpu bit in the Switch Management register (Global 2 offset 0x05) is also be set to a one.

Any frame, regardless of its VLAN identifier (VID) or FID® assigned to it, whose DA matches an enabled reserved
multicast address will be considered a MGMT frame. It will be given the priority defined in the MGMT _Pri bits (Glo-
bal 2 offset 0x05) and mapped to the port defined by the global CPUDest register (Global 1 offset 0x1A).

8.3.2 New and Proprietary Protocol Support

The second mechanism for MGMT frame detection is optimized to support any new, or yet to be defined, standard
and/or proprietary DA based protocol. It can also be used to map any of the 32 reserved multicast addresses
defined above, where the VID of the frame must be considered in the MGMT determination®. Any address, multi-
cast or unicast, can be treated as a MGMT address in the device in this way. The Address Translation Unit (ATU)
is used in this case. The required MAC address must be loaded into the ATU with a MGMT EntryState value, the
required priority for the frame and where the frame is to be mapped (see Section 9.1.1).

Any frame whose DA matches an ATU entry with a MGMT EntryState will be considered a MGMT frame. It will be
given the priority defined in the ATU’s entry and mapped7 to the port or ports defined by the entry’s Destination
Port Vector (DPV). The ATU supports multiple address databases (Section 4.4.8) so the DA must appear in the
Forwarding Information Database (FID) assigned to the frame for the frame to be considered a MGMT frame. This
feature allows a DA to be considered a MGMT address in some address databases and not in others. But it also

. Spanning Tree Protocol

Link Aggregation Control

. Operational, Administration, and Maintenance

. Frames with a DA of 01:80:C2:00:00:01 are always treated as Pause frames and are discarded and never mapped.

. FID is a Forwarding Information database number assigned to each frame to support multiple address databases (see Section
4.4.8).

. If the second mechanism is being used to map any of the 32 reserved multicast addresses the bit that corresponds to the required
address in the Rsvd2CpuEnables must be cleared to a zero since the first mechanism takes priority over the second mechanism.

7. EntryState = OxE should be used so the ATU entry can force the MGMT FPri to 0x7 and QPri to 0x3 by setting its P bits to 0x7.
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o
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requires that the DA be loaded multiple times, once for each address database that needs to use this address as
a MGMT address.

| §|| Note

Frames that are considered MGMT by their DA are considered MGMT in the Ingress section. That means
that the frame cannot be filtered or have it mapping or priority modified due to any Normal Network Policy
(Section 5) with the exception of Ingress Rate Limiting of MGMT frames (Section 5.5) or DropOnUnlock
(Section 5.1.2.3) which will discard MGMT frames based on SA. The DropOnUnLock feature is not
intended for DSA Ports. Instead it is intended for Normal Network or Provider Ports where frames can
become MGMT as soon as they enter the switch port based on the frame’s DA. Supporting DropOnUnlock
in this case can help prevent BPDU (or any MGMT) DoS Attacks by discarding all MGMT frames from a
particular source (or sources).

8.4 Other Ingress MGMT Frame Detection

Most 802.1 protocols require special frames to get to the management CPU. These are handled by looking at the
frame’s Destination Address (see Section 8.3). There are other ways to move a Normal Network (or Provider)
Plane frame up to the MGMT Plane (as shown in Figure 48). These are:

*  ARP Mirror frames (Section 5.3.3)

* |GMP/MLD Snooped (or Trapped) frames (Section 5.3.4).
* Layer 2 Policy Traps or Policy Mirrors (Section 5.1.3)

| §|| Note

Frames that are considered MGMT by other than the frame’s DA are not considered MGMT in the Ingress
section (by they are considered MGMT in egress and then on until they reach their destination). This
means that these frames can be discarded due to any Normal Network Policy (Section 5). This ensures
that APRs, IGMP frames, etc., are members of a port’s VLAN before they will be sent to the CPU as
MGMT.

8.5 MGMT Frames to Normal or Provider Egress

Figure 48 shows MGMT frames going back down to the Normal Network Plane or to the Provider Plane. This is
because 802.1 protocols require that the CPU transmit special frames out the ports. If the target egress port is a
Normal Network port (Section 5) or a Provider port (Section 6) then the frames need to look like normal IEEE
frames.

The CPU uses From_CPU DSA Tag frames (Section 7.3) to get the special frames out a specific port. The egress
logic will automatically convert the From_CPU DSA Tag to a normal IEEE frame format if the egress port is config-
ured in Normal Network or Provider mode (FrameMode, Port offset 0x04).

| §|| Note

From_CPU DSA Tag frames are considered MGMT by the switch until the frame egresses the target port,
i.e., they will egress Blocked ports (Section 5.1.1).
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8.6 Proper Connection to a Management CPU

Management CPUs can easily be isolated by a ‘barrier’ such that they receive only the frames that they need sav-
ing their processing power for other functions. A barrier can be configured by many different ways but the easiest
is clearing the EgressFloods bits to 0x0 (Port offset 0x04) on the port connected to the CPU. This will prevent all
frames with an unknown Destination Address (DA), both unicast and multicast, from getting to the CPU.

Desired DA's, like the CPU’s own MAC address, can be loaded into the ATU as static (Section 9.1.3 — the CPU’s
port will have to be a member of the frame’s VLAN too, unless the CPU’s MAC address is loaded as MGMT, but
then it will tunnel through Blocked ports). ARP’s can be mirrored (Section 5.3.3) and IGMP/MLD frames can be
trapped (Section 5.3.4). Other 802.1 protocol frames can be gotten to the CPU based on the frame’s DA (Section
8.3).

Other barrier options to isolate the CPU are to use Port Based VLANs (Section 5.2.1) or 802.1Q VLANSs (Section
5.2.2 — where the DefaultVID on all ports, Port offset 0x07, is defined in the VTU).

The CPU can be protected by Egress Rate Shaping using frame’s per second (Section 5.8.5.1). Ingress Rate Lim-
iting (Section 5.5) on all the Normal Network and Provider Ports to limit the number of MGMT frames and/or ARP
frames that are allowed to enter the switch can also be used to protect the CPU.

8.7 Proper Connection to a Router

Routers can be a CPU or some other switching device connected to a port that performs routing or higher layer
switching. In this case the router needs to get all the frames so that they can be processed. ‘Barriers’ between
some ports need to be set up to ensure frames get processed before egressing other ports on the switch. While at
the same time normal switching may be allowed between some ports on the device depending upon which LAN
each port belongs to. Section 5.2.1.2 gives a couple of examples on how to set up these ‘barriers’ using Port
Based VLANSs.

Usage of the Address Database needs to be considered. It may be advantageous to disable learning on some
ports (LearnDisable in Port offset 0x06) where switching never occurs (like the WAN to CPU and the CPU to WAN
paths). Other situations may need multiple and separate Address Databases (Section 4.4.8) and keep learning
enabled on the ports. Forcing the frames to the Router may need to be done by ignoring the results of the Destina-
tion Address search (Section 8.8).

The performance of CPU routing can be greatly increased by using the Marvell® Header on the CPU’s port
because it aligns the IP portion of the Ethernet frame to 32-bit boundaries in the CPU’s memory. The Header is
also needed to limit were frames go (for single chip switch systems — in multi chip systems the same effect may be
accomplished by using Cross-chip Port Based VLANs — Section 7.5.3 where the CPU can limit were frames go
based upon the source port information it puts in the Forward DSA Tag). The Marvell Header (Section 8.7.1 and
Section 8.7.2) can be used by itself or in conjunction with the CPU’s port being in the DSA (Section 7) or Ether
type DSA (Section 7.9) frame mode.

8.7.1 Switch Ingress Header for CPU Routers

The CPU in a router needs to perform many functions. One of those functions is to route IP frames from a WAN to
or from LAN ports and another is to bridge frames between one VLAN and another VLAN. The device’s ingress
Header mode increases the performance of both of these functions. Any port can be configured to support an
ingress Header by setting the port‘'s Header bit" to a one (Port offset 0x04) but only the port directly connected to
a CPU should be configured in this way.

The ingress Header accelerates the CPU’s performance when routing IP frames by aligning the IP portion of the
frame to 32-bit boundaries. This is accomplished by prepending the frame with two extra bytes of data. Bridging

1. The Header bit enables the Marvell Header mode for both ingress and egress.
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between VLAN ports sometimes requires the switch to support multiple address databases (one for each VLAN)
so that the same MAC address can be used on multiple VLANSs. Since the CPU is generally a member of all
VLAN:S, it must inform the switch which VLAN to use on a given frame (and thus which address database to use).
This is accomplished by using an Ingress Header with a non-zero value as defined in Figure 49'. When the
ingress Header is seen with a non-zero value its contents are written to the port’'s Port Based VLAN Map register
(Port offset 0x06) prior to the start of the rest of the frame. The frame is then processed by the switch using this
new information. In this way, the CPU can direct which port based VLAN and address database to use on every
frame at wire speed.

When the ingress Header mode is enabled on a port, the first two bytes of the frame (just before the DA) are used
to control the switch. The Ingress Policy block removes the Header from the frame, causing the frame to be two
bytes smaller in size, and overwrites the frame’s FCS with a new FCS. This adjustment makes the frame normal
for the rest of the network since the Header’s data is intended for the switch only. Frames are padded up to 64
bytes if the size of the frame is too small after the Header is removed. This means the CPU can send 64 byte
frames to the switch that contain the Header, and the frame will be accepted and resized by the switch.

The ingress Header gives the CPU the ability to control which VLAN (port based), learning mode and address
database (lower 4 bits of the FID) to use on the frame that it just sent into the switch. If the CPU wants the switch
to process the frame based upon the switch’s current Port Based VLAN Map register settings then the CPU sets
the Header data in the frame to all zeros (i.e., it prepends the frame with two extra bytes of zeros). This zero pad-
ding indicates that the switch should ignore the Header’s data and process the frame normally using the current
setting in the CPU port’s Port Based VLAN Map register (after the Header’s data is removed from the frame).

| §|| Note

Any (switch) port configured in Header mode must not receive Pause based Flow Control frames, unless
the CPU places a non-zero Header in every frame it sends into the switch (i.e., Pause based Flow Control
frames cannot be generated by the CPU’s MAC if a Header of 0x0000 is ever used by the CPU). This is
due to the fact that the ingressing Pause frame will cause the port's VLANMap register (Port offset 0x06)
to be modified (MAC to MAC Pause frames will work correctly, if enabled, even if the port is in Header
mode as Pause frames do not need Headers).

Figure 49: Ingress Header Format

b7 bo
7 Octets Preamble \ FID[3:0] \ \ \ 1st Octet
1 Octet SFD L viANTablet0:8]
2 Octets Marvell Header :
5 oy Octets Within LeamDisable
6 Octets estination ress Frame
i VLANTable[7:0 2nd Octet
6 Octets Source Address ;r)apntsommed ﬂ (701 ‘
2 Octets Length/Type Bottom into
the Switch
MAC Client Data i
Ingress Header gets written to port's VLAN
Pad Map Register (offset 0x06) at the start of
the frame unless both bytes = 0x00
4 Octets FCS
IEEE 802.3 Frame Marvell Ingress
with Marvell Header Header Format

In Front of DA
When an ingress Header contains a non-zero value its contents are written directly to the port’s Port Based VLAN
Map Register (Port offset 0x06) before the frame is processed. See the description of this register in the Register
section (Section 13) for a description of each of the Header’s fields.

1. Reserved bits in the Marvell® Header must always be zeros.
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Note

The Marvell® Header can only modify the lower 4-bits of the port’s FID. The upper 8-bits come from the
port's FID[11:4] register bits from Port Control 1 register, Port offset 0x05.

The Marvell Header can be used with or without the DSA Tag (Section 7). In this mode, the Marvell Header’s
FID[3:0] is used as the port’s default FID[3:0] which may be overridden by the DSA Tag’s VID lookup into the VTU
(If the Tag’s VID is contained in the VTU). The Marvell Header can be used in single-chip or cascaded chip envi-
ronments although some of its usefulness is reduced in a cascaded environment owing to the limited VLANTable
size in the Header (but Cross-chip Port Based VLANs can be used instead — Section 7.5.3).

The DSA Tag can be used to force where a frame goes (by using the From_CPU format). The Marvell Header is
used to limit where a frame goes (by using the VLANTable).

8.7.2 Switch Egress Header for CPU Routers

If a CPU wants to have the IP frame data of the Ethernet frame aligned to 32-bit boundaries for faster routing, the
device supports a Marvell Header Mode that inserts two bytes into the frame just before the frame’s Destination
Address (DA). Any port can be configured this way by setting the Header bit to a one (Port offset 0x04) but only
the CPU’s port should be configured this way.

When the egress Header mode is enabled on a port, two extra bytes are added to the beginning of the frame just
before the frame’s DA and a new CRC is calculated for the frame. When the frame is received by the CPU the
Header will be the first two bytes of the frame in memory. If the CPU’s MAC needs to process the frame for filtering
or for other reasons, the MAC must be aware that the frame data has been shifted down by two bytes. If the rout-
ing CPU places its MAC in promiscuous mode, the shifting of the frame’s data will not have any effect.

The Egress Header increases routing performance since the frame can be routed ‘in place’ in the CPU’s memory
without needing to copy it to get the IP portions of the frame on 32-bit boundaries (and then copy it again before
transmission).

The format of the egress Header is shown in Figure 50 and its fields are defined in Table 40.

Figure 50: Egress Header Format

b7 bo
7 Octets Preamble ‘ FID[3:0] ‘ FPri[2:0] ‘ ‘ 1st Octet
1 Octet SFD L mewmt
2 Octets Marvell Header
Octets Within
6 Octets Destination Address Frame | RES=0 | SPID[3:0] | 2ndOctet
Transmitted
6 Octets Source Address Top to
2 Octets Length/Type Bottom by
- the Switch FID[3:0] is the lower 4 bits
MAC Client Data of the FID assigned to the
Pad frame (can be used to
indicate WAN vs. LAN).
4 Octets FCS
IEEE 802.3 Frame
. Marvell Egress
with Marvell Header Header Format
In Front of DA
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Table 40: Egress Header Fields

Frame’s Field

Description

FID[3:0]

Forwarding Information Database number. This field represents the lower 4 bits of the
address database number assigned to this frame when it ingressed into this device (i.e.,
it is assigned by the last device this frame entered). It can be used to indicate the logical
port based VLAN number of the source port.

FPri[2:0] The frame’s priority as determined by the ingress rules of the last device this frame
entered (see Section 5.4). If the frame is a MGMT frame (see Section 8.1), the ingress
rules effectively make this the frame’s priority as determined by the ingress rules of the
1st or original device this frame entered.

MGMT Management. This bit is set to a one if the frame is a MGMT frame (see Section 8.1).

RES Reserved for future use. Currently set to 0x0.

SPID[3:0] The Source Port ID. These bits indicate at which physical port the frame entered this

device (i.e., it is assigned by the last physical device this frame entered). An SPID of all
zeros indicates Port 0. An SPID of 0x1 indicates Port 1. 0x2 indicates Port 2, 0x03
indicates Port 3, etc.
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8.8 MUX’ing or Ignoring Address Translation

The device supports the ability to ignore the results of a frame’s DA lookup in the Address Translation Unit. The
use of the DA mapping results can be enabled or disabled on a port-by-port basis by changing the value of the
port's MapDA bit (Port offset 0x08). DA lookups always take place, regardless of the setting of port’'s MapDA bit,
however. This is done so that DA lookups that are found to be MGMT entries in the ATU (Section 8.3.2) are
always mapped (even if the MapDA bit is configured to ignore the results). The application of all other switch poli-
cies are not effected by the port's MapDA bit.

When DA mapping is disabled (the port's MapDA bit equals zero) all non-MGMT frames that enter the port will be
mapped based on the VLAN rules that are applied to the frame (Section 5.2) along with the Egress Flooding rules
(Section 5.8.1 and Section 5.8.2). These bits can be configured in such a way that all non-MGMT frames that
enter a port egress out a specific port (even the frame’s source port, Section 5.3.1). This can be used for the fol-
lowing applications:

8.8.1 Passing Frames to a Router

The MapDA bit can be used to MUX all non-MGMT frames that enter a port to go out another port where a router
can perform more processing on the frame. VLANSs are used to get the frame to the router’s port (Section 5.2).
MGMT frames will be mapped as they normally would (Section 8.3).

The router may decide the frame can go where it normally would have gone and returns the frame back to the
switch unmodified. Assuming the ingress port on which the router is attached to has its MapDA bit set (i.e.,
enabled), the frame will now be mapped using the address database information. If the frame’s DA is unknown or
is a multicast address, the frame will flood out all the ports of the frame’s VLAN including the port the frame origi-

nally came in on if the port is also a member of the frame’s VLAN. Use a different VID on the frame to prevent this.

Alternatively, use Distributed Switch Architecture (DSA) Tags on the port connected to the router (Section 7) and
enable the global LoopbackFilter bit (Global 2 offset 0x05). DSA Tags contain the original source port information
in the frame. So when the router sends the frame back into the switch (with the DSA Tag portion of the frame
unmodified) the switch knows to prevent sending the frame back out its original source port (when LoopbackFilter
is set to a one).

8.8.2 Operational, Administration, and Maintenance (OAM) Loop-
back

The MapDA bit can be used to MUX all non-MGMT (i.e., non-OAM) frames that enter a port to go back out the port
they came in on. Port Based VLANSs are used to get the frame to go back out the original port and only the original
port (Section 5.3.1). MGMT frames, including OAM control frames, will be mapped as they normally would (Sec-

tion 8.3).

| §|| Note

The best way to loop non-MGMT frames back out the port they came in on is by using the VLANTable
(Port offset 0x06). Set the source port’s bits only in the VLANTable. Address learning can be disabled
during loopback, if desired, by setting the source port’s LearnDlsable bit to a one (Port offset 0x06).
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8.9 Port Mirroring Support

Port mirroring or monitoring is supported by the device with Egress only monitoring, Ingress only monitoring or
Egress and Ingress monitoring. Egress monitoring sends any data that egresses out a particular port to a specific
monitor port as well. Ingress monitoring sends any good data that ingresses in a particular port out to a specific
monitor port as well as sending the frame where it normally would have gone.

This form of port monitoring is enabled by defining which port or ports are to be the Ingress Monitor Source (IMS)
and/or the Egress Monitor Source (EMS). A port becomes an IMS and/or an EMS by setting the appropriate bit(s)
to a one in the port’s Port Control 2 register (Port offset 0x08). Both of these bits can be set at same time on the
same port and multiple ports can have their bits set.

While many ports can be defined to be the monitor source only one destination port for the IMS frames and one
destination port for the EMS frames per devices can be defined. Frames that are received on Ingress Monitor
Source ports (IMS) are copied to the port defined as the Ingress Monitor Destination (IMD). Frames that are trans-
mitted out Egress Monitor Source ports (EMS) are copied to the port defined as the Egress Monitor Destination
(EMD). The IMD and EMD are defined in the Monitor Control register (global offset 0x1A). The IMD and EMD can
point to the same physical port.

Each device that has at least one monitor source port enabled must also have a monitor destination port defined
(of the same type - i.e., an IMD for an IMS and an EMD for an EMS). If the destination port is a Normal Network
port connecting to the outside world, the frame will be copied there and that is the end of it. If the destination port
is a DSA Tag port being used to connect to another device, the frame will be copied there, but the frame will
egress with a To_Sniffer DSA Tag and the tag will indicate if the frame is from an IMS or an EMS.

The device that receives the To_Sniffer DSA Tag will map those frames to that device’s IMD or EMD depending
upon the indication in the DSA Tag frame. These frames are not learned from and they are not filtered in any way.
They simply progress to the appropriate monitor destination port. If that destination port is another DSA Tag port,
the frame egresses unmodified with its original To_Sniffer DSA Tag and the process continues. If the destination
port is a Normal Network port, the To_Sniffer DSA Tag is removed and the frame egresses looking as it originally
looked at the monitor source port.

Cross-chip port monitoring requires the following:

* Any time a monitor source is enabled in a device, the associated monitor destination must also be defined.
* A monitor source cannot be a DSA Tag port unless it is the CPU’s port. Basically it is best if the monitor
source ports are Normal Network ports and final monitor destination ports are also Normal Network ports.

. If the final monitor destination is cross-chip in another device, the monitor destinations in each device must
form a complete path toward the final monitor destination port using DSA Tag enabled ports on both sides of
the connections.

¢ Allfinal Network monitor destination ports (both EMD and EMD) must be isolated from all the other local ports
in the switch to prevent these ports from getting flooding frames from non-monitor source ports. The best way
to isolate these ports is to use port based VLANs (Section 5.2.1).

*  Thefinal egress monitor destination port’s 802.1Q Mode and VID MemberTag information must be configured
to match the egress monitor’s source port’s configuration. If this is not done, the frame will still egress the final
EMD port with the correct data in the frame but its tag mode (i.e., egressing tagged or egressing untagged)
may not match the way the frame egressed the original EMS port.

In the device the following frames that ingress a port are not forwarded for Monitoring:

*  Frames received by the MAC but were not stored by the switch due to a lack of memory

*  Frames received with a bad CRC (unless the CRC is fixed by the ForceFCS bit being set on the port, Port off-
set 0x08)

* Pause frames that are received
* Frames with a size less than 64 bytes or greater than the maximum size allowed
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* Frames discarded due to Ingress Rate Limiting (Section 5.5)
*  Frames received but sampled1 due to Ingress Rate Limiting (88E6097 only — Section 5.5)

The following frames that ingress a port are forwarded only for Monitoring (i.e., they are not sent to any other port):

*  Frames that are discarded for 802.1X Source MAC address security

*  Frames that are discarded for 802.1Q security

* Tagged frames received when DiscardTagged is enabled

¢ Untagged frames received when DiscardUntagged is enabled

*  Frames that are discarded due to the port's PortState setti